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66. 249. 78. 167, Lhited
66.249. 78. 161, Lhited
66.249.79. 239, Lhited
66.249.78.181, Llhited
66. 249. 78. 174, Uhited
66.249. 78.168, Lhited
66. 249. 79. 246, Lhited
79.183.31.3, Israel

192. 116. 232. 69, |Israel
157.55. 39. 226, Lhited
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11-18-2015 to 11-19-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Device Action |DP location. Location |Count |
66. 249. 78. 167 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 9132
66. 249. 78. 161 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3497
66. 249. 79. 239 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1989
66. 249. 78. 181 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1887
66. 249. 78. 174 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1394
66. 249. 78. 168 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 707

66. 249. 79. 246 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 32
79.183.31.3 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 13




11-18-2015 to 11-19-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Tar get Address |S te \S gnat ure |Davi ce Action |Oount
151. 80. 31. 117 Italy 147.237.77. 17 nazi.idf.il 28 HITP. AhrefBot craw er Bl ock 2
188. 165. 15. 238 France 147.237.77. 17 nazi.idf.il 228: HITP.  AhrefBot craw er B ock 1




11-18-2015 to 11-19-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count |
66. 249. 78. 181 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4
74.117.209. 136 Lhited Sates 147.237.77. 17 nazi . idf.il ET SCAN Potential VNC Scan 5900- 5920 2
54. 223. 62. 240 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
74.117.209. 135 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




11-18-2015 to 11-19-2015

|Top Attackers In FW |

Attacker Address | Attacker Geo | Target Address |gte | Name |9 gnature |Device Action  |[Count |
46. 19. 86. 215 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1676
80. 215. 200. 36 France 147.237.77. 17 nazi.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 1326
199. 203. 35. 178 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 785
80. 215. 200. 36 France 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber aert 571
80. 215. 200. 36 France 147.237.77. 17 nazi.idf.il |Bad TCP sequence I nval i d sequence nuniber noni t or 538
46.19. 86. 155 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 178
94. 228. 34. 249 Uni ted Ki ngdom 147.237.77. 17 nazi .idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 129
54. 244, 22. 103 Lhited Sates 147.237.77. 17 nazi.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 100
176.13.1. 17 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 81
79.182.51. 237 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 64
176.12.149. 184 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 53
91.231.192. 149 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 53
46.116. 77. 69 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 50
46.19. 85. 110 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 50
46. 116. 77. 69 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 50
80. 246. 133. 7 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 50
54.244. 22. 103 Lhited Sates 147.237.77. 17 nazi.idf.il |Bad TCP sequence I nval i d ACK nunber alert 49
94, 228. 34. 249 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber alert 42
68. 180. 228. 160 Lhited Sates 147.237.77. 17 nazi.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 37
46.19. 85. 153 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 36
79.176.5. 137 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 36
37.26. 149. 156 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 36
176.13.2.91 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 36
46.19. 85. 153 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber alert 36
203. 133.170. 214 Korea, Republic of 147.237.77. 17 nazi .idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 34
138. 134.102. 16 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 33
46.19. 85. 118 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 29
82. 166. 146. 155 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 25
176.13.2.91 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence I nval i d ACK nunber alert 25
46. 19. 85. 87 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 25
82.166. 146. 155 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 25
176.13.1. 17 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Inval i d ACK nunber alert 25
194. 90. 25. 122 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 23
208. 115. 111. 75 Lhited Sates 147.237.77. 17 nazi.idf.il |drop SAMrul e drop 23
157. 55. 39. 226 Lhited Sates 147.237.77. 17 nazi.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 22
176.13.19. 3 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 16
203.133.170. 214 Korea, Republic of 147.237.77. 17 nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> RST rej ect 16
85. 250. 38. 39 | srael 147.237.77. 17 nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> RST rej ect 16
80. 246. 130. 117 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 16
176. 13. 5. 132 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 16
188. 120. 148. 221 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 15
157.55.39.9 Lhited Sates 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 15
66. 249. 78. 174 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 14
81. 141. 215. 146 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 14
81. 141. 215. 146 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il [Bad TCP sequence Inval i d sequence nunber noni t or 14
66. 249. 93. 140 Lhited Sates 147.237.77. 17 nazi.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 13
81.218.173. 126 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence I nval i d ACK nunber alert 13
79.181. 210. 86 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 13
212.179. 242. 80 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 13
138. 134. 102. 15 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 13




11-18-2015 to 11-19-2015

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste Sgnature ; Count
Ceo Action
192. 116. 232. 69 |l srael 147.237.77. 17 |nazi .idf . i |Mul ti pl e Uhaut hori zed URL Access from 192. 116. 232. 69 B ock 7
5.28. 130. 167 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to mazi.idf.il/sip storage/ B ock 2
141. 212. 121. 192 g];::: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/ B ock 1
79.180. 150. 1 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
195. 154. 146. 225|F ance 147.237.77. 17 |nazi .idf.i|Mil tiple |11 egal HITP Versi on from 195. 154. 146. 225 B ock 1
157. 55. 39. 226 g‘;tt:: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to www nazi.idf.il/5580-7562- he/i gf . asp B ock 1
93.173.24.141 |Israel 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
66. 249. 79. 231 I srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5039- he/ i gf . aspx B ock 1
141. 212. 122. 96 g;g: 147.237.77. 17 |nazi .idf .i|{Mil ti pl e Mal formed URL from 141. 212. 122. 96 B ock 1
85.64.1.174 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
40.77.167. 39 g‘;ttees 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/14-4983-he B ock 1
176. 228. 128. 105|l srael 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ 3848- 5183- he/ i gf . aspx B ock 1
Unaut hori zed URL Access to
95. 86. 73. 240 | srael 147.237.77. 17 |nazi . i df . i {m mazi . i df . i | / 7322- 11795- he/ mazi . aspx&a=u&ed=0cbi gf j adahukewj j sags6j rj ahwhaxgk |[B ock 1
hgr 2dni &usg=af gj cngb9i 08t waf bb4l qxj m _t dvhcb7w
66. 249. 79. 238 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
194.153. 113. 13 |Ger many 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
157. 55. 39. 226 Lshlmt:s 147.237.77. 17 |mazi .idf .i [Mil ti pl e Uhaut hori zed URL Access from 157. 55. 39. 226 B ock 1
85. 64. 32. 148 | srael 147.237.77. 17 |mazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/ufi/reaction/ B ock 1
46. 19. 85. 62 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
185. 25. 151. 159 |Pol and 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to testp4. pospr.waw pl / t est proxy. php B ock 1
107. 150. 55. 51 Lsh'mt:: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to / B ock 1
68. 180. 229. 218 gﬁ;ttg: 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to waw nazi . idf.il/tenpl ates/ shared/ usercontrol s/ newsgal | ery/ |B ock 1
195. 154. 146. 225|F ance 147.237.77. 17 |mazi .idf.i {111 egal HITP \ersion HITH B ock 1
Lhited .. . |Unauthori zed URL Access to nazi.idf.il/3697-9630-he/igf.aspx 10 A—a€A—A A—a€
157. 55. 39. 226 Sates 147.237.77. 17 |nazi . i df . i CA—a€e A_AYVA_ae A_A" 2010 B ock 1
87.69. 238. 243 | srael 147.237. 77. 17 \azi i o i )Li:a:;;m;n zed URL Access to mmazi.idf.il/7343-11581- he/ xcexcex? X'x'xexpex B ock 1
- — - . - o Py e
66. 249. 67. 248 I sragl 147. 237. 77. 17 |nazi i of . i Una‘ut hquwzed URL Access to nazi.idf.il/4070-11595- he/ xZx—x@ex8x2 xax>x xexY B ock 1
Xex‘X§xX" x”, aspx
188. 120. 148. 222|l srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
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