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W 66.249.67.248, Lhited Sates
66. 249. 67. 144, lhited Sates
66. 249. 78. 167, Lhited Sates
66. 249. 78. 174, lhited S ates
151.80.31.117, ltaly

85. 107. 161. 43, Turkey

188. 165. 15. 66, France
23.91.70.63, Lhited Sates
188. 165. 15. 238, France

W 37.60.41.51, |srael




11-17-2015 to 11-18-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Device Action |DP location. Location |Count |
66. 249. 67. 248 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 7324
66. 249. 67. 144 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 4315
66. 249. 78. 167 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 565

66. 249. 78. 174 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 247

81. 218. 56. 245 | srael 147.237.77.17 |nazi.idf.il |[B ock Wp Al Nets drop BBL- | srael 3

66. 249. 67. 95 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3

66. 249. 78. 181 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




11-17-2015 to 11-18-2015

|Top Attackers In IPS|

Attacker Address |At tacker Geo \Tar get Address | Devi ce Action |Count |
151. 80. 31. 117 Italy 147.237.77. 17 nazi.idf.il |228: HITP. Ahref Bot craw er B ock 73

188. 165. 15. 66 France 147.237.77. 17 nazi.idf.il |C228: HITP. AhrefBot craw er B ock 21

188. 165. 15. 238 France 147.237.77. 17 nazi.idf.il |C228: HITP. AnrefBot craw er B ock 6
220.156. 184. 4 I ndi a 147.237.77.17 nazi.idf.il |[C228: HITP.  AhrefBot craw er B ock 3

23.91. 70. 63 Lhited Sates 147.237.77. 17 nazi.idf.il [3808: HITP. S Injection Variabl e Decl arati on Evasi on B ock 2

151. 80. 31. 116 Italy 147.237.77. 17 nazi.idf.il |@228: HITP. Ahref Bot craw er B ock 1
23.91.70. 63 Lhited Sates 147.237.77. 17 nazi.idf.il |5670: HITP. SQ I njection (SHECT) B ock 1




11-17-2015 to 11-18-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
23.91. 70. 63 Lhited Sates 147.237.77. 17 nazi.idf.il SQ Injection - Select Fom 5
66. 249. 67. 135 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 181 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
128. 199. 88. 52 S ngapor e 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 10. 74. 196 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
59. 45.79. 117 Chi na 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1
66. 249. 78. 167 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 1
125. 65. 42. 110 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
192. 240. 155. 234 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




11-17-2015 to 11-18-2015

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Geo |Target Address |Ste Sgnature Action ‘Count
79.177.163. 109 |lsrael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 286
85.107. 161. 43  |Turkey 147.237. 77. 17 |vazi i of i Sreanimg Er_19i ne: TP Invalid Invalid segnent retransnission. Packet drop 64
Ret r ansni ssi on dr opped.
216.145.90. 255 |lhited Sates |147.237.77.17 |nazi.idf.i|Bad TCP sequence SWNretransnit wth different w ndow scal e |nonitor 45
46. 19. 85. 77 | srael 147.237.77. 17 |nazi . i df . i |SYN Attack SYN -> SYN-ACK -> RST rej ect 36
94. 228. 34. 249 LKJ?Ir:;éjom 147.237.77. 17 |nazi .idf . i|Bad TCP sequence Invalid ACK nunber noni t or 34
109. 65. 81. 37 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 26
37.26.149.172 |lsrael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 25
46. 19.85. 3 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber alert 25
37.26.149. 172 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 25
80. 178. 157. 40 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 25
46. 19.85. 3 | srael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence I nval i d ACK nunber noni t or 25
37.26.149. 172 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 25
46. 19. 85. 205 | srael 147.237.77. 17 |nazi . i df .i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 25
46.19. 85. 15 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 25
37.26.149. 172 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 25
46. 19. 85. 15 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 25
84.94. 32. 197 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 25
80. 178. 227. 68 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
79.176. 202. 3 | srael 147.237.77. 17 |nazi . i df .i |SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 18
84.111. 28. 61 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 18
37.26.149. 172 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 17
46.19. 85. 187 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 16
174. 6. 33. 12 Canada 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 16
212.179. 49. 226 |lsrael 147.237.77. 17 |nazi . i df . i |Bad TCOP sequence Inval i d ACK nunber alert 16
174. 6. 33.12 Canada 147.237.77. 17 |nazi .i df.i|Bad TCOP sequence I nval i d sequence nunier noni t or 16
212.179. 49. 226 |l srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 16
176. 13. 17. 217 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 16
84.94.32.197 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber aert 16
46. 19. 85. 187 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber alert 16
81.218.251.251 |Israel 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber alert 16
94. 228. 34. 249 E?Ir:g}egom 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Invalid ACK nunber aert 15
208.115.111. 75 |lhited Sates |147.237.77.17 |nazi.idf.ildrop SAMrul e drop 14
81.218.251. 251 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 13
212.179.21.194 |Israel 147.237.77. 17 |nazi . i df . i |Bad TCOP sequence Inval i d ACK nunber noni t or 13
184.172.196. 102|Lhited Sates |[147.237.77.17 |nazi.idf.i|drop SAMrul e drop 12
188. 165. 15. 66  |Fance 147.237.77. 17 |nazi .i df . i |dr op SAMrul e drop 10
46.19. 85. 177 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 10
109. 67. 160. 4 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d sequence nunber noni t or 9
217.169. 229. 157 |Net her | ands 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber alert 9
37.26.146.211 | srael 147.237.77. 17 |nazi . i df . i |Bad TCOP sequence Inval i d ACK nunber noni t or 9
68.180.228. 160 |lhited Sates |147.237.77.17|nazi.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 85. 205 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 9
37.26.148.210 |lIsrael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN - > SYN-ACK -> RST rej ect 9
217.169. 229. 157|Net her| ands 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 9
2.54.34.72 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 9
80. 246. 133. 97 | srael 147.237.77. 17 |nazi . i df . i |Bad TCOP sequence Inval i d ACK nunber noni t or 9
46.19. 85.173 | srael 147.237.77. 17 |nazi .i df.i|Bad TCOP sequence noni t or 9
76.91.189.214 |lhited Sates |147.237.77.17|nazi.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 9
109. 67. 160. 4 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 9
2.54.34.72 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 8




11-17-2015 to 11-18-2015

|Top Attackers In V\AF|

Devi ce

‘Attacker Geo ‘Target Address [Ste ‘S’ gnature Action ‘Count
85.107. 161. 43 |Turkey 147.237.77. 17 |nazi .idf . i [Mil ti pl e Uhaut hori zed URL Access from 85. 107. 161. 43 B ock 24
85.107. 161. 43 |Turkey 147.237.77. 17 |nazi .idf .i |0 stributed PHP At enpt B ock 8
37.60.41. 51 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 6
85.107. 161. 43 |Turkey 147.237.77. 17 |nazi .i df . i |[Paraneter Type Molation catid in nazi.idf.il/14-he/joi nnailingl i st.aspx B ock 4
66. 249. 78. 167 |l srael 147.237.77. 17 |nazi .i df .i [Mil ti pl e Unhaut hori zed URL Access from 66. 249. 78. 167 B ock 2
115. 144. 58. 217 Okfrea' RepuDliC 117 237 77. 17 |nazi i o . i [PHP Att enpt B ock 2
62. 219. 166. 249 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
208. 115.113. 91 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-7707-he B ock 1
101. 79. 102. 85 Okfrea' RepUDIIC 1147 237.77. 17| azi i of . [Distributed 111egal Bite Qode Character in URL B ock 1
85.93.91. 84 Ger nany 147.237.77. 17 |mazi . i df . i jUhaut hori zed URL Access to nazi.idf.il/sip storagel/files B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4146- he/ i gf . aspx B ock 1
66. 249. 67. 248 |l srael 147.237.77. 17 |nazi .idf . i |Waut hori zed LR. Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 1
115. 144. 58. 217 Okfrea' RepUbliC 1147 237.77. 17 |nazi .i o . i [Lnaut hor i zed URL Access to mazi .idf.il/xmrpc. php B ock 1
79.182.55.235 |lsrael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
66.249. 78. 174 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-7711-he B ock 1
66. 249. 67. 200 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/ B ock 1
217. 69, 133. 225 ?éj;::’ion 147.237.77. 17 |nazi . i of . i [Unaut hori zed URL Access to nazi. i df .il/450- he. aspx B ock 1
110.44.30.40  [I'* RepubliC 147 237.77. 17 |nazi .if i {111 egal Byjte Gode Character in URL /3486-hel i of . aspx B ock 1
2.54.44. 58 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/4316-he/i gf. aspx> B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66.249.78. 161 |Israel 147, 237, 77. 17 |nazi . i o . [3UL hOri z8d UL Access to B ock 1
viewv n@azi . i df . i | /tenpl at es/ shar ed/ user contr ol s/ newsgal | ery/
54.193.78.131 |[lLhited Sates 147.237.77. 17 |nazi .idf . i |PHP Attenpt B ock 1
128. 232. 110. 28 |Uhi t ed Ki ngdom [147.237.77. 17 |nazi.i df.i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 1
85. 107. 161. 43 |Turkey 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-he/ u+ B ock 1
81.218. 44. 21 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
.. . . {Unaut hori zed URL Access to
66.249.78. 175 |l srael 147.237.77. 17 nazi i df .| wan nazi . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ vodchannel / Bl ock !
66. 249. 67. 216 |l srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
115. 144. 58. 217 Okfrea' RepubliC {147 537, 77. 17 |mazi i of . [Mil ti pl e Wnaut hori zed URL Access from 115. 144, 58. 217 B ock 1
2.54.131. 95 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed UR. Access to v nazi . i df.il/tenpl at es/ newsl i st/undefi ned B ock 1
85.107. 161. 43 |Turkey 147.237.77. 17 |nazi.idf.i|lllegal Byte Qde Character in R /14-he/[]; var B ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ B ock 1
54.193.78.131 |[Lhited Sates 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to nazi.idf.il/wp-Iogin. php B ock 1
208.115.111. 75 |Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-7708-he B ock 1
.. . .{Unaut hori zed URL Access to
93.173. 238. 200 |l srael 147.237.77. 17 ezl AT\ i o i1/ tenpl at es/ | obby nobi | ef | obby nobi | e. i n. aspx Bl ock !
82.81. 240. 91 | srael 147.237.77. 17 |nazi .i df . i {Unhaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
66. 249. 78. 181 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-7712-he B ock 1
66. 249. 67. 248 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-7707-he B ock 1
) .. . .{Unaut hori zed URL Access to
8.37.71.59 United Sates 147.237.77. 17 nazi i df .| nazi . i df.il/3990- he/i gf. aspx&usg=al kj r hj h3wyhj ae919yt j t nf ggzgluy9aw Bl ock !
68. 180. 228. 160 |[Lhited Sates 147.237.77. 17 |nazi .i df .i|Lhaut horized URL Access to nazi.idf.il/sip storage/files B ock 1
66. 249. 78. 167 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-7713-he B ock 1
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