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W 66.249.67.248, Lhited Sates
66.249.67.135, Lhited Sates
¥ 193.188.69. 62, Jordan
66. 249. 67. 144, lhited Sates
W 89. 19.241. 94, Ger nany
H 151.80.31.117, Itay
W 188. 165. 15. 238, France
W 151.80.31.150, Italy
66. 249. 67. 248, | srael
H 79.180. 108. 39, Israel




11-16-2015 to 11-17-2015

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature |Device Action |CPlocation Location |Count |
66. 249. 67. 248 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 66255
66. 249. 67. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 10192
193. 188. 69. 62 Jordan 147.237.77.17 |nmazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 4176
66. 249. 67. 144 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 4160
79. 180. 108. 39 | srael 147.237.77.17 |mazi.idf.il |B ock Udp All Nets dr op BB.- | srael 6
167.88. 12. 212 Lhited Sates |147.237.77.17 |mazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1

167. 88. 10. 194 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1

167. 88. 12. 202 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1

167. 88. 12. 207 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




11-16-2015 to 11-17-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |S te \S gnat ure |Davi ce Action \Ooum |
89. 19. 241. 94 CGer many 147.237.77.17 |mazi.idf.i1|16798: HITP. G\U Bash HITP Header Renote Code Execution Vul nerability B ock 170
151. 80. 31. 117 Italy 147.237.77.17 |nazi.idf.il|C28: HITP. Ahref Bot craw er B ock 70
188. 165. 15. 238 |France 147.237.77.17 |mazi.idf.il|C228: HITP. AhrefBot craw er B ock 9

151. 80. 31. 150 Italy 147.237.77.17 |nazi.idf.il|C228: HITP. Ahref Bot craw er B ock 6

151. 80. 31. 145 Italy 147.237.77.17 |nazi.idf.il|C228: HITP. Ahref Bot craw er B ock 2

220. 156. 184. 4 I ndi a 147.237.77.17 |nazi.idf.il|C228: HITP. Ahref Bot craw er B ock 2

188. 165. 15. 235 |France 147.237.77.17 |nazi.idf.il|C228: HITP. Ahref Bot craw er Bl ock 1




11-16-2015 to 11-17-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature |count |
66. 249. 67. 248 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 67. 135 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
115. 25. 138. 225 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
1. 235.195. 234 Korea, Republic of 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
1.235.195. 234 Korea, Republic of 147.237.77.17 nazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
23.102. 186. 35 Lhited Sates 147.237.77.17 nazi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
45.32.24. 122 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
58. 253. 96. 122 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
80. 82. 64. 109 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
94. 159. 177. 100 | srael 147.237.77. 17 nazi.idf.il http i nspect: MLTI PLE HOST HEADERS DETECTED 1
116. 249. 183. 6 Chi na 147.237.77. 17 nazi . idf.il ET SCAN Potential SSH Scan 1
1.235.195. 234 Korea, Republic of 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
5. 10. 74. 196 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
40. 115. 58. 160 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 166. 189. 8 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 64. 109 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
81.231.190. 105 Sweden 147.237.77.17 nazi.idf.il Tehila - Perl LW wth fake user agent 1




11-16-2015 to 11-17-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address [Ste Sgnature

151. 80. 31. 145 Italy 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 53
208.115.111. 75 |Whited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 42
94.228.34.249 |United Ki ngdom 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 41
157.55.39.242 |lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 30
176. 13. 19. 243 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 26
192. 117. 110. 196! srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 25
66.249.81.217 |lWhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 25
192.117. 110. 196l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 25
66. 102. 9. 91 Lhited Sates 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Inval id ACK nunber noni t or 20
46.19. 85. 233 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 19
91.197.103. 1 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 16
94. 230. 86. 212 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16
91.197.103. 1 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 16
188. 120. 148. 152|l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 16
2.52.3.186 | srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN ACK -> RST rej ect 16
66.249.81.220 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 16
157. 55. 39. 70 Lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 14
207.46.13.139 |lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 13
66. 249. 67. 144 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 12
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 12
31.154.94. 17 | srael 147.237.77. 17 |nazi . i df.i |SYN At t ack SYN - > SYN-ACK -> RST alert 9
149. 78. 49. 220 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 9
31.154.94. 17 | srael 147.237.77. 17 |nazi . i df .i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 9
157.55.39.242 |lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 8
5.22.134.127 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 6
94.228.34.249 |United K ngdom 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 6
46.117.152.77  |Israel 147.237.77. 17 |nazi .i of .i |Bad TCP sequence i;;e”ansmt wth different wndow 0y o 5
157. 55. 39. 88 Lhited Sates 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval id ACK nunber noni t or 5
212.117. 143. 250|l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 5
66. 249. 67. 101 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 5
66.249. 67. 135 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
157. 55. 39. 95 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 4
207.232.27.5 | srael 147.237.77. 17 |nazi . i df . i glorcr):jlki ;;IITP hon Failed to handl e connection data noni t or 4
213. 244.82. 139 glcis;ilgéan Territory, 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Invalid ACK nunber noni t or 4
66.249.81.216 |lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
190. 195.57.99 |Argentina 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.3.186 | srael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 4
81.218. 38. 70 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval i d ACK nunber noni t or 4
84.111. 66. 45 | srael 147.237.77. 17|nazi .idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4
84.108. 212. 18 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 4
109. 19. 103. 247 |Fance 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 4
2.52.3.186 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
176. 13. 23. 223 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
85. 250. 135. 233 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
176.13.12. 157 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
110.171.55. 158 |Thail and 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 4
46.19.85. 1 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
81.218. 38. 70 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 4
2.54.142.171 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 4
46.19. 86. 148 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4




11-16-2015 to 11-17-2015

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

Target Address

Ste

Devi ce

‘S’gnature

Action

‘Count

66. 249. 67. 200 I srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ Bl ock 3
95. 86. 123. 37 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
66. 249. 67. 216 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 2
132.70.66.9 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/5676-7827-he/ifg. aspx B ock 2
66. 249. 67. 248 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 2
109. 186. 160. 79 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
66. 249. 67. 216 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4223- hel i gf . aspx B ock 1
207. 46. 13. 139 Lhited Sates 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/14-8347-he Bl ock 1
66.249. 67. 135 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 1
5.28. 166. 217 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 1
141.0.10.1 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to 147.237.77.17/si p _storage/fil es/ 1/ 2061. j pg B ock 1
66. 249. 67. 248 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
66. 249. 67. 208 I srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
157. 55. 39. 70 Lhited Sates 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to nazi.idf.il/4085-he/ Bl ock 1
40. 117. 44. 123 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 1
110. 4. 66. 170 ?rea’ RPUDITC 1147, 237.77. 17 |nazi i df . i{111egal Byte Qode Character in URL /5772-8123-hel i of . aspx Bl ock 1
85.64.1.174 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
66. 249. 67. 248 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/5013-he/i gf hi story. aspx B ock 1
207.46.13.172 |Uited Sates  |147.237.77. 17 |nazi . i df .i fia‘fﬂféfefﬁpfc cess to igf.idf.il/4070-11595- he/ xix—x@x§a@ xox xe | 1
5.102. 221. 115 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
157. 55. 39. 61 Lhited Sates 147.237.77. 17 |nazi .idf.i|Mil ti pl e Uhaut hori zed URL Access from 157.55. 39. 61 B ock 1
104. 128. 144. 131 |Canada 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ Bl ock 1
66. 249. 67. 248 |l srael 147.237.77. 17 |nazi .i df . i |Uaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ |B ock 1
66. 249. 67. 208 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to 147.237.77.17/sip storage/fil es/ 7/ 1087. pg B ock 1
207.46.13. 21 Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to www nazi.idf.il/14-8671-he B ock 1
46.117.152. 77 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
110.93.162.90  [}"*% REPUDIIC 1147 237.77. 17 |nazi i o i |11 egal Byte Code Character in LR /4169-heligf . aspx Bl ock 1
. .. . . {Paraneter Type Molation FlelDin
94.229.74.91  |united K ngdom|147.237.77. 17 |nezi .idf .i nazi_idf_”yfznplatecomol o/ pi cturel i o pi ctur el nf o, asp B ock 1
66. 249. 67. 248 I srael 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/591-he/ handasa. aspx Bl ock 1
207. 46. 13. 177 Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenplates/shared usercontrol s/ newsgal | ery/ Bl ock 1
66. 249. 67. 200 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
5. 102. 250. 209 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
157. 55. 39. 61 Lhited Sates 147.237. 77. 17 |nazi i o i thYait:iréjef LaJ:LpXAccess to nmazi.idf.il/4070-11595- he/ x2x—x0ex§x3 xax>X Xe H ock 1
104. 236. 220. 248 147.237.77. 17 |nazi .idf . i |O stri buted Lhaut hori zed URL Access on / Bl ock 1
68. 180. 229. 218 |Lhited Sates 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to waww nazi.idf.il/14-he B ock 1
207. 46. 13. 139 Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8333-he B ock 1
49. 238. 140. 171 Okfre& Republic |1 47 537 77. 17 |mazi i of.i {111 egal Byte Code Character in URL /7006- 11075 hef i of . aspx B ock 1
94.229.74.91 Uni ted Kingdom|147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to www nazi . i df.il/14-he/igf. aspx’ Bl ock 1
66. 249. 67. 208 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3848-5222- he/ i gf . aspx B ock 1
210. 112. 96. 116 ?rea’ RepUDIiC |1 17 537 77. 17 |mawi i of i {Distributed 111 egal Byte Gode Character in LR Bl ock 1
37.26.147. 213 I srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx Bl ock 1
157. 55. 39. 70 Lhited Sates 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to mazi.idf.il/14-5475-he Bl ock 1
79.178.141. 173 |Israel 147.237.77. 17 |nazi .idf .i|Uaut hori zed URL Access to nazi.idf.il/sip_storage/ B ock 1
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