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11-15-2015 to 11-16-2015

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |DP1ocation. Locati on

66. 249. 67. 248 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 28950
66. 249. 67. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 4553
79.182.186. 73 | srael 147.237.77.17 |nazi.idf.il |Block Udp All Nets drop BB.- | srael 3

167. 88. 12. 201 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address

\ Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Davi ce Action |Coum |
151. 80. 31. 117 Italy 147.237.77. 17 nazi.idf.il |C228: HITP. AhrefBot craw er B ock 115
151. 80. 31. 145 Italy 147.237.77.17 nazi .idf.il |28 HITP. AhrefBot craw er B ock 96
220. 156. 184. 4 I ndi a 147.237.77. 17 nazi.idf.il |28 HITP. AhrefBot craw er ock 1
83.104. 48. 195 Uni ted Ki ngdom 147.237.77.17 nazi .idf.il |Cl000004: HTTP:. options nethod (M crosoft) B ock 1




11-15-2015 to 11-16-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count |
66. 249. 67. 248 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 144 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 1
85. 17. 239. 155 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
107.182. 27. 17 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
212.7.209.9 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 64 Chi na 147.237.77.17 nazi . idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 195 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 74 Lhited Sates 147.237.77. 17 nazi.idf.il ET DROP Dshi el d B ock Listed Source 1




11-15-2015 to 11-16-2015

|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address |Ste | Name | gnature | Device Action  |Count |
60. 242. 18. 20 Australia 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 29
60. 242. 18. 20 Australia 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 29
60. 242. 18. 20 Australia 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 29
73.222.54.174 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 25
199. 203. 26. 34 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 25
94, 228. 34. 249 United Kingdom [147.237.77.17 |nmazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 21
151. 80. 31. 145 Italy 147.237.77.17 |nazi.idf.il |drop SAMrul e dr op 17
46. 19. 85. 40 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 17
46. 19. 85. 40 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 16
199. 203. 26. 34 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 16
194. 114. 146. 227 |l srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 16
94, 228. 34. 249 United Kingdom [147.237.77.17 |nmazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 13
68. 180. 228. 160 Lhited Sates 147.237.77.17 |nmazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 13
207. 241. 226. 42 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 13
80. 246. 133. 222 | srael 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 11
207. 241. 226. 42 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 11
81.218. 251. 251 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 10
109. 64. 162. 202 | srael 147.237.77.17 |nazi.idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 10
73.222.54.174 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 9
109. 64. 162. 202 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 9
94. 230. 86. 189 | srael 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 9
176. 13. 7. 209 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
213.8.204.2 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 9
104. 243. 32. 242 147.237.77.17 |nazi.idf.il |Bad TCOP sequence SYNretransmit wth different w ndow scal e noni t or 8
40.77. 167. 32 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
157. 55. 39. 64 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 7
40. 77. 167. 100 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 5
40.77. 167. 50 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
207.46. 13. 64 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
40.77.167. 71 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 5
94. 230. 86. 226 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
85. 64. 168. 102 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 4
208. 115. 111. 75 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 4
80. 246. 130. 60 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
188. 120. 148. 150 |l srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
66. 249. 67. 135 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invali d ACK nunber noni t or 4
194. 114. 146. 227 |l srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 4
81. 218. 251. 251 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 4
208. 115. 111. 75 Lhited Sates 147.237.77.17 |nazi.idf.il |drop SAMrul e drop 4
2.54.49. 99 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
66. 249. 67. 144 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
31.154.161. 71 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invali d ACK nunber noni t or 4
2.54.49.99 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
85. 64. 168. 102 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 66. 48. 171 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
31.154.161. 71 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 4
40. 77. 167. 73 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 3
40.77. 167. 60 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCOP sequence Invali d ACK nunber noni t or 3
207. 46. 13. 105 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
66. 55. 90. 25 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3




11-15-2015 to 11-16-2015

|Top Attackers In V\AF|

Devi ce

‘Attacker Geo [Target Address |Jte ‘S gnature Action ‘Count
207.241.226.42 |Lhited Sates [147.237.77. 17 |nazi.idf.i|{Miltiple Wauthorized URL Access from 207.241. 226. 42 Bl ock 37
207.241.226. 42 |Lhited Sates |147.237.77. 17 |nazi.idf.i|PHP Attenpt Bl ock 34
79.180. 35. 170 |lIsrael 147.237.77. 17 |nazi . i df.i|Uaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 7
94. 230. 87. 72 | srael 147.237.77. 17 |n@azi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocounter. gif B ock 4
87. 68. 255. 54 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 3
87.69.246.198 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/resource/ userfol | ow esource/ creat e/ B ock 2
212.76.121.36 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 2
66. 249. 67. 216 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ robot s. t xt Bl ock 2
68. 180. 228. 160 |Lhited Sates |147.237.77. 17 |nazi.idf.i|Waut hori zed URL Access to mazi.idf.il/14-8334-he B ock 1
66. 249. 67. 200 |l srael 147.237.77. 17 |n@azi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 1

- — - - - T Py
208.115. 111. 75 [United Sates |147. 237.77. 17 |nazi i o . (12U Or1 zed LR Access to wiw. mazi. i df.i1/4070- 11595-he/ x2x—x@x§x 0 gy 1
X XexY Xex'x§x" x". aspx
149. 88. 112. 33 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 67. 216 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 1
68. 180. 229. 218 [United Sates |147. 237.77. 17 |nazi.icf i (O St''Puted thauthorized LR Access on B ock 1
W nazi . i df.i|/tenpl at es/ shared/ user cont r ol s/ vodchannel /
66. 249. 67. 200 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4170- he/ i gf . aspx B ock 1
157.55.39.220 |lhited Sates [147.237.77.17|nazi.idf.i|Uhaut horized URL Access to nazi.idf.il/14-8330-he Bl ock 1
84 228. 201 131 |1 srael 147 237. 77. 17 \vazi i of i Pa!_an_et er Type Mol e_1t| on Mast er $ucHeader $ucSear chQont r ol $t xt Search in B ock 1
nazi .idf.il/5374-heligf . aspx
40.77. 167. 60 Lhited Sates [147.237.77.17|nazi.idf.i|Wauthorized URL Access to igf.idf.il/tenpl ates/shared usercontrol s/ newsgal | ery/ B ock 1
77.237.154. 221 gpi?)lhl c 147.237.77. 17 |nazi .idf.i |0 stributed Whaut hori zed URL Access on / Bl ock 1
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 1
207.46.13.105 |lhited Sates [147.237.77.17|mazi.idf.i|Waut hori zed URL Access to nazi.idf.il/U..UU@ Bl ock 1
85.93.91. 84 Cer many 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
66. 249. 93. 239 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
45, 55. 249, 186 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to / Bl ock 1
207.241.226.42 [Lhited Sates |147.237.77. 17 |nazi.idf.i|lhaut hori zed URL Access to nazi.idf.il/piw k. php B ock 1
104. 243. 32. 242 147.237.77. 17 |n@azi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
77.237.154. 221 gpif)ric 147. 237.77. 17 |nazi .i of . i [Uhaut hori zed URL Access to / B ock 1
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx B ock 1
207.46.13.174 |Uited Sates |147.237.77. 17 |nazi i of . (12UL hOri zed URL Access to Bl ock 1
wan nazi . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ vodchannel /
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