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66.249. 75. 114, Lhited Sates
66.249.69.98, Lhited Sates
66.249.75.2, Lhited Sates
66. 249. 67.248, Lhited Sates
151.80. 31. 145, Italy

151.80. 31. 117, Italy

188. 165. 15. 227, France
66.249.75.10, Whited Sates
95. 86.85.54, |srael

66. 249. 75. 114, |srael




11-14-2015 to 11-15-2015

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature |Device Action |CPlocation Location |Count |
66. 249. 75. 114 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 14174
66. 249. 69. 98 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 12293
66. 249. 75. 2 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 6101
66. 249. 67. 248 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 5066
66. 249. 75. 10 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn dr op BBL- Fr ankf urt 6

66. 249. 69. 106 Lhited Sates |147.237.77.17 |nmazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1

107. 150. 43. 204 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1

107. 150. 43. 205 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1

167. 88. 12. 201 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




11-14-2015 to 11-15-2015

|Top Attackers In IPS|

Attacker Address

|AI tacker Geo

| Target Address

|Davi ce Action
151. 80. 31. 145 Italy 147.237.77. 17 nazi.idf.il 28 HITP. AhrefBot craw er Bl ock 85
151. 80. 31. 117 Italy 147.237.77. 17 nazi.idf.il (228: HITP. AhrefBot craw er B ock 81
188. 165. 15. 227 France 147.237.77.17 nazi.idf.il 228. HITP.  AhrefBot craw er B ock 10
220. 156. 184. 4 I ndi a 147.237.77. 17 nazi.idf.il 28: HITP. AhrefBot craw er Bl ock 4




11-14-2015 to 11-15-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count |
66. 249. 75. 114 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4
94. 102. 48. 195 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.89.137.3 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
80. 255. 3. 105 Ger many 147.237.77.17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
95. 141. 29. 59 Luxenbour g 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




11-14-2015 to 11-15-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name |9 gnature | Devi ce Action |Count |
66. 249. 93. 243 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCOP sequence |l nvalid ACK nunber noni t or 225
5.28. 133. 115 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 70
66. 249. 93. 240 Lhited Sates 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 49
94. 228. 34. 249 Uni ted Ki ngdom 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 42
37.26. 147. 240 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACGK nunber noni t or 36
5.28.133. 115 | srael 147.237.77.17 |mazi.idf.il [Bad TCP sequence |lInvalid ACK nunber noni t or 36
93.172.18.51 | srael 147.237.77.17 |nazi.idf.il |Bad TOP sequence |l nvalid ACK nunber noni t or 36
54.244.22. 103 Lhited Sates 147.237.77.17 |nazi.idf.il |drop SAMrul e drop 29
5.28. 133. 115 | srael 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber alert 27
66. 249. 93. 246 Lhited Sates 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 25
89. 139. 183. 248 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACGK nunber noni t or 25
89. 139. 183. 248 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence |lInvalid sequence nunber noni t or 25
94. 228. 34. 249 Uni t ed Ki ngdom 147.237.77.17 |nazi.idf.il |Bad TOP sequence |l nvalid ACK nunber alert 21
176. 13. 11. 62 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 17
85. 65. 13. 253 | srael 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 16
80. 246. 133. 21 | srael 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 16
207. 46. 13. 168 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACGK nunber noni t or 14
68. 180. 228. 160 Lhited Sates 147.237.77.17 |mazi.idf.il [Bad TCP sequence |Invalid ACK nunber noni t or 13
188. 120. 148. 185 |l srael 147.237.77.17 |nazi.idf.il |Bad TOP sequence |l nvalid ACK nunber noni t or 10
46.19.85.7 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 9
37.26. 147. 240 | srael 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber alert 9
46.19.85. 7 | srael 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 9
37.46. 39. 52 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACGK nunber noni t or 9
176. 13. 11. 62 | srael 147.237.77.17 |mazi.idf.il [Bad TCP sequence |lInvalid ACK nunber alert 8
5.22.131. 137 | srael 147.237.77.17 |nazi.idf.il |Bad TOP sequence |l nvalid ACK nunber noni t or 8
157. 55. 39. 245 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 7
66. 249. 67. 144 | srael 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 7
141.8.142. 7 Russi an Federation |147.237.77.17 |nmazi.idf.il |Bad TCP sequence |lnvalid ACK nunber noni t or 7
157. 55. 39. 201 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACGK nunber noni t or 7
157. 55. 39. 216 Lhited Sates 147.237.77.17 |mazi.idf.il [Bad TCP sequence |lInvalid ACK nunber noni t or 7
5.102. 254. 232 | srael 147.237.77.17 |nazi.idf.il |Bad TOP sequence |l nvalid ACK nunber noni t or 5
46.19. 85. 123 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 5
208. 115. 111. 75 Lhited Sates 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 5
66. 249. 69. 106 | srael 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 5
208. 115. 113. 91 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACGK nunber noni t or 5
80. 246. 133. 150 | srael 147.237.77.17 |mazi.idf.il [Bad TCP sequence |Invalid ACK nunber noni t or 4
5.28.133. 115 | srael 147.237.77.17 |mazi.idf.il |[Bad TCP sequence noni t or 4
87.69. 208. 74 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 4
5.22.131. 253 | srael 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 4
217.132. 47. 255 | srael 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 4
207. 46. 13. 168 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACGK nunber alert 4
85.93.91. 84 CGer many 147.237.77.17 |nazi.idf.il [Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 4
199. 30. 20. 18 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TOP sequence |l nvalid ACK nunber noni t or 4
149. 78. 140. 202 | srael 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 4
66. 249. 93. 243 Lhited Sates 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber alert 4
2.54.175. 168 | srael 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber alert 4
66. 249. 75. 10 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACGK nunber noni t or 4
58.11.17. 68 Thai | and 147.237.77.17 |mazi.idf.il [Bad TCP sequence |lInvalid ACK nunber noni t or 4
46.116. 235. 193 | srael 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 4
157.55.39. 1 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 4




11-14-2015 to 11-15-2015

|Top Attackers In V\AF|

Devi ce

‘Attacker G0 |Target Address |[Ste ‘S gnature Acti on ‘Count
95. 86. 85. 54 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif Bl ock 6
66. 249. 75. 2 | srael 147.237.77. 17 |nazi .idf.i |O stributed Uhaut hori zed URL Access on nazi . i df. il /700- he/ bayabashaar chi ve. aspx |B ock 3
79.182.62.119 |lsrael 147.237.77. 17 |nazi .i df . i |haut hori zed URL Access to ww nazi . idf.il/i nages/transvi deocounter. gi f Bl ock 3
66. 249. 75. 114 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/5013-he/igfhi story. aspx Bl ock 2
66.249. 75. 114 |l srael 147.237.77. 17 |nazi .i df .i [Mil ti pl e Uhaut hori zed URL Access from 66. 249. 75. 114 B ock 2
66. 249. 75. 10 | srael 147.237.77. 17 |nazi . i df . i jUnhaut hori zed URL Access to nazi.idf.il/591- he/ handasa. aspx Bl ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
208.115.111. 75 |Wited Sates |147.237.77.17 |nazi .i df . xTa:;'gf” zed LRL Access to mazi.idf.il1/113-11581-he/ xcexoex? xxixexcexe B ock 1
46. 116. 239. 221 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsli st/ undefi ned Bl ock 1
79.183. 110. 238 |l srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
66. 249. 67. 248 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ |B ock 1
213. 8. 245. 58 | srael 147.237.77. 17 |nazi .idf.i [Mul ti pl e Uhaut hori zed URL Access from 213. 8. 245. 58 Bl ock 1
68. 180. 228. 160 |Lhited Sates |147.237.77. 17 |nazi.idf.i|Unhaut hori zed URL Access to nazi.idf.il/450- he. aspx Bl ock 1
66. 249. 75. 10 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx Bl ock 1
.. . . JUnaut hori zed URL Access to
66. 249.69. 10 I'srael 147.237.77. 17 |nazi i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx Bl ock !
52. 23. 156. 32 Lhited Sates [147.237.77.17|nazi.idf.i|Uaut horized URL Access to nazi.idf.il/14-10106- he B ock 1
208.115.111. 75 |Lhited Sates |147.237.77.17|nazi.idf.i|Unhaut hori zed URL Access to nazi.idf.il/14-8347-he B ock 1
83. 5. 42. 38 Pol and 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ sip storage/fil es/ 1/ 2061. j pg Bl ock 1
66.249. 75. 114 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/5676-7827-he/ifg. aspx Bl ock 1
66. 249. 75. 2 | srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to nazi.idf.il/sip storage/files/4 B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4146- he/ i gf . aspx Bl ock 1
157.55.39.108 |lhited Sates |147.237.77.17 |nazi.idf.illhauthorized URL Access to igf.idf.il/tenpl ates/shared usercontrol s/ vodchannel / Bl ock 1
5.28.133. 115 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 1/ 2061. j pg Bl ock 1
77.237.138. 51 gg}‘;‘ic 147.237.77.17 |nazi . i df . i |Uhaut hor i zed UR. Access to / B ock 1
66. 249. 75. 10 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/3834-9315- he/ i gf . aspx Bl ock 1
66. 249. 67. 80 | srael 147.237.77. 17 |nazi .i df . i |Paraneter Type Mol ation Back in igf.idf.il/6053 heligf.aspx Bl ock 1
208.115.113.91 |Lhited Sates [147.237.77. 17 |nazi.idf.i|Uauthorized URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ vodchannel /  |Bl ock 1
84.228.172. 129 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter.gif Bl ock 1
66. 249. 75. 155 |l srael 147.237.77. 17 |nazi . i df . i [Paraneter Type M ol ati on PageNumin igf.idf.il/5010-he/igf. aspx Bl ock 1
66. 249. 75. 10 | srael 147.237.77. 17 |nazi .idf.i |D stributed Whaut hori zed UR_ Access on nazi.idf.il/sip storage/files/4 Bl ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 4384- 7934- he/ i gf . aspx Bl ock 1
157.55.39.216 |wited Sates |147.237.77.17 |nezi.idf.i LAh:"A‘i}?(h,ogzed URL Access to waw mazi. 1 df. 11/ AMXYARATXYAAVATXY B ock 1
46.19. 86. 137 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 3848-5222- he/ i gf . aspx Bl ock 1
66. 249. 69. 98 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files Bl ock 1
66. 249. 67. 144 |l srael 147.237.77. 17 |nazi . i df . i jUnhaut hori zed URL Access to nazi.idf.il/591-he/ nazi . aspks Bl ock 1
213. 8. 245. 50 | srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/trans. gif Bl ock 1
85.93.91. 84 Ger nany 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 1
68. 180. 228. 160 |Lhited Sates |147.237.77. 17 |nazi.idf.ilUnhaut hori zed URL Access to nazi.idf.il/14-8347-he B ock 1
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