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11-13-2015 to 11-14-2015

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature |Device Action |CPlocation Location |Count |
66. 249. 65. 87 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 56722
66. 249. 69. 98 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 24111
66. 249. 69. 106 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 11848
66. 249. 65. 93 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 7250
66. 249. 65. 18 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn dr op BBL- Fr ankf urt 3965
66. 249. 65. 90 Lhited Sates |147.237.77.17 |nmazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 6

66. 249. 69. 114 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2




11-13-2015 to 11-14-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |S te \S gnat ure |mvi ce Action |Oount |
151. 80. 31. 117 Italy 147.237.77. 17 nazi.idf.il 28 HITP. AhrefBot craw er B ock 54

188. 165. 15. 227 France 147.237.77. 17 nazi.idf.il (C228: HITP.  AhrefBot craw er B ock 8

220. 156. 184. 4 I ndi a 147.237.77.17 nazi.idf.il 228. HITP.  AhrefBot craw er B ock 6

151. 80. 31. 145 Italy 147.237.77. 17 nazi.idf.il 228: HITP.  AhrefBot craw er B ock 4
5.189.171. 97 Ger many 147.237.77. 17 nazi .idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 1




11-13-2015 to 11-14-2015

|Top Attackers In |D|

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature | count |
66. 249. 65. 90 Lhited Sates |147.237.77.17 |mazi.idf.il|ET SCAN NVAP -sA (2) 4
66. 249. 65. 87 Lhited Sates |147.237. 77. 17 |mazi.idf.il|ET SCAN NVAP -sA (2) 2
66. 249. 65. 93 Lhited Sates |147.237. 77.17 |mazi.idf.il|ET SCAN NVAP -sA (2) 2
66. 249. 69. 46 Lhited Sates |147.237. 77.17 |mazi.idf.il|ET SCAN NVAP -sA (2) 2
89.248.172. 154 |Netherlands |[147.237.77.17 |nazi.idf.il|[ET SCAN Potential VNC Scan 5900- 5920 1
163.53.247.165 |Macau 147.237.77.17 |nazi.idf.il|ET SCAN Potential SSH Scan 1
108. 245. 139. 177 |Lhited Sates |147.237.77. 17 |nazi.idf.il|ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1




11-13-2015 to 11-14-2015

|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address |Ste | Name | gnature | Device Action  |Count |
84.228.135. 228 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 45
151. 80. 31. 145 Italy 147.237.77.17 |nazi.idf.il |drop SAMrul e drop 41
77.127.92. 100 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 36
212.116. 166. 10 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence SYNretransnmit wth different w ndow scal e noni t or 28
94. 228. 34. 249 United Kingdom |147.237.77.17 |nazi.idf.il |Bad TCOP sequence Inval id ACK nunber noni t or 28
208.115.111. 75 Lhited Sates 147.237.77.17 |nazi.idf.il |drop SAMrul e drop 22
207. 46. 13. 25 Lhited Sates 147.237.77.17 |nmazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 17
40.77. 167. 23 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 17
94. 228. 34. 249 United Kingdom [147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 15
40.77. 167. 42 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 14
173.193. 157. 42 Lhited Sates 147.237.77.17 |nazi.idf.il |drop SAMrul e dr op 14
68. 180. 228. 160 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 13
207. 46. 13. 169 Lhited Sates 147.237.77.17 |nmazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 13
5.189.171. 97 Ger nany 147.237.77.17 |nazi.idf.il |drop SAMrul e drop 12
54.244. 22. 103 Lhited Sates 147.237.77.17 |nazi.idf.il |drop SAMrul e drop 12
121. 54.54.172 Phi | i ppi nes 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 12
188. 120. 148. 250 |l srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 10
121. 54. 54. 248 Phi | i ppi nes 147.237.77.17 |nazi.idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 9
79. 182. 20. 67 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 9
46.19. 85. 187 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 9
80. 246. 133. 71 | srael 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 9
87.69. 134. 141 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
66. 249. 65. 90 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 8
87.69. 134, 141 | srael 147.237.77.17 |nazi.idf.il |Bad TCOP sequence Inval i d sequence nunber noni t or 8
40.77. 167. 42 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 7
66. 249. 65. 93 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 6
37.46. 39. 203 | srael 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 6
85.93.91. 84 Ger nany 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
207. 46. 13. 169 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 5
80.178.138. 115 | srael 147.237.77.17 |nazi.idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 4
84. 110. 209. 182 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 64. 132. 102 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 4
176. 12. 145. 165 | srael 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 4
2.54.182. 250 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
79.176. 185. 93 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
84.110. 209. 182 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 4
109. 64. 200. 10 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
37.26.147. 131 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
2.54.182. 250 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
40.77. 167. 23 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
79.176. 185. 93 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 4
80.178.138. 115 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invali d ACK nunber alert 4
109. 64. 200. 10 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
207.46.13. 97 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.147. 131 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
5.22.131.238 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
176.13. 23. 134 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
109. 64. 132. 102 | srael 147.237.77.17 |nazi.idf.il |Bad TCOP sequence Invali d ACK nunber noni t or 4
87. 69. 209. 147 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
85. 65. 110. 99 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4




11-13-2015 to 11-14-2015

|Top Attackers In V\AF|

‘Attacker Geo

Target Address

dte

‘ Sgnature

Devi ce

‘Count

Action

46. 19. 85. 255 | srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/sip storage/ Bl ock 2
77.127.92.100 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 2
.. . .{Dstributed Lhaut horized URL Access on
109.65. 159. 245 |l srael 147.237.77. 17 |nazi i df .| nazi .idf.il/tenpl at es/ shared/ user control s/ newsgal | ery/ Bl ock 2
5.102. 207. 234 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
87.69. 107. 145 |Israel 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/resource/ userfol | ow esourcel creat e/ Bl ock 1
77.75.77.123 Czech Republic [147.237.77. 17 |nazi.idf.i|Uhaut hori zed URL Access to nazi.idf.il/sip storage/files/ 9/ 8699. ] pg Bl ock 1
66. 249. 65. 231 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx Bl ock 1
Russi an S Una_ut_hori_zed .LR‘ Access t_o . . .
141.8.142. 7 . 147.237.77. 17 |nazi .idf.i|mazi .idf.il/sip_storage/files/7/10477.jpg",tid:"oi p. nb8bldb5f 319ede9c42718a3d415 |B ock 1
Federation
db12e00
84.228. 135. 228 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx Bl ock 1
66. 249. 69. 114 |l srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed UR_ Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 1
66. 249. 65. 26 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/5013-he/igf hi story. aspx B ock 1
40.77. 167. 23 Lhited Sates 147.237.77. 17 |nazi . idf.i|Mil tipl e Unhaut hori zed URL Access from40. 77. 167. 23 B ock 1
89.138. 63.116 |l srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
66. 249. 69. 98 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/4384-6059- he Bl ock 1
46.117.197. 97 |Israel 147.237.77. 17 |nazi .idf.i|D stributed Unhaut hori zed URL Access on 147.237. 77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
207. 46. 13. 97 Lhited Sates 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/sip storage/files/ 9/ 8699.pg Bl ock 1
85. 65. 117. 249 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to ww nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8344-he B ock 1
66. 249. 65. 87 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx Bl ock 1
40.77. 167. 23 Lhited Sates 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ vodchannel /  |B ock 1
93.173. 132. 193 |I srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ |B ock 1
84.108. 27. 33 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
66. 249. 69. 114 |l srael 147.237.77. 17 |nazi . idf.i|Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 114 B ock 1
66. 249. 65. 18 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 1
212.116. 166. 10 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 3/ 1613. | pg Bl ock 1
85.93.91. 84 Cer many 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to mazi.idf.il/5676-7827-he/ifg. aspx Bl ock 1
68. 180. 228. 160 |Lhited S ates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8350- he B ock 1
66. 249. 65. 87 | srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed UR. Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/  |B ock 1
40. 77. 167. 42 Lhited Sates 147.237.77. 17 |nazi . i df.i|Uhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
84.108. 109. 37 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 2061. | pg B ock 1
66. 249. 69. 114 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to mazi.idf.il/14-10104- he Bl ock 1
66. 249. 65. 22 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/591-he/ handasa. aspx Bl ock 1
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