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Top Attackers 

66.249.65.87, United States

66.249.69.98, United States

66.249.69.106, United States

66.249.65.93, United States

66.249.65.18, United States

151.80.31.117, Italy

66.249.65.90, United States

188.165.15.227, France

220.156.184.4, India

151.80.31.145, Italy

Top Attackers

Number
Of

Attacks

0

10,000

20,000

30,000

40,000

50,000

66
.2
49
.6
5.
87
, 
Un
it
ed
 S
ta
te
s

66
.2
49
.6
9.
98
, 
Un
it
ed
 S
ta
te
s

66
.2
49
.6
9.
10
6,
 U
ni
te
d 
St
at
es

66
.2
49
.6
5.
93
, 
Un
it
ed
 S
ta
te
s

66
.2
49
.6
5.
18
, 
Un
it
ed
 S
ta
te
s

15
1.
80
.3
1.
11
7,
 I
ta
ly

66
.2
49
.6
5.
90
, 
Un
it
ed
 S
ta
te
s

18
8.
16
5.
15
.2
27
, 
Fr
an
ce

22
0.
15
6.
18
4.
4,
 I
nd
ia

15
1.
80
.3
1.
14
5,
 I
ta
ly

 11-13-2015 to 11-14-2015 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.65.87 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 56722

66.249.69.98 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 24111

66.249.69.106 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 11848

66.249.65.93 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 7250

66.249.65.18 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 3965

66.249.65.90 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 6

66.249.69.114 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 2
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

151.80.31.117 Italy 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 54

188.165.15.227 France 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 8

220.156.184.4 India 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 6

151.80.31.145 Italy 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 4

5.189.171.97 Germany 147.237.77.17 mazi.idf.il 20086: HTTP: Muieblackcat Security Scanner Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.65.90 United States 147.237.77.17 mazi.idf.ilET SCAN NMAP -sA (2) 4

66.249.65.87 United States 147.237.77.17 mazi.idf.ilET SCAN NMAP -sA (2) 2

66.249.65.93 United States 147.237.77.17 mazi.idf.ilET SCAN NMAP -sA (2) 2

66.249.69.46 United States 147.237.77.17 mazi.idf.ilET SCAN NMAP -sA (2) 2

89.248.172.154 Netherlands 147.237.77.17 mazi.idf.ilET SCAN Potential VNC Scan 5900-5920 1

163.53.247.165 Macau 147.237.77.17 mazi.idf.ilET SCAN Potential SSH Scan 1

108.245.139.177 United States 147.237.77.17 mazi.idf.ilET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute Force 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

84.228.135.228 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence SYN retransmit with different window scale monitor 45

151.80.31.145 Italy 147.237.77.17 mazi.idf.il drop SAM rule drop 41

77.127.92.100 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 36

212.116.166.10 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence SYN retransmit with different window scale monitor 28

94.228.34.249 United Kingdom 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 28

208.115.111.75 United States 147.237.77.17 mazi.idf.il drop SAM rule drop 22

207.46.13.25 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 17

40.77.167.23 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 17

94.228.34.249 United Kingdom 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 15

40.77.167.42 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 14

173.193.157.42 United States 147.237.77.17 mazi.idf.il drop SAM rule drop 14

68.180.228.160 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 13

207.46.13.169 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 13

5.189.171.97 Germany 147.237.77.17 mazi.idf.il drop SAM rule drop 12

54.244.22.103 United States 147.237.77.17 mazi.idf.il drop SAM rule drop 12

121.54.54.172 Philippines 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 12

188.120.148.250 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 10

121.54.54.248 Philippines 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

79.182.20.67 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

46.19.85.187 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

80.246.133.71 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

87.69.134.141 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 8

66.249.65.90 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 8

87.69.134.141 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid sequence number monitor 8

40.77.167.42 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 7

66.249.65.93 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 6

37.46.39.203 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 6

85.93.91.84 Germany 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 5

207.46.13.169 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 5

80.178.138.115 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

84.110.209.182 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

109.64.132.102 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid sequence number monitor 4

176.12.145.165 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

2.54.182.250 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 4

79.176.185.93 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

84.110.209.182 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid sequence number monitor 4

109.64.200.10 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 4

37.26.147.131 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 4

2.54.182.250 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

40.77.167.23 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 4

79.176.185.93 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid sequence number monitor 4

80.178.138.115 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 4

109.64.200.10 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

207.46.13.97 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

37.26.147.131 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

5.22.131.238 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

176.13.23.134 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

109.64.132.102 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

87.69.209.147 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

85.65.110.99 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4
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Top Attackers In WAF
Attacker
Address

Attacker Geo Target Address Site Signature
Device
Action

Count

46.19.85.255 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/ Block 2

77.127.92.100 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 2

109.65.159.245 Israel 147.237.77.17 mazi.idf.il
Distributed Unauthorized URL Access on
mazi.idf.il/templates/shared/usercontrols/newsgallery/

Block 2

5.102.207.234 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

87.69.107.145 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/resource/userfollowresource/create/ Block 1

77.75.77.123 Czech Republic 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/9/8699.jpg Block 1

66.249.65.231 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5187-he/igf.aspx Block 1

141.8.142.7
Russian
Federation

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/sip_storage/files/7/10477.jpg",tid:"oip.mb8b1db5f319ede9c42718a3d415
db12eo0

Block 1

84.228.135.228 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

66.249.69.114 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

66.249.65.26 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5013-he/igfhistory.aspx Block 1

40.77.167.23 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 40.77.167.23 Block 1

89.138.63.116 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

66.249.69.98 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/4384-6059-he Block 1

46.117.197.97 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3849-5035-he/igf.aspx Block 1

207.46.13.97 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/9/8699.jpg Block 1

85.65.117.249 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/images/transvideocounter.gif Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8344-he Block 1

66.249.65.87 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/700-he/bayabashaarchive.aspx Block 1

40.77.167.23 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/vodchannel/ Block 1

93.173.132.193 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

84.108.27.33 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/images/transvideocounter.gif Block 1

66.249.69.114 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 66.249.69.114 Block 1

66.249.65.18 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/700-he/bayabashaarchive.aspx Block 1

212.116.166.10 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/3/1613.jpg Block 1

85.93.91.84 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5676-7827-he/ifg.aspx Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8350-he Block 1

66.249.65.87 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

40.77.167.42 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-5475-he Block 1

84.108.109.37 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

66.249.69.114 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10104-he Block 1

66.249.65.22 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/591-he/handasa.aspx Block 1
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