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66. 249. 78. 167, Lhited Sates
66. 249. 78. 174, lhited Sates
66.249. 78.181, Lhited Sates
66. 249. 65. 26, Lhited Sates
66.249. 65. 18, Lhited Sates
66.249.93. 240, Lhited Sates
66. 249. 64. 124, lhited Sates
151.80.31.145, Italy

188. 165. 15. 44, France

66. 249. 78. 161, Lhited Sates




11-12-2015 to 11-13-2015

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature |Device Action |CPlocation Location |Count |
66. 249. 78. 167 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 53665
66. 249. 78. 174 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 13101
66. 249. 78. 181 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 12773
66. 249. 65. 26 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 8675
66. 249. 65. 18 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn dr op BBL- Fr ankf urt 6636
66. 249. 93. 240 Lhited Sates |147.237.77.17 |nmazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3273
66. 249. 64. 124 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 118
84.109. 114. 52 | srael 147.237.77.17 |mazi.idf.il |Block Udp All Nets drop BBL.- | srael 3

109. 66. 37. 93 | srael 147.237.77.17 |mazi.idf.il |Block Udp All Nets drop BB.- | srael 2

149. 78. 135. 239 | srael 147.237.77.17 |nmazi.idf.il |Invalid TGP H ags drop BAL- | srael 2




11-12-2015 to 11-13-2015

|Top Attackers In IPS|

Attacker Address |At tacker Geo \Tar get Address | Devi ce Action |Coum |
151. 80. 31. 145 Italy 147.237.77. 17 nazi.idf.il |228: HITP. Ahref Bot craw er B ock 60

188. 165. 15. 44 France 147.237.77. 17 nazi.idf.il |C228: HITP. AhrefBot craw er B ock 38

188. 165. 15. 227 France 147.237.77. 17 nazi.idf.il |C228: HITP. AnrefBot craw er B ock 6
220.156. 184. 4 I ndi a 147.237.77.17 nazi.idf.il |[C228: HITP.  AhrefBot craw er B ock 3
77.127.225. 88 | srael 147.237.77. 17 nazi.idf.il |CLO0O0004: HITP:. options nethod (M crosoft) B ock 2

151. 80. 31. 117 Italy 147.237.77. 17 nazi.idf.il |@228: HITP. Ahref Bot craw er B ock 1

189. 38. 90. 150 Brazil 147.237.77. 17 nazi.idf.il |3808: HITP. SQ Injection Variabl e Declarati on Bvasi on B ock 1

189. 38. 90. 150 Brazil 147.237.77. 17 nazi.idf.il |5670: HITP. SQ Injection (SALECT) B ock 1




11-12-2015 to 11-13-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
66. 249. 78. 161 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 16
189. 38. 90. 150 Brazil 147.237.77. 17 nazi.idf.il SQ Injection - Select From 5
66. 249. 65. 22 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 78. 167 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 65. 18 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 181 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sA (2) 1
172.248. 238. 74 Lhited Sates 147.237.77. 17 nazi.idf.il Tehila - Perl LW wth fake user agent 1
210.117.121. 60 Korea, Republic of 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
66. 249. 78. 174 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 1
88. 198. 167. 80 Cer many 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
177.185. 214. 30 Brazil 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1
210.117.121. 60 Korea, Republic of 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
210.117.121. 60 Korea, Republic of 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




11-12-2015 to 11-13-2015

|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address |Ste | Name | gnature | Device Action  |Count |
54. 244, 22. 103 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 81
77.126.99. 23 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 80
54.244. 22. 103 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 64
73.134. 243. 249 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 36
46.116. 74. 116 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 36
73.134. 243. 249 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 36
46.116. 74. 116 | srael 147.237.77.17 |nmazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 36
68. 180. 228. 160 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 34
46. 117. 154. 217 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 26
46. 120. 56. 70 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 25
176.12.141. 221 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 25
46.117. 154. 217 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 25
216. 207. 157. 78 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCOP sequence SYNretransmit wth different w ndow scal e noni t or 24
208. 115. 111. 75 Lhited Sates 147.237.77.17 |nazi.idf.il |drop SAMrul e drop 23
52. 33. 66. 29 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 21
79.178.122. 208 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 17
79.178. 122. 208 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 17
46. 120. 56. 70 | srael 147.237.77.17 |nazi.idf.il |Bad TCOP sequence Inval i d ACK nunber alert 16
208.115.113. 91 Lhited Sates 147.237.77.17 |mazi.idf.il |drop SAMrul e drop 16
109. 64. 125. 170 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 16
46.19. 86. 199 | srael 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 16
212.179.21.194 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 16
109. 64. 125. 170 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 16
212.179.21.194 | srael 147.237.77.17 |nazi.idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 16
188. 120. 148. 213 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 15
94. 228. 34. 249 United Kingdom |147.237.77.17 |nazi.idf.il |[Bad TCP sequence Inval id ACK nunber noni t or 14
157. 55. 39. 34 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 13
157. 55. 39. 208 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 13
68. 180. 228. 160 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 12
207. 46. 13. 46 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 11
85. 250. 20. 92 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 9
109. 186. 68. 201 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 9
85. 250. 20. 92 | srael 147.237.77.17 |nazi.idf.il |Bad TGP sequence Inval i d sequence nunber noni t or 9
192.115. 101. 101 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
188. 120. 148. 246 |l srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 9
109. 186. 68. 201 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invali d ACK nunber noni t or 9
141.0.12. 190 Nor way 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 8
94. 228. 34. 249 United Kingdom |147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
157. 55. 39. 64 Lhited Sates 147.237.77.17 |nazi.idf.il |drop SAMrul e drop 6
66. 249. 78. 174 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
207.46. 13. 20 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
207. 46. 13. 56 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invali d ACK nunber noni t or 5
46. 19. 86. 67 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
149. 88. 59. 134 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
192.115. 101. 101 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
2.54.180. 200 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
141.0.12. 190 Nor way 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 4
46.19. 86. 131 | srael 147.237.77.17 |nazi.idf.il |Bad TCOP sequence Invali d ACK nunber noni t or 4
66. 249. 65. 26 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
149. 88. 59. 134 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4




11-12-2015 to 11-13-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |[Target Address|Ste ‘S’ gnature Acti on ‘Count
81.218.251. 251 |Israel 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 2
66. 249. 78. 3 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/tenpl ates/newslist/undefined Bl ock 2
79.182.12.198 |lsrael 147.237.77. 17 |nazi .idf.i|Uaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned Bl ock 2
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3697- 10520- he/ i gf . aspx Bl ock 1
Unaut hori zed URL Access to
212.76. 119. 62 | srael 147.237.77. 17 |nazi . i df . i |mazi . i df . i1/4450- he/ i gf . aspx&a=u& ed=0cadqf j acahukew d3j hp14rj ahul 8xi kht | cat o&u |B ock 1
sg=af gqj cnevz5hduuxeslhg-j t gnD6zydwgsa
66. 249. 65. 22 | srael 147.237.77. 17 |nazi .idf .i|Uaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 1
31.184.133. 23 'F;xa :i' zf"c 147.237.77.17 |nazi .idf .i|Di stributed Unaut horized URL Access on 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
193. 201. 224. 186|krai ne 147.237.77. 17 |nazi .i df .i [Mil ti pl e Unaut hori zed URL Access from 193. 201. 224. 186 Bl ock 1
31.184. 130. 35 'F;‘;‘Ebl : i' ;’“‘C 147.237.77. 17 |nazi .idf .i|Di stributed Unaut horized URL Access on 147.237.77. 17/ 3850- 5187- hel i gf . aspx B ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3728-6976- he/ i gf . aspx B ock 1
66. 249. 65. 238 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
- — - - - ” TV "
207. 46. 13. 20 Uited Sates |147. 237 77. 17 nazi i of . i U:jlut hO:I zed URL Access to www nmazi.idf.il/113-11516- he/ xZx@xoex'x™x? x§x B ock 1
x™Mx0oex”, aspx
31.184.134.24 IF;.$B| :i' zf"c 147.237.77.17 |nazi i df .i|Distributed Unauthorized UR. Access on 147. 237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
31.184. 132. 23 'F;;E'bl I'i' ‘;T"C 147.237.77. 17 |nazi .i of .i [Di stri buted Unaut hori zed URL Access on 147.237. 77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
157. 55. 39. 131 Lhited Sates |147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ Bl ock 1
68. 180. 228. 160 |lLhited Sates [147.237.77.17|nazi.idf.i|lhaut horized URL Access to nazi.idf.il/14-5475-he B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3697- 10782- he/ i gf . aspx Bl ock 1
213. 151. 53. 59 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg Bl ock 1
66. 249. 65. 26 | srael 147.237.77. 17 |nazi . i df .i|Uhaut hori zed UR. Access to nazi.idf.il/sip storage/files/4 Bl ock 1
31.184.133. 24 IF;ZEBI :i' i"'c 147.237.77. 17 |mazi .idf.i|Distributed Unaut horized URL Access on 147.237. 77. 17/ 3850- 5187- hel i gf . aspx B ock 1
193. 201. 224. 186|krai ne 147.237.77. 17 |nazi . i df . i |PHP Att enpt Bl ock 1
84.94.92.189 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg Bl ock 1
31.184.131. 21 'F;‘;‘Ebl : i' ;’“‘C 147.237.77. 17 |nazi .idf .i|Di stributed Unaut horized URL Access on 147.237.77. 17/ 3850- 5187- hel i gf . aspx B ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/ 700- he/i gf . aspx B ock 1
207. 46. 13. 46 Lhited Sates |147.237.77.17|nazi.idf.i[lhaut hori zed URL Access to nazi.idf.il/14-8330-he Bl ock 1
45.55. 41. 246 147.237.77. 17 |nazi .idf.i|Mil ti pl e Whaut hori zed URL Access from 45. 55. 41. 246 Bl ock 1
31.184. 132. 24 'F;‘;‘Ebl : i' ;’“‘C 147.237.77. 17 |nazi .idf .i|Di stributed Unaut hori zed URL Access on 147.237.77. 17/ 3850- 5187- hel i gf . aspx B ock 1
192. 0. 100. 18 Lhited Sates |147.237.77.17|nazi.idf.i|D stributed Unaut horized URL Access on 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
79.176. 188. 77 | srael 147.237.77. 17 |nazi . i df . i jUnaut hori zed UR. Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg Bl ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5039- he/ i gf . aspx Bl ock 1
216.207.157.78 |lhited Sates |147.237.77.17 |nazi.idf.i|lhaut horized URL Access to 147.237.77.17/sip storagel/fil es/ 1/ 1351. j pg Bl ock 1
66. 249. 65. 231 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 113-8450- he/ i gf . aspx Bl ock 1
31.184.134.21 IF;.$B| :i' zf"c 147.237.77.17 |nazi i of .i|Distributed Unauthorized URL Access on 147. 237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
207. 46. 13. 20 Lhited Sates |147.237.77.17|nazi.idf.i[lhaut hori zed URL Access to nazi.idf.il/14-8346-he Bl ock 1
Unaut hori zed URL Access to
... - {nmazi.idf.il/6368-9571-he/idgf. aspx&a=u&ed=0ccnyqoubnaj gf qot ci 7yzt ufi 8kcfurrfa
95.86. 95. 127 | srael 147.237.77. 17 nazi i df .| odnuOf hgé&si g2=co3l f b1ryl m v-j uzaueba&usg=af qj cneuj mM@0ac3i mMynéngdmg5| x9p_g B ock !
g
Iran, Islamc A . . .
31.184.131.24 Republ i ¢ of 147.237.77. 17 |nazi .idf .i|D stributed Unaut hori zed URL Access on 147.237.77. 17/ 3850- 5187- he/ i gf . aspx Bl ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
66. 249. 78. 174 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefined Bl ock 1
208. 115.111. 75 |lhited Sates [147.237.77.17 |nazi.idf.i|lhaut horized UR. Access to nazi.idf.il/tenpl ates/ shared/ usercontrol s/ newsgal | ery/ Bl ock 1
45. 55, 41. 246 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to mazi.idf.il/450- he. aspx Bl ock 1
31.184.133. 21 'F;xa :i' zf"c 147.237.77.17 |nazi .idf .i|Di stributed Unaut horized URL Access on 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
192. 0. 100. 18 Lhited Sates |147.237.77.17|nazi.idf.i[|Uhaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx Bl ock 1
31.184.130. 33 'F;‘;‘Ebl : i' o " |147.237.77.17|nazi i f IO stributed nauthori zed LR Access on 147. 237. 77. 17/ 3850- 5187- he i gf . aspx Bock |1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx B ock 1
66. 249. 65. 231 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx Bl ock 1
207. 46. 13. 20 Lhited Sates |147.237.77.17|nazi.idf.i[lhaut hori zed URL Access to nazi.idf.il/14-he/ Bl ock 1
31.184.134.23 'F;‘;‘Ebl : i' e |147.237.77. 17 |nazi .i of i |Unaut hori zed URL Access to 147.237. 77. 17/ 3850- 5187- he/ i gf . aspx Bock |1
117.78.13. 29 Chi na 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to igf.idf.il/14-he B ock 1
31.184.132. 21 'Féx'bl :z' 2‘:" 147.237.77.17 |nazi.idf.i|Distributed Unauthorized URL Access on 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
66. 249. 93. 242 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
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