
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

102,891

1,8053,6105,4157,2209,02610,83112,63614,44116,24618,05119,85621,66123,46625,27227,07728,88230,68732,49234,29736,10237,90739,71241,51843,32345,12846,93348,73850,54352,34854,15355,95857,76459,56961,37463,17964,98466,78968,59470,39972,20474,01075,81577,62079,42581,23083,03584,84086,64588,45090,25692,06193,86695,67197,47699,281101,086102,891

102230

ma
zi
.i
df
.i
l

Top Attackers 

66.249.78.167, United States

66.249.67.248, United States

66.249.67.144, United States

66.249.67.135, United States

188.165.15.44, France

151.80.31.145, Italy

213.57.129.44, Israel

66.249.78.181, United States

66.249.67.200, Israel

188.165.15.227, France
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.78.167 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 42819

66.249.67.248 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 39800

66.249.67.144 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 12968

66.249.67.135 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 6358

213.57.129.44 Israel 147.237.77.17 mazi.idf.il Invalid TCP Flags drop BBL-Israel 44

66.249.78.181 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 12
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

188.165.15.44 France 147.237.77.17 mazi.idf.ilC228: HTTP:  AhrefBot crawler Block 127

151.80.31.145 Italy 147.237.77.17 mazi.idf.ilC228: HTTP:  AhrefBot crawler Block 50

188.165.15.227 France 147.237.77.17 mazi.idf.ilC228: HTTP:  AhrefBot crawler Block 3

93.173.135.243 Israel 147.237.77.17 mazi.idf.ilC1000004: HTTP: options method (Microsoft) Block 2

62.210.113.143 France 147.237.77.17 mazi.idf.il16798: HTTP: GNU Bash HTTP Header Remote Code Execution Vulnerability Block 2

188.165.15.162 France 147.237.77.17 mazi.idf.ilC228: HTTP:  AhrefBot crawler Block 1

220.156.184.4 India 147.237.77.17 mazi.idf.ilC228: HTTP:  AhrefBot crawler Block 1

 11-11-2015 to 11-12-2015 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.67.144 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 3

111.93.198.54 India 147.237.77.17 mazi.idf.il ET SCAN NMAP -f -sS 1

172.98.197.120 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 4096 1

36.72.228.72 Indonesia 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

66.249.78.167 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 1

111.93.198.54 India 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 2048 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

46.19.85.165 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 36

46.19.85.165 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 36

208.115.113.91 United States 147.237.77.17 mazi.idf.ildrop SAM rule drop 29

62.210.113.143 France 147.237.77.17 mazi.idf.ildrop SAM rule drop 23

46.19.85.75 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 20

46.19.85.34 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 16

207.46.13.46 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 13

208.115.111.75 United States 147.237.77.17 mazi.idf.ildrop SAM rule drop 13

207.46.13.20 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 10

46.19.86.207 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 10

157.55.39.208 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 10

94.228.34.249 United Kingdom 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

157.55.39.119 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 8

157.55.39.34 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 6

188.120.148.215 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 6

94.228.34.249 United Kingdom 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 6

68.180.228.160 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.86.172 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.253 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.86.172 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 4

84.229.127.125 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

66.249.67.135 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.86.77 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

40.77.167.17 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

176.13.12.79 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 3

66.249.67.144 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 3

46.19.85.26 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

66.249.78.174 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

66.249.67.86 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

84.108.24.25 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

2.54.25.33 Israel 147.237.77.17 mazi.idf.ilWeb Server Enforcement Violation Web Servers Slow HTTP Denial of Service reject 2

40.77.167.13 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

40.77.167.58 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

70.35.43.66 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

207.46.13.46 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 2

5.28.133.5 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

70.35.43.66 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 1

157.55.39.34 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

37.142.142.24 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

66.249.78.174 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

2.54.142.174 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

66.249.67.80 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

85.64.40.177 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

207.46.13.1 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

84.94.173.24 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

188.120.148.189 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.137 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

80.246.130.4 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

141.212.121.192 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

40.77.167.47 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

135.23.221.218 Canada 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 2

37.142.68.107 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 2

66.249.67.248 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10106-he Block 2

184.168.200.74 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/old/wp-admin/ Block 1

77.237.154.221
Czech
Republic

147.237.77.17 mazi.idf.ilUnauthorized URL Access to / Block 1

66.249.78.167 Israel 147.237.77.17 mazi.idf.ilParameter Type Violation PageNum in mazi.idf.il/5013-he/igf.aspx Block 1

66.249.67.200 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/165-10318-he/igf.aspx Block 1

213.185.86.107 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/wordpress/wp-admin/ Block 1

145.131.10.123 Netherlands 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/wp-admin/ Block 1

66.249.78.242 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5551-6857-he/igf.aspx Block 1

66.249.67.208 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/6053-he/igf.aspx Block 1

65.55.215.38 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2181.jpg Block 1

207.46.13.20 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/5551-11516-he/×ž×©×œ×‘×™×? ×§×”×™
×œ×”.aspx

Block 1

109.199.99.152 Bulgaria 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/test/wp-admin/ Block 1

66.249.78.167 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/Ù…ÙˆÙ‚Ø¹ Block 1

66.249.67.200 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3697-10492-he/igf.aspx Block 1

217.31.48.30
Czech
Republic

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/rom-0 Block 1

172.56.36.100 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/0/1420.jpg Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-7710-he Block 1

66.249.67.208 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

65.55.215.39 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

208.115.111.75 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10104-he Block 1

66.249.78.181 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10106-he Block 1

66.249.67.200 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4637-5184-he/igf.aspx Block 1

176.13.12.79 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4637-5227-he/igf.aspx Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/5551-11516-he/×ž×©×œ×‘×™×? ×§×”×™
×œ×”.aspx

Block 1

66.249.67.95 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/templates/newslist/undefined Block 1

210.172.144.136 Japan 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/wp/wp-admin/ Block 1

141.212.122.112 United States 147.237.77.17 mazi.idf.ilMalformed URL proxytest.zmap.io:80 Block 1

66.249.78.242 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

66.249.67.200 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5222-6397-he/igf.aspx Block 1

40.77.167.94 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1
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