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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo

| Target Address

|Ste

|9 gnature

| Devi ce Action |DP1ocation. Locati on

|Count

66. 249. 78. 167 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 42819
66. 249. 67. 248 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 39800
66. 249. 67. 144 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 12968
66. 249. 67. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 6358
213.57.129. 44 | srael 147.237.77.17 |mazi.idf.il |Invalid TGP H ags dr op BB.- | srael 44

66. 249. 78. 181 Lhited Sates |147.237.77.17 |nmazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 12
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |S te \S gnat ure |Davi ce Action \Ooum |
188. 165. 15. 44 France 147.237.77.17 |nazi.idf.il|{C28: HITP. AhrefBot craw er B ock 127
151. 80. 31. 145 Italy 147.237.77.17 |nazi.idf.il|C28: HITP. Ahref Bot craw er B ock 50
188. 165. 15. 227 |Fance 147.237.77.17 |nazi.idf.il|C228: HITP. Ahref Bot craw er B ock 3
93.173.135. 243 |l srael 147.237.77. 17 |nazi.idf.il|CLO0O0004: HTTP: options nethod (M crosoft) B ock 2
62.210. 113. 143 |Rance 147.237.77.17 |nazi.idf.i1]16798: HITP. G\U Bash HTTP Header Renote Code Execution Vul nerability B ock 2

188. 165. 15. 162 |Fance 147.237.77.17 |nazi.idf.il|{C28: HITP. AhrefBot craw er B ock 1

220. 156. 184. 4 India 147.237.77.17 |nazi.idf.il|{C28: HITP. AhrefBot craw er B ock 1




11-11-2015 to 11-12-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |S gnature | count
66. 249. 67. 144 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 3
111.93. 198. 54 India 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
172.98.197. 120 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
36.72.228.72 | ndonesi a 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 78. 167 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 1
111.93. 198. 54 I ndi a 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
46. 19. 85. 165 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber alert 36
46. 19. 85. 165 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 36
208.115.113.91 |Whited Sates 147.237.77. 17 |nazi.idf.il|{drop SAMrul e drop 29
62.210. 113. 143 |Rance 147.237.77. 17 |nazi.idf.il{drop SAMrul e drop 23
46. 19. 85. 75 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 20
46. 19. 85. 34 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 16
207.46. 13. 46 Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 13
208.115.111.75 |lhited Sates 147.237.77. 17 |nazi.idf.il|drop SAMrul e drop 13
207. 46. 13. 20 Lhited Sates 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 10
46. 19. 86. 207 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 10
157. 55. 39. 208 Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 10
94, 228. 34. 249 Uni ted Kingdom |147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 9
157. 55. 39. 119 Lhited Sates 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 8
157. 55. 39. 34 Lhited Sates 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 6
188. 120. 148. 215 |l srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 6
94. 228. 34. 249 Uni ted Kingdom |147.237.77.17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber alert 6
68. 180.228. 160 |lLhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 86. 172 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 253 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 86. 172 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d sequence nunier noni t or 4
84.229.127.125 |Israel 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 4
66. 249. 67. 135 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 77 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
40.77.167. 17 Lhited Sates 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 4
176.13.12.79 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNretransmt wth different wndow scal e |[nonitor 3
66. 249. 67. 144 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 3
46. 19. 85. 26 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 2
66. 249. 78. 174 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 2
66. 249. 67. 86 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
84.108. 24. 25 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 2
2.54.25. 33 | srael 147.237.77. 17 |nazi.idf.il|Véb Server Enforcenent Molation |Véb Servers S ow HITP Denial of Service rej ect 2
40.77.167.13 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
40.77. 167. 58 Lhited Sates 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 2
70. 35. 43. 66 Lhited Sates 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 2
207. 46. 13. 46 Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber alert 2
5.28.133.5 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 2
70. 35. 43. 66 Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d sequence nunier noni t or 1
157. 55. 39. 34 Lhited Sates 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber alert 1
37.142.142. 24 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
66. 249. 78. 174 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber alert 1
2.54.142.174 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
66. 249. 67. 80 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 1
85. 64. 40. 177 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber alert 1
207.46.13. 1 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
84.94.173. 24 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
188. 120. 148. 189 |l srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 137 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
80. 246. 130. 4 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber alert 1
141.212.121.192 |Lhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
40.77. 167. 47 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
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|Top Attackers In V\AF|

Attacker Address

‘At tacker Geo

‘ Target Address

Ste

‘S’gnature

Devi ce

‘Count
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135. 23. 221. 218 |Canada 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 2
37.142. 68. 107 I srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 2
66. 249. 67. 248 | srael 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/14-10106- he Bl ock 2
184. 168. 200. 74 |lhited Sates |147.237.77.17|nazi.idf.i|lhauthorized URL Access to nazi.idf.il/ol d/ wp-adm n/ Bl ock 1
77.237.154. 221 gﬁjﬁﬂc 147. 237. 77. 17 |nazi .i of . i [Uhaut hori zed URL Access to / B ock 1
66. 249. 78. 167 I srael 147.237.77. 17 |nazi .i df . i |[Paraneter Type Mol ati on PageNumin nazi.idf.il/5013-he/i gf . aspx Bl ock 1
66. 249. 67. 200 | srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 165- 10318- he/ i gf . aspx Bl ock 1
213.185. 86. 107 |Cer nany 147.237.77. 17 |nazi . i df . i [Unaut hori zed UR. Access to nazi.idf.il/wordpress/wp-adm n/ Bl ock 1
145, 131. 10. 123 |Net herl ands 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to nazi.idf.il/wp-admn/ Bl ock 1
66. 249. 78. 242 I srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 5551- 6857- he/ i gf . aspx Bl ock 1
66. 249. 67. 208 I srael 147.237.77. 17 |mazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 6053- he/ i gf . aspx Bl ock 1
65. 55. 215. 38 Lhited Sates |[147.237.77.17|nazi.idf.i|Unaut horized URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 2181. j pg Bl ock 1
- N f _ _ 3 x TMx? N TM
207.46.13.20  |Uited Sates |147.237.77. 17 |nazi.idf.i 3;:? r;oer:Xzed WRL Access to mazi.idf.i1/5551- 11516- he/ x2x@xoexxThx? xSxxM gy o) 1
109.199. 99. 152 |Bulgaria 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/test/wp-admn/ Bl ock 1
66.249.78.167 |lsrael 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to mazi.idf.il/U..UU@ B ock 1
66. 249. 67. 200 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3697- 10492- he/ i gf . aspx Bl ock 1
217. 31. 48. 30 gg;lhic 147.237.77. 17 |nazi . i df . i |Unaut hor i zed URL Access to 147.237.77.17/rom0 B ock 1
172.56. 36. 100 Lhited Sates [147.237.77.17|nmazi.idf.i|Unaut hori zed UR. Access to 147.237.77.17/si p_storage/fil es/ 0/ 1420. j pg Bl ock 1
68. 180. 228. 160 |lhited Sates |147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to mazi.idf.il/14-7710-he Bl ock 1
66. 249. 67. 208 I srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
65. 55. 215. 39 Lhited Sates |147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 1
208.115.111.75 |lhited Sates [147.237.77.17|nazi.idf.i|Waut horized URL Access to mazi.idf.il/14-10104- he Bl ock 1
66. 249, 78. 181 I srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-10106- he Bl ock 1
66. 249. 67. 200 I srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 4637-5184- he/ i gf . aspx Bl ock 1
176.13.12.79 I srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx Bl ock 1
N ' . _ _ X % TMx?D % TM
68.180. 228. 160 |[Lhited Sates |147.237.77. 17 |nazi.idf.i Lx’;sft r;‘;rp'xze‘j URL Access to mazi.idf.i1/5551-11516- he/ xZxOaexx™x? x§xX™ 5 ook 1
66. 249. 67. 95 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to wwu nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 1
210. 172. 144. 136|Japan 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to nazi.idf.il/wp/ wp-adm n/ Bl ock 1
141.212.122.112|lhited Sates |147.237.77.17 |nazi.idf.i|Ml fornmed URL proxytest. znap.io: 80 Bl ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i f[Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
66. 249. 67. 200 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 5222- 6397- hel i gf . aspx B ock 1
40.77. 167. 94 Lhited Sates |[147.237.77.17|nazi.idf.i|Unhauthorized UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefined Bl ock 1
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