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66.249. 67. 144, Lhited Sates
66.249.64. 124, Lhited Sates
66. 249. 67.248, Lhited Sates
66.249.64.8, Lhited Sates
66.249.64.2, Lhited Sates
66.249.67. 135, Lhited Sates
188. 165. 15. 44, France
151.80.31. 145, Italy

135. 23. 221. 218, Canada
109. 67. 117. 148, Israel




11-10-2015 to 11-11-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste | gnature | Device Action |DPlocation. Location |Count |
66. 249. 67. 144 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 463042
66. 249. 64. 124 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 48064
66. 249. 67. 248 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 15548
66. 249. 64. 8 Lhited Sates |147.237.77.17 |mazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 13016
66. 249. 64. 2 Lhited Sates |[147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 6736

66. 249. 67. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 797

107. 150. 55. 53 Lhited Sates |[147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




11-10-2015 to 11-11-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te \S gnat ure |Davi ce Action |Oount
188. 165. 15. 44 France 147.237.77. 17 nazi.idf.il @28: HITP. AhrefBot craw er Bl ock 38
151. 80. 31. 145 Italy 147.237.77. 17 nazi.idf.il (228: HITP. AhrefBot craw er B ock 19
188. 165. 15. 44 France 147.237.77. 17 nazi.idf.il 28: HITP. AhrefBot craw er Permit 15
188. 165. 15. 227 France 147.237.77. 17 nazi.idf.il 28: HITP. AhrefBot craw er Bl ock 2
151. 80. 31. 145 Italy 147.237. 77. 17 nazi.idf.il 28 HITP. AhrefBot craw er Pernint 2
220. 156. 184. 4 Indi a 147.237.77. 17 nazi.idf.il 28: HITP. AhrefBot craw er Bl ock 2
220. 156. 184. 4 Indi a 147.237.77. 17 nazi.idf.il (28: HITP. AhrefBot craw er Per it 1




11-10-2015 to 11-11-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 67. 135 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 64. 2 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 64. 8 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 3
66. 249. 64. 124 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 3
66. 249. 67. 248 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 144 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sA (2) 2
14.140. 179. 62 I ndia 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
222.21. 43. 56 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
31.6.71. 154 Pol and 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
192. 240. 155. 234 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 1024 1




11-10-2015 to 11-11-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name | gnature | Devi ce Action |Count |
212.150. 84. 153 |l srael 147.237.77. 17 |nazi.idf.il|Sreanming Engi ne: TCP Invalid Checksum |Invalid checksum Packet dropped. |drop 59
208.115.111. 75 |Lhited Sates 147.237.77. 17 |nazi.idf.il|drop SAMrul e dr op 36
94. 228. 34. 249 Uhited Kingdom |147.237.77.17 |mazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 29
46.19. 86. 108 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 25
46.19. 85. 171 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 25
46.19. 85. 118 | srael 147.237.77.17 |nazi.idf.il|Bad TOP sequence Inval i d ACK nunber alert 25
46.19. 85. 118 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 25
46.19. 85. 117 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 16
157. 55. 39. 34 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 15
207. 46. 13. 20 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 12
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence I nval id ACK nunber noni t or 11
149. 78.82. 116 | srael 147.237.77.17 |nazi.idf.il|Bad TOP sequence Inval i d ACK nunber noni t or 9
84.229. 146. 115 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
176. 13.4.54 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
46.19. 86. 144 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 9
84.229. 146. 115 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d sequence nunber noni t or 9
207.46.13.124 |lLhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 7
94, 228. 34. 249 Uhi ted Kingdom |147.237.77.17 |mazi.idf.il{Bad TCP sequence Inval i d ACK nunber alert 6
157. 55. 39. 79 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TOP sequence Inval i d ACK nunber noni t or 5
66. 249. 64. 8 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 5
157. 55. 39. 108 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 29 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 44 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 5
66. 249. 64. 2 | srael 147.237.77.17 |nazi.idf.il|Bad TOP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 65 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
85. 65. 235. 211 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
46.19. 86. 126 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 47 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber alert 4
85. 65. 235. 211 | srael 147.237.77.17 |nazi.idf.il|Bad TOP sequence I nval i d sequence nunber noni t or 4
46.19. 85. 186 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence noni t or 4
37.142.214.134 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
147. 236. 138. 4 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
207. 46. 13. 80 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 3
207.46. 13. 20 Lhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber alert 3
94. 230. 86. 181 | srael 147.237.77.17 |nazi.idf.il|Bad TOP sequence Inval i d ACK nunber noni t or 3
40. 77.167. 19 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber alert 2
207. 46. 13. 106 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 2
40.77.167. 19 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 44 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 2
208. 115.113.91 |lLhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence I nval id ACK nunber noni t or 2
157. 55. 39. 34 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TOP sequence Inval i d ACK nunber alert 2
66. 249. 67. 135 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 2
40.77. 167. 94 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 2
66. 249. 64. 243 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 2
40.77.167. 16 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 2
207. 46. 13. 46 Lhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence I nval id ACK nunber noni t or 2
66. 249. 67. 144 | srael 147.237.77.17 |nazi.idf.il|Bad TOP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 58 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 2
65. 55. 211. 247 Lhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1




11-10-2015 to 11-11-2015

|Top Attackers In V\AF|

Devi ce

‘Attacker G0 |[Target Address ([Ste ‘S gnature Action ‘Count
135. 23. 221. 218 |Canada 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 14
109. 67. 117. 148 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 10
109. 67. 117. 148 |l srael 147.237.77. 17 |nazi .idf.i|Mil tipl e Unhaut hori zed URL Access from 109. 67. 117. 148 B ock 4
81.218. 184. 224 |l srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed UR_ Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
66. 249. 67. 80 | srael 147.237.77. 17 |nazi . idf.i|Mil tipl e Unhaut hori zed URL Access from 66. 249. 67. 80 B ock 2
5.29.76.175 | srael 147.237.77. 17 |nazi .idf.i |0 stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newslist/undefined B ock 2
66. 249. 64. 124 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 2
66. 249. 67. 92 | srael 147.237.77. 17 |nazi .i df . i |Mil ti pl e Uhaut hori zed URL Access from 66. 249. 67. 92 B ock 2
66. 249. 64. 185 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 1
176. 13. 20. 88 | srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/sip storage/ B ock 1
66.249. 64. 175 |lIsrael 147.237.77. 17 |nazi .idf . i|Uhaut hori zed URL Access to 147.237.77. 17/ 3849-5034- he/ i gf . aspx B ock 1
5. 8. 66. 70 23:::} o 147.237.77.17 |nazi .i of .i |Unaut hori zed URL Access to 147.237. 77. 17/ xn rpc. php B ock 1
113. 30. 92. 231 gﬁaic o 147.237.77. 17 |nazi.idf .i|I11 egal Byte Qode Character in URL /4169-heli gf . aspx B ock 1
66. 249. 67. 92 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8346-he B ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |nazi . i df . i |{Uhaut hori zed URL Access to 147.237.77.17/ 586- he/ i gf . aspx B ock 1
.. {Unauthori zed URL Access to
66.249.64. 175 || srael 147.237.77. 17 |nazi . i of .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
65.55.218.62 |Lhited Sates |147.237.77.17 |nazi.idf.i|Uhauthorized URL Access to igf.idf.il/tenpl ates/newslist/undefined B ock 1
66. 249. 67. 248 |l srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed UR_ Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
180. 124. 57. 171 |Chi na 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/1i cense. t xt B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77. 17/ 4940- 8409- he/ i gf . aspx B ock 1
131. 253. 26. 228 |Lhited Sates |147.237.77.17 |nazi.idf.i|Dstributed Uhauthori zed URL Access on nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 1
81.218. 251. 252 |l srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed UR. Access to 147.237.77.17/si p _storage/fil es/ 1/ 2061. j pg B ock 1
66. 249. 67. 200 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 165-9001- he/i gf . aspx B ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3697- 8536- he/ i gf . aspx B ock 1
Unaut hori zed URL Access to
213.151.61.55 |lsrael 147.237.77. 17 |nazi .idf.i|mazi . i df.il/6940- 10897- he/ i gf . aspx&a=u&ved=0ccaqgoubnaf gf qot ckdt ynr nhskcf yve |B ock 1
dwoduzuf dw&si g2=ol 953I nk35gwwqgkaswwusg=af gj cnexar 9j _gxf sf 2t w fhl | t skj | pnq
66. 249. 64. 21 | srael 147.237.77. 17 |nazi . i df . i |Paraneter Type Mol ation TabNumin igf.idf.il/4941-he/igf . aspx B ock 1
- — - - N % o Xe
157. 55. 39. 34 Uited Sates 1147 23777 17 vazi i of i U]aL::ﬂhOI’I zed URL Access to nmazi.idf.il/113-11701- he/ x©x¢x2x? xOxe X"X>Xj X B ock 1
xax™x?. aspx
110. 4. 66. 173 :{jﬁaicof 147.237.77.17 |nazi .idf .i|Distributed 111 egal Byte Qe Character in R B ock 1
68. 180. 228. 160 |united Sates (147 237 77. 17 lnmzi i of . i Lz.r(]]zilg horized URL Access to mazi.idf.il/3697-9630-he/igf.aspx 10 xx xex'x7x'x B ock 1
66. 249. 67. 80 | srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed UR. Access to igf.idf.il/14-8344-he B ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3697- 6779- he/ i gf . aspx B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 7109- 11197- he/ i gf . aspx B ock 1
Unaut hori zed URL Access to
46. 19. 86. 145 | srael 147.237.77. 17 |nazi . i df . i |wawv mazi . i df . i |/7320- he/ mazi . aspx&ed=0cbgqf j aaahukewi z- _r dz4bj ahxi - gdkhewoal |B ock 1
k&usg=af qj cnhnss9xaar kbxt j f 1 ovsxaei bzkf q&si g2=4j 0x8ki 4vr s650i 8ot a- cq
131. 253. 26. 234 |Lhited Sates |[147.237.77.17|mazi.idf.i|Dstributed Uhauthori zed URL Access on igf.idf.il/tenpl ates/ newslist/undefined B ock 1
84 94.189. 194 |1 srael 147 237.77. 17 \azi i of i Par anet _er_Typt_e Mol ati on Mast er SucHeader $ucSear ch@ont r ol $t xt Search in B ock 1
wwn nazi . i df . i | /607-he/i gf . aspx
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/5010- 9220- he/ i gf . aspx B ock 1
157.55.39. 117 |lhited Sates |147.237.77.17 |nazi.idf.i{Waut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
110. 93. 162. 90 gﬁicof 147.237.77. 17 |nazi .idf .i|Dstributed I11egal Byte Gde Character in URL B ock 1
80. 179. 195. 181 |l srael 147.237.77. 17 |nazi . i df .i|Uhaut hori zed UR. Access to nazi.idf.il/ufi/reaction/ B ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4944- hel i gf . aspx B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
54.215.188. 121 [Lhited Sates |147.237.77.17|nazi.idf.i|Waut hori zed URL Access to 147.237.77.17/ B ock 1
131. 253. 26. 252 [Lhited Sates |[147.237.77.17 |mazi.idf.i|Uthauthorized URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
.. . .JUnauthorized URL Access to
66.249.67.208 |l srael 147.237.77. 17 |nazi . i df .| 147.237.77. 17/ t enpl at econtrol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !

11-10-2015 to 11-11-2015




