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Top Attackers 

66.249.67.144, United States

66.249.64.124, United States

66.249.67.248, United States

66.249.64.8, United States

66.249.64.2, United States

66.249.67.135, United States

188.165.15.44, France

151.80.31.145, Italy

135.23.221.218, Canada

109.67.117.148, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.67.144 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 463042

66.249.64.124 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 48064

66.249.67.248 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 15548

66.249.64.8 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 13016

66.249.64.2 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 6736

66.249.67.135 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 797

107.150.55.53 United States 147.237.77.17 mazi.idf.il block-sp-traf1 drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

188.165.15.44 France 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 38

151.80.31.145 Italy 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 19

188.165.15.44 France 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Permit 15

188.165.15.227 France 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 2

151.80.31.145 Italy 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Permit 2

220.156.184.4 India 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 2

220.156.184.4 India 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Permit 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.67.135 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 4

66.249.64.2 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 4

66.249.64.8 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 3

66.249.64.124 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 3

66.249.67.248 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

66.249.67.144 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

14.140.179.62 India 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

59.45.79.117 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

222.21.43.56 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

31.6.71.154 Poland 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

192.240.155.234 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

212.150.84.153 Israel 147.237.77.17 mazi.idf.ilStreaming Engine: TCP Invalid Checksum Invalid checksum. Packet dropped. drop 59

208.115.111.75 United States 147.237.77.17 mazi.idf.ildrop SAM rule drop 36

94.228.34.249 United Kingdom 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 29

46.19.86.108 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 25

46.19.85.171 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 25

46.19.85.118 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 25

46.19.85.118 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 25

46.19.85.117 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 16

157.55.39.34 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 15

207.46.13.20 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 12

68.180.228.160 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 11

149.78.82.116 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

84.229.146.115 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

176.13.4.54 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.19.86.144 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

84.229.146.115 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 9

207.46.13.124 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 7

94.228.34.249 United Kingdom 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 6

157.55.39.79 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

66.249.64.8 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

157.55.39.108 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.86.29 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.85.44 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

66.249.64.2 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.85.65 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

85.65.235.211 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.86.126 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.86.47 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

68.180.228.160 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

85.65.235.211 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 4

46.19.85.186 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence monitor 4

37.142.214.134 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

147.236.138.4 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

207.46.13.80 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 3

207.46.13.20 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 3

94.230.86.181 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 3

40.77.167.19 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 2

207.46.13.106 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

40.77.167.19 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.85.44 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 2

208.115.113.91 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

157.55.39.34 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 2

66.249.67.135 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

40.77.167.94 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

66.249.64.243 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

40.77.167.16 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

207.46.13.46 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

66.249.67.144 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.85.58 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

65.55.211.247 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

 11-10-2015 to 11-11-2015 



Top Attackers In WAF
Attacker
Address

Attacker Geo Target Address Site Signature
Device
Action

Count

135.23.221.218 Canada 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 14

109.67.117.148 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 10

109.67.117.148 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 109.67.117.148 Block 4

81.218.184.224 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 2

66.249.67.80 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 66.249.67.80 Block 2

5.29.76.175 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/templates/newslist/undefined Block 2

66.249.64.124 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 2

66.249.67.92 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 66.249.67.92 Block 2

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 1

176.13.20.88 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/ Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5034-he/igf.aspx Block 1

5.8.66.70
Russian
Federation

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/xmlrpc.php Block 1

113.30.92.231
Korea,
Republic of

147.237.77.17 mazi.idf.ilIllegal Byte Code Character in URL /4169-he/igf.aspx Block 1

66.249.67.92 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8346-he Block 1

188.165.15.227 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/586-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

65.55.218.62 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/newslist/undefined Block 1

66.249.67.248 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

180.124.57.171 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/license.txt Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4940-8409-he/igf.aspx Block 1

131.253.26.228 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/templates/newslist/undefined Block 1

81.218.251.252 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

66.249.67.200 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/165-9001-he/igf.aspx Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3697-8536-he/igf.aspx Block 1

213.151.61.55 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/6940-10897-he/igf.aspx&sa=u&ved=0ccaqqoubmafqfqotckdtynrmhskcfyve
dwoduzufdw&sig2=ol953lmk35gwvwvqgkasww&usg=afqjcnexar9j_qxfsf2twrfhlltskjlpnq

Block 1

66.249.64.21 Israel 147.237.77.17 mazi.idf.ilParameter Type Violation TabNum in igf.idf.il/4941-he/igf.aspx Block 1

157.55.39.34 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/113-11701-he/×©×¢×ª×? ×©×œ ×”×›×¡×•
×¤×™×?.aspx

Block 1

110.4.66.173
Korea,
Republic of

147.237.77.17 mazi.idf.ilDistributed Illegal Byte Code Character in URL Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/3697-9630-he/igf.aspx 10 ×‘× ×•×‘×ž×‘×¨
2010

Block 1

66.249.67.80 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8344-he Block 1

188.165.15.227 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3697-6779-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/7109-11197-he/igf.aspx Block 1

46.19.86.145 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
www.mazi.idf.il/7320-he/mazi.aspx&ved=0cbgqfjaaahukewiz-_rdz4bjahxi-q4khewoa1
k&usg=afqjcnhmss9xaarkbxtjflovsxaeibzkfq&sig2=4j0x8ki4vrs65oi8ota-cq

Block 1

131.253.26.234 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on igf.idf.il/templates/newslist/undefined Block 1

84.94.189.194 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
www.mazi.idf.il/607-he/igf.aspx

Block 1

66.249.67.208 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5010-9220-he/igf.aspx Block 1

157.55.39.117 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

110.93.162.90
Korea,
Republic of

147.237.77.17 mazi.idf.ilDistributed Illegal Byte Code Character in URL Block 1

80.179.195.181 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ufi/reaction/ Block 1

188.165.15.227 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4944-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

54.215.188.121 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 1

131.253.26.252 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

66.249.67.208 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1
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