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Top Attackers 

66.249.64.2, United States

66.249.67.135, United States

66.249.64.246, United States

66.249.67.248, United States

66.249.64.236, United States

66.249.67.144, United States

66.249.64.241, United States

54.240.197.225, United States

188.165.15.227, France

109.66.196.101, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.64.2 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 6638

66.249.67.135 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 5908

66.249.64.246 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 3574

66.249.67.248 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 3251

66.249.64.236 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 2414

66.249.67.144 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 2150

66.249.64.241 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 1705

54.240.197.225 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 261

66.249.64.124 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 4

79.182.102.176 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

109.66.196.101 Israel 147.237.77.17 mazi.idf.il C1000004: HTTP: options method (Microsoft) Block 2

5.206.120.163 Russian Federation 147.237.77.17 mazi.idf.il 12580: HTTP: SQL Injection (Cookie Header) Block 1

109.64.136.150 Israel 147.237.77.17 mazi.idf.il 4556: HTTP: Cross Site Scripting (IFRAME Tag) Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.67.248 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 32

66.249.67.135 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 16

66.249.67.144 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 6

66.249.64.246 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

50.204.188.142 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

104.128.144.131 Canada 147.237.77.17 mazi.idf.il ET SCAN NMAP -f -sS 1

50.204.188.142 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 3072 1

104.128.144.131 Canada 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 2048 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

176.13.0.113 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 50

37.26.147.205 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 27

37.26.147.205 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 26

46.19.85.208 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 11

46.19.85.61 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 10

46.19.85.87 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 10

178.62.209.185 United Kingdom 147.237.77.17 mazi.idf.ildrop SAM rule drop 6

207.46.13.80 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 6

46.19.85.45 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

176.13.1.138 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

94.228.34.249 United Kingdom 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

207.46.13.124 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

176.228.69.125 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

5.29.163.172 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN retransmit with different window
scale

monitor 4

40.77.167.40 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

176.228.69.125 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

217.132.35.166 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN retransmit with different window
scale

monitor 4

46.117.155.243 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

212.179.162.102 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

157.55.39.34 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

5.22.134.11 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.86.111 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

80.179.23.212 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

212.179.162.102 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 4

46.19.86.120 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

207.46.13.80 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 3

5.29.31.178 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 3

2.54.160.93 Israel 147.237.77.17 mazi.idf.il
Web Server Enforcement
Violation

Web Servers Slow HTTP Denial of Service reject 2

157.55.39.34 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 2

46.117.122.63 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

80.246.133.24 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

5.121.92.95
Iran, Islamic Republic
of

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

66.249.64.246 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

52.16.5.197 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

40.77.167.40 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.86.251 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

157.55.39.15 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.99 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

84.111.9.11 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.85.150 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

80.246.130.189 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

213.57.171.209 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.16 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

207.46.13.20 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

40.77.167.5 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.117.155.243 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

176.13.1.138 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.86.136 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

94.228.34.249 United Kingdom 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

213.151.39.143 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/images/transvideocounter.gif Block 3

62.219.154.168 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 3

132.70.66.11 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/ Block 2

79.182.101.174 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/templates/newslist/undefined Block 2

109.66.196.101 Israel 147.237.77.17 mazi.idf.ilUnauthorized HTTP Method Block 2

68.180.228.160
United
States

147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 68.180.228.160 Block 2

149.78.75.239 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5216-he/igf.aspx Block 1

2.54.3.173 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

79.183.7.51 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

66.249.67.216 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5675-7805-he/igf.aspx Block 1

212.76.115.223 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

188.165.15.227 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5027-he/igf.aspx Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-9634-he/igf.aspx Block 1

41.96.251.134 Algeria 147.237.77.17 mazi.idf.ilDistributed Unknown HTTP Request Method Block 1

176.12.142.198 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
www.mazi.idf.il/14-he/igf.aspx

Block 1

109.66.196.101 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/ Block 1

77.127.239.221 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

66.249.67.200 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 1

207.46.13.20
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8348-he Block 1

188.165.15.227 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3848-5183-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 66.249.64.175 Block 1

149.78.113.46 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

5.29.59.66 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ufi/reaction/ Block 1

84.109.113.91 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

66.249.67.216 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

188.165.15.227 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5036-he/igf.aspx Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

180.76.15.154 China 147.237.77.17 mazi.idf.ilSuspicious Response Code Block 1

131.253.36.199
United
States

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/templates/newslist/undefined Block 1

79.176.34.138 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/ufi/reaction/ Block 1

66.249.67.200 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx Block 1

207.46.13.80
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/Ã™×ŸÂ¿Â½Ã™×ŸÂ¿Â½Ã™×ŸÂ¿Â½×´Â¹ Block 1

188.165.15.227 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4086-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/165-7456-he/igf.aspx Block 1

157.55.39.34
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/599-he/igf.aspx&sa=u&ei=thgitootlm_goikmqlsf&ved=0cbqqfjad&usg=afqjcne_
k0jl7d6l9f-7frdrpk8wb6topw

Block 1

5.29.163.172 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4637-5227-he/igf.aspx Block 1

93.172.158.157 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ufi/reaction/ Block 1

66.249.67.248 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-5475-he Block 1

217.132.35.166 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4637-5227-he/igf.aspx Block 1

188.165.15.227 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/692-he/igf.aspx Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5010-10910-he/igf.aspx Block 1

65.55.211.243
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

188.165.15.227 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/120-he/igf.aspx Block 1

66.249.67.208 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 1

208.115.111.75
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5676-7827-he/ifg.aspx Block 1

188.165.15.227 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4348-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx Block 1

40.77.167.5
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

174.64.1.136
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5216-he/igf.aspx Block 1

220.129.211.2 Taiwan 147.237.77.17 mazi.idf.ilDistributed Unknown HTTP Request Method Block 1

203.161.89.113 Australia 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/5477-0-he/igf.aspx&send=false&layout=button_count&width=90&show_faces=
false&action=like&colorscheme=light&font=arial&height=21

Block 1

66.249.67.200 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

65.55.212.69
United
States

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/templates/newslist/undefined Block 1

188.165.15.227 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3728-he/igf.aspx Block 1
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