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66.249.64.2, Lhited Sates

66. 249. 67. 135, Lhited Sates
66. 249. 64. 246, Lhited Sates
66. 249. 67.248, Lhited Sates
66. 249. 64. 236, Lhited Sates
66. 249. 67. 144, lhited Sates
66.249. 64. 241, Lhited Sates
54.240.197. 225, Lhited Sates
188. 165. 15. 227, France

109. 66. 196. 101, Israel




11-09-2015 to 11-10-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Device Action |DP location. Location |Count |
66. 249. 64. 2 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 6638
66. 249. 67. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 5908
66. 249. 64. 246 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3574
66. 249. 67. 248 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3251
66. 249. 64. 236 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2414
66. 249. 67. 144 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2150
66. 249. 64. 241 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1705
54. 240. 197. 225 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 261
66. 249. 64. 124 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 4
79.182.102. 176 | srael 147.237.77.17 |nazi.idf.il |Block Udp Al _Nets drop BBL- | srael 3




11-09-2015 to 11-10-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Addr ess |S te |S gnat ure \Eevi ce Action |Count |
109. 66. 196. 101 | srael 147.237.77. 17 nazi.idf.il |CLOO0004: HITP. options nethod (M crosoft) B ock 2
5. 206. 120. 163 Russi an Federation 147.237.77. 17 nazi .idf.il [12580: HITP. SQL Injection (Goki e Header) B ock 1
109. 64. 136. 150 | srael 147.237.77. 17 nazi.idf.il |4556: HITP. Gross Ste Scripting (I FRAME Tag) B ock 1




11-09-2015 to 11-10-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 67. 248 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 32

66. 249. 67. 135 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 16

66. 249. 67. 144 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 6

66. 249. 64. 246 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2

50. 204. 188. 142 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 1024 1

104. 128. 144. 131 Canada 147.237.77. 17 nazi .idf.il ET SCAN NVAP -f -sS 1

50. 204. 188. 142 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1

104. 128. 144. 131 Canada 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1




11-09-2015 to 11-10-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address|Ste Sgnature

176. 13. 0. 113 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 50
37.26. 147. 205 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 27
37.26.147.205 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 26
46.19. 85. 208 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 11
46. 19. 85. 61 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 10
46. 19. 85. 87 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 10
178. 62. 209. 185 |Uhited Ki ngdom 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 6
207. 46. 13. 80 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 45 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 5
176.13.1.138 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 5
94.228.34.249 |United Ki ngdom 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 5
207.46.13.124 |lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
176. 228. 69. 125 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 4
5.29.163. 172 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence ?:g ;etransnnt W th different w ndow noni t or 4
40.77. 167. 40 Lhited Sates 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 4
176. 228. 69. 125 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
217.132.35.166 |israel 147.237.77. 17 |nezi .i of .i |Bad TCP sequence i;;e”ansm't W th different wi ndow moni t or 4
46.117. 155. 243 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 4
212.179. 162. 102|| srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
157. 55. 39. 34 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
5.22.134.11 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 86. 111 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
80.179.23.212 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
212.179.162. 102|l srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d sequence nunber noni t or 4
46.19. 86. 120 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
207. 46. 13. 80 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 3
5.29.31.178 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 3
2.54.160. 93 | srael 147.237.77. 17 |nazi . i df . i \AWZ aSIeir(;/ner Enf or cenent Véb Servers Sow HTTP Denial of Service |reject 2
157. 55. 39. 34 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 2
46.117. 122. 63 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
80. 246. 133. 24 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 2
5.121.92. 95 I()][an, Islanic Repudl ic 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
66. 249. 64. 246 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
52.16. 5. 197 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
40.77. 167. 40 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
46.19. 86. 251 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
157. 55. 39. 15 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 86. 99 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
84.111.9.11 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 1
46.19. 85. 150 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
80. 246. 130. 189 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
213.57.171.209 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 16 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber alert 1
207.46. 13. 20 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
40.77.167.5 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
46.117. 155. 243 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
176.13.1.138 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
46. 19. 86. 136 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
94.228.34.249 |United K ngdom 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber alert 1




11-09-2015 to 11-10-2015

|Top Attackers In V\AF|

Devi ce

At acker

Geo ‘Target Address [Ste ‘S gnature Action ‘Count
213.151. 39. 143 |l srael 147.237.77. 17 |nazi .idf.i|D stribut ed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 3
62. 219. 154. 168 |l srael 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 3
132.70.66. 11 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip_storage/ B ock 2
79.182.101. 174 |l srael 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to wwu nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 2
109. 66. 196. 101 |l srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed HTTP Met hod B ock 2
68. 180. 228. 160 ;hlattee: 147.237.77. 17 |mazi .idf . i |Mul ti pl e Whaut hori zed URL Access from 68. 180. 228. 160 B ock 2
149. 78. 75. 239 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
2.54.3.173 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
79.183.7.51 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p _storage/ fil es/ 1/ 2061. j pg B ock 1
66. 249. 67. 216 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 5675- 7805- he/ i gf . aspx B ock 1
212.76. 115. 223 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 5027-hel i gf . aspx B ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/113-9634- he/ i gf . aspx B ock 1
41.96.251. 134 |Ageria 147.237.77. 17 |nazi .i df .i |D stri but ed Unknown HTTP Request Met hod B ock 1
176. 12. 142. 198 |1 srael 147237, 77. 17 \rnazi i df i Par anet gr.Typ('-:‘ Mol ati on Mast er $ucHeader $ucSear chQont r ol $t xt Search in B ock 1
WAN mazi . i df . i 1/ 14-he/ i gf . aspx
109. 66. 196. 101 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nmazi.idf.il/sip storage/fil es/ B ock 1
77.127.239. 221 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx B ock 1
66. 249. 67. 200 |lsrael 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to 147.237.77. 17/ si p storage/fil es/ 7/ 1087. pg B ock 1
207.46.13. 20 ;h;::s 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/14-8348-he B ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |nazi . i df . i f[Unaut hori zed URL Access to 147.237.77.17/ 3848- 5183- he/ i gf . aspx B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi .idf .i |Mil ti pl e Unhaut hori zed URL Access from 66. 249. 64. 175 B ock 1
149.78.113. 46 |lsrael 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to 147.237.77. 17/ si p _storage/fil es/ 1/ 2061. | pg B ock 1
5. 29. 59. 66 | srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed UR. Access to nazi.idf.il/ufi/reaction/ B ock 1
84.109.113.91 |lsrael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 67. 216 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 5036- hel i gf . aspx B ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
180. 76. 15. 154 |Chi na 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code B ock 1
131. 253. 36. 199 ;h;tt;d 147.237.77. 17 |nazi . idf . i |D stributed Uhaut horized LRL Access on nazi.idf.il/tenpl ates/ newslist/undefined B ock 1
79.176. 34.138 |lsrael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to ww nazi.idf.il/ufi/reaction/ B ock 1
66. 249. 67. 200 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77. 17/t enpl at econtr ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx |B ock 1
207. 46. 13. 80 ;“;:gs 147.237.77. 17 [nazi . i df . i [Unaut hori zed URL Access to ww. mazi.idf.il/A™xYAAVA™MxYA; AVA™xYAAyx At Bl ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |mazi . i df . i jUnaut hori zed URL Access to 147.237.77. 17/ 4086- hel i gf . aspx B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 165- 7456- he/ i gf . aspx B ock 1
Wi ted Unhaut hori zed URL Access to
157. 55. 39. 34 Sates 147.237.77. 17 |nazi . i df . i |nazi . i df . i1/599-he/i gf . aspx&a=u&ei =t hgi t oot | m goi kmyl sf &ed=0cbqgf j adé&usg=af gj cne_ |B ock 1
kOj | 7d6l 9f - 7f r dr pk8wb6t opw
5.29.163.172 | srael 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx B ock 1
93.172. 158. 157 |l srael 147.237.77. 17 |nazi .i df . i |Lhaut hori zed UR. Access to nazi.idf.il/ufi/reaction/ B ock 1
66. 249. 67. 248 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
217.132. 35. 166 |l srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx B ock 1
188. 165. 15. 227 |F ance 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 692-he/i gf . aspx B ock 1
66. 249. 64. 185 |l srael 147.237.77. 17 |mazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 5010- 10910- he/ i gf . aspx B ock 1
65. 55. 211. 243 ;h;ttee: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 1
188. 165. 15. 227 |F ance 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 120-he/i gf . aspx B ock 1
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/ B ock 1
208. 115.111. 75 glattees 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to mazi.idf.il/5676-7827-he/ifg. aspx B ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4348-hel i gf . aspx B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77. 17/t enpl at econtrol s/ pi ct ur ei nf of pi ct ur ei nfo. aspx |B ock 1
40.77.167.5 ;hlattee: 147.237.77. 17 |mazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefined B ock 1
174.64. 1.136 Lsh;::;j 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
220.129.211. 2 |[Tai wan 147.237.77. 17 |nazi . i df .i |O stri buted Uhknown HTTP Request Met hod B ock 1
Unaut hori zed URL Access to
203. 161. 89. 113 |Australia |147.237.77. 17 |nazi .idf.imazi.idf.il/5477-0-he/i gf . aspx&end=f al se& ayout =but t on_count & dt h=90&show f aces= |B ock 1
f al se&act i on=l i ke&col or schene=l i ght & ont =ari al &ei ght =21
66. 249. 67. 200 |l srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
65. 55. 212. 69 glattees 147.237.77. 17 |nazi .idf .i|D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newslist/undefi ned B ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3728-hel i gf . aspx B ock 1
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