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66. 249. 67. 144, lhited Sates
66. 249. 67. 135, Lhited Sates
66. 249. 67.248, Lhited Sates
66. 249. 67. 101, Lhited Sates
79. 180. 206. 5, |srael

188. 165. 15. 227, France
87.121.106. 13, Bulgaria
68.180. 228. 160, Lhited Sates
81.218.50. 34, |srael
207.46.13.80, Lhited Sates




11-08-2015 to 11-09-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |DP location. Location

66. 249. 67. 144 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 213
66. 249. 67. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake violation, first packet not syn drop BBL- Fr ankf urt 58
66. 249. 67. 101 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 6
87.121.106. 13 Bul gari a 147.237.77.17 |nazi.idf.il |Block Udp Al _Nets drop BBL- | srael 3




11-08-2015 to 11-09-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |S gnat ure |Devi ce Action Count
79. 180. 206. 5 | srael 147.237.77. 17 nazi.idf.il C1l000004: HTTP:. options nethod (M crosoft) B ock 5




11-08-2015 to 11-09-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count |
66. 249. 67. 135 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 14

66. 249. 67. 144 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 14

66. 249. 67. 248 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 12
112.171.173. 85 Korea, Republic of 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
1.235.195. 234 Korea, Republic of 147.237.77. 17 nazi.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
1.235.195. 234 Korea, Republic of 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1




11-08-2015 to 11-09-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Site [Name |9 gnature | Devi ce Action |Count |
46. 19. 85. 50 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 25
46. 19. 85. 67 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 17
213.8.129.149 |lsrael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 9
93. 168. 68. 148 |Romani a 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nvalid sequence nunber noni t or 4
46. 19. 85. 103 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 4
37.26.149. 171 |lsrael 147.237.77. 17 |nazi.idf.il{Bad TOP sequence noni t or 4
46.19. 85. 144 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 4
93. 168. 68. 148 |Romani a 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nval i d ACK nunber noni t or 4
85.130. 223. 95 |lsrael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 4
5.102. 254. 108 |l srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 2
81.218.245.1 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 2
178. 62. 209. 185 |United Ki ngdom 147.237.77. 17 |nazi.idf.il{drop SAMrul e drop 2
46. 19. 85. 83 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 2
37.26.149.171 |lsrael 147.237.77.17 |nazi .idf.il|Bad TCP sequence [Inval i d sequence nuniber alert 1
68.180. 230. 40 |lhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 1
46.19. 86. 212 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
46. 19. 85. 248 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 1
46.19. 85. 18 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nval i d ACK nunber noni t or 1
199.203.215.1 |Israel 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber alert 1
31.168. 80. 78 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
87. 69. 83. 32 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nval id ACK nunber alert 1
46.225.211. 152 |lran, Islanic Republic of|147.237.77.17 |nazi.idf.il|Bad TGP sequence |l nval i d ACK nunber noni t or 1
46. 19. 86. 151 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 1
212.179. 210. 38 |lsrael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nval i d ACK nunber noni t or 1
37.26.149.221 |lsrael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber alert 1
109. 186. 71. 190 |lsrael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nvalid sequence nunber noni t or 1
5.22.129. 240 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 1
68. 180. 230. 40 |lhited Sates 147.237.77. 17 |nazi .idf.il{drop Unexpect ed post SYN packet - RST or SYN expected |drop 1
46.117.104. 138 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber alert 1
46. 19. 86. 20 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nval i d ACK nunber noni t or 1
199.203.215.1 |Israel 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 1
87.69. 83. 32 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
52.16. 5. 197 Lhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
46.19. 86. 196 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
37.26.149. 221 |lsrael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 1
149. 88.9. 10 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nval i d ACK nunber noni t or 1
46.117.104. 138 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 1
46. 19. 86. 75 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
212.179.21.194 |lsrael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nval id ACK nunber alert 1
37.26.149. 171 |lsrael 147.237.77. 17 |nazi .idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
68. 180. 230. 40 |lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber alert 1
46.19. 86. 205 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nval i d ACK nunber noni t or 1
46.19. 85. 222 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 1
37.46. 39. 252 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
31.13.110. 96 Irel and 147.237.77. 17 |nazi .idf.il{drop SAMrul e drop 1
46.225.211. 152 |lran, Islanic Republic of|147.237.77.17 |nazi.idf.il|Bad TGP sequence |l nval i d ACK nunber alert 1
46. 19. 86. 150 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence |l nval id ACK nunber noni t or 1
212.179.21.194 |lsrael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nval i d ACK nunber noni t or 1




11-08-2015 to 11-09-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |Ste Sgnature ; Count
Ceo Action
79.177. 35. 150 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
81. 218. 50. 34 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefined B ock 2
62.219. 154. 168 |l srael 147.237.77. 17 |nazi .i df . i |Uaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 1
207. 46. 13. 80 Lshlmt:s 147.237.77. 17 |mazi . i df . i jUnaut hori zed URL Access to mazi.idf.il/450-he. aspx B ock 1
159. 203. 104. 155 g;g: 147.237.77. 17 |mazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ B ock 1
68. 180. 228. 160 ;h;:ee: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to mazi.idf.il/xx-AzZAS Bl ock 1
66. 249. 67. 200 I srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 5010- 8767- he/ i gf . aspx Bl ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4422-hel i gf . aspx Bl ock 1
109. 67. 152. 208 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 67. 248 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
66. 249. 67. 86 | srael 147.237.77. 17 |nazi .i df . i |Paraneter Type Mol ation Back in igf.idf.il/6053-heligf.aspx B ock 1
Ui ted Unaut hori zed URL Access to
207. 46. 13. 80 Sates 147.237.77. 17 |nazi .i df . i jmazi . i df . i 1/599- he/i gf . aspx&a=u&ei =t hgi t oot | m goi kngl sf &ed=0cbhqqgf j ad&usg=af gj cn |B ock 1
e kOj | 7d6l 9f - 7f r dr pk8wb6t opw
188. 165. 15. 160 |Fance 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8333-he B ock 1
68. 180. 230. 40 LSthlatt:sd 147.237. 77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 1
.. . - {Unaut hori zed URL Access to
66. 249. 67. 208 I srael 147.237.77. 17 nazi i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx Bl ock !
188. 165. 15. 227 |Rance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4476-hel i gf . aspx B ock 1
109. 160. 170. 152|I srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/inages/transvi deocounter.gif Bl ock 1
68. 180. 228. 160 g‘;tt:: 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/14-10104- he B ock 1
66. 249. 67. 144 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
Lhited . . |Unaut hori zed URL Access to www. mazi.idf.il/113-11516- he/ A—AYA—AcA—A'A—ag
207. 46. 13. 127 Sates 147.237.77. 17 |nazi .idf .i A—a,cA—A? A—ASA—a€?A—a,cA—AA_a€?. aspx B ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/113-he/i gf . aspx B ock 1
66. 249. 67. 216 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ B ock 1
188. 165. 15. 227 |Rance 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 602- he/i gf . aspx B ock 1
136. 243. 36. 80 Cer many 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
68. 180. 228. 160 gﬁ;ttg: 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-he Bl ock 1
66. 249. 67. 200 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3834- 9649- he/ i gf . aspx B ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4169- hel i gf . aspx B ock 1
66. 249. 67. 216 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
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