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W 66.249.67.144, Whited Sates
66.249. 67. 248, Lhited Sates
66. 249. 67. 135, Lhited Sates
66. 249. 67. 208, | srael
B 66. 249. 67. 200, |srael
W 109. 65. 113. 164, |srael
W 207.46.13.80, Whited Sates
W 84.108.45.38, Israel

109. 66. 139. 169, | srael
H 188. 165. 15. 227, France




11-07-2015 to 11-08-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address
66. 249. 67. 144

|Atacker Geo |Target Address

|gte

|9 gnature | Device Action |DP location. Location |Count |
Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 60
109. 66. 139. 169 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 3
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



11-07-2015 to 11-08-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 67. 248 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 24

66. 249. 67. 135 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 12

66. 249. 67. 144 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4

84. 24.169. 13 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
188.138.9. 51 Ger many 147.237.77.17 nazi .idf.il ET SCAN NVAP -sS w ndow 1024 1
78.142.19. 47 Bul gari a 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1

89. 248. 174. 106 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1

193. 105. 134. 220 Sweden 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




11-07-2015 to 11-08-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name | gnature | Devi ce Action |Count |
46. 19. 85. 190 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval i d ACK nunber noni t or 65
46.19. 85. 190 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval i d ACK nunber alert 25
46. 210.91. 122 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 25
31.210.186.171 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 12
188. 120. 148. 252 |l srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval id ACK nunber noni t or 9
188. 120. 148. 251 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 85. 94 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval i d ACK nunber noni t or 5
46.19. 85. 124 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval i d ACK nunber noni t or 5
185. 3. 144. 40 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 191 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 196 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval id ACK nunber noni t or 3
5.22.129. 144 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 3
2.54.42.112 | srael 147.237.77.17 |nazi.idf.il|Veéb Server Enforcenent Mol ati on Wb Servers S ow HITP Denial of Service |reject 2
2.54.187.212 | srael 147.237.77.17 |nazi.idf.il|Veéb Server Enforcenent Mol ati on Wb Servers J ow HITP Denial of Service |reject 2
77.237.146. 28 Cech Republic |147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
46. 19. 85. 42 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
93.172.135.196 |Israel 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval i d ACK nunber noni t or 1
46.121. 79. 66 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
84.228.242.179 |lIsrael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval i d ACK nunber alert 1
46.19. 86. 132 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval i d ACK nunber noni t or 1
5.22.134. 17 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 14 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber aert 1
84.228.242.179 |lsrael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval i d ACK nunber noni t or 1
46. 120. 19. 155 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
5. 29. 60. 49 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval i d ACK nunber alert 1
188. 120. 148. 185 |l srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval i d ACK nunber noni t or 1
54.187.55. 213 Lhited Sates 147.237.77.17 |nazi.idf.il|WrdPress Enforcenent Protection |WScan WrdPress Security Scanner rej ect 1
46.19. 85. 14 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
5.22.129. 102 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval i d ACK nunber noni t or 1
93.172.135.196 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 1
46.121.79. 66 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval i d ACK nunber alert 1
46.19. 85. 183 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence I nval i d ACK nunber noni t or 1
5. 29. 60. 49 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1




11-07-2015 to 11-08-2015

|Top Attackers In V\AF|

Devi ce

‘Attacker G0 |Target Address|Ste ‘S gnature Action ‘Count
109. 65. 113. 164 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/ B ock 4
85. 250. 109. 54 |l srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
84.108. 45. 38 | srael 147.237.77. 17 |nazi .idf.i|Mil ti pl e Uhaut hori zed UR. Access from 84. 108. 45. 38 B ock 2
66. 249. 67. 200 |l srael 147.237.77. 17 |nazi .i df .i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 2
5.28. 183. 134 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77. 17/ 4944-he/i gf . aspx B ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ 4146-he/i gf . aspx B ock 1
131. 253. 25. 140 |Lhited Sates |147.237.77.17|nazi.idf.i|O stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
68. 180. 228. 160 |Lhited Sates |147.237.77.17|nazi.idf.i|lhaut horized URL Access to nazi.idf.il/tenpl ates/shared/ usercontrol s/ vodchannel / B ock 1
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3697- 7116- he/ i gf . aspx B ock 1
207. 46. 13. 80 Lhited Sates |147.237.77. 17 |nazi.idf.i|Uhaut horized UR. Access to nazi.idf.il/sip storage/files B ock 1
63. 141. 241. 254 |Lhited Sates |147.237.77. 17 |nazi.idf.i|Unaut hori zed URL Access to ww cl oud. ph/ B ock 1
188. 165. 15. 44 |Fance 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / x” B ock 1
84.108. 45. 38 | srael 147.237. 77. 17 \vazi i of i xl,!]a;;g)(()ri zed URL Access to mmazi.idf.il/7343-11581-he/ xoexoex? X'x'xexgexe B ock 1
66. 249. 67. 216 |l srael 147.237.77. 17 |nazi .i df .i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 1
66. 249. 67. 200 |l srael 147.237.77. 17 |nazi .1 df.i|Unaut hori zed URL Access to 147.237.77.17/ 5484-7277- hel i gf . aspx B ock 1
208. 115. 111. 75 | ted Sates |147.237.77. 17 |nazi i of i (O St1 Buted thauthori zed URL Access on B ock 1
W nazi . i df . il /tenpl at es/ shar ed/ user control s/ newsgal | ery/
5. 29. 182. 95 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4944-he/ i gf . aspx B ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 5043- he/ i gf . aspx B ock 1
157. 55. 39. 34 Lhited Sates |147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-8331-he B ock 1
77.237.146. 28 g@%ric 147.237.77.17 |nazi .i df .i {Unhaut hori zed URL Access to / B ock 1
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi . i df .i|Unaut hori zed URL Access to 147.237.77.17/ 3697- 8411- he/ i gf . aspx B ock 1
207.46.13.80 |lhited Sates |[147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to wwu mazi . i df.il/4054-hel i gf . aspxx'xYA AVA? B ock 1
66. 249. 67. 144 |l srael 147.237.77. 17 |nazi .idf .i|Uhaut hori zed URL Access to nazi.idf.il/14-8338-he B ock 1
188. 165. 15. 49 [Fance 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 67. 248 |l srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / x” B ock 1
66. 249. 67. 200 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
208. 115.113. 91 |Lhited Sates |147.237.77. 17 |nazi.idf.i|Unhaut hori zed URL Access to nazi.idf.il/14-8334-he B ock 1
207.46. 13. 26 Lhited Sates |147.237.77.17|nazi.idf.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
38. 81. 65. 42 Lhited Sates |147.237.77. 17 |nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
157.55 39. 112 |Uited Sates 147 237 77. 17 |\nazi i df i ?auztohf(r)i zed URL Access to nazi.idf.il/3697-9630-he/igf.aspx 10 x'x xex'xzx' 8 ock 1
79. 183. 65. 94 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx B ock 1
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 5010- 7632- he/ i gf . aspx B ock 1
207.46.13.127 |lLhited Sates |147.237.77.17|nazi.idf.i|Uhaut horized URL Access to nazi.idf.il/4316-he/ B ock 1
66. 249. 67. 144 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
188. 165. 15. 227 |Fance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4068- he/ i gf . aspx B ock 1
66. 249. 67. 248 |l srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi .i df . i |Unhaut hori zed URL Access to 147.237.77.17/ B ock 1
207.46. 13. 80 Lhited Sates |147.237.77.17|nazi.idf.i|Uhauthorized URL Access to nazi.idf.il/120-he/ B ock 1
40.77.167. 16 Lhited Sates |147.237.77. 17 |nazi.idf.i|Unhauthorized UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
183. 79. 221. 147 |Japan 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ vodchannel / B ock 1
66. 249. 67. 216 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Unaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
207.46.13.127 |tited Sates |147.237.77. 17 |nazi.idf i |3t hori zed UL Access to B ock 1
wwn nazi . i df . il /tenpl at es/ shar ed/ user control s/ newsgal | ery/
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