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Top Attackers 

83.149.99.157, Netherlands

212.34.11.61, Jordan

66.249.79.246, United States

66.249.67.144, United States

66.249.67.248, United States

212.76.103.57, Israel

66.249.67.216, Israel

82.81.25.167, Israel

66.249.79.238, Israel

66.249.67.248, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

83.149.99.157 Netherlands 147.237.77.17 mazi.idf.il Invalid TCP Flags drop BBL-Frankfurt 4

66.249.67.144 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.79.246 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 6

66.249.67.144 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 4

66.249.67.248 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 4

66.249.67.135 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

40.115.58.160 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

83.149.99.157 Netherlands 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

83.149.99.157 Netherlands 147.237.77.17 mazi.idf.il ET SCAN NMAP -f -sS 1

83.149.99.157 Netherlands 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 2048 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

46.19.86.41 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 36

208.115.113.91 United States 147.237.77.17 mazi.idf.ildrop SAM rule drop 29

46.19.86.41 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 20

68.180.228.160 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 19

46.19.86.229 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 16

46.19.86.186 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

87.69.99.214 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 9

87.69.99.214 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

68.180.228.160 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 5

157.55.39.34 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

93.81.125.226 Russian Federation 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.86.149 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

157.55.39.76 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

83.149.99.157 Netherlands 147.237.77.17 mazi.idf.ildrop SAM rule drop 4

79.180.153.131 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

46.19.86.248 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.86.150 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

5.22.134.31 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 3

66.249.67.248 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

2.54.23.132 Israel 147.237.77.17 mazi.idf.ilWeb Server Enforcement Violation Web Servers Slow HTTP Denial of Service reject 2

94.159.244.38 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

94.228.34.249 United Kingdom 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.117.197.83 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 2

40.77.167.33 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

79.183.103.183 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

131.253.24.129 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

5.102.254.182 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

79.176.135.76 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

61.160.224.129 China 147.237.77.17 mazi.idf.ildrop SAM rule drop 1

46.19.85.90 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

94.159.244.38 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

5.22.134.171 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

131.253.36.205 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

5.255.206.197 Russian Federation 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

87.69.182.5 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

66.249.67.89 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.150 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

176.13.1.4 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.156 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

5.29.163.12 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

87.69.55.187 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.110 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

40.77.167.33 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

87.69.242.52 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

5.22.129.204 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

79.181.28.187 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

66.249.67.95 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

185.3.144.73 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.253 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

5.102.254.107 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

66.249.67.216 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 3

212.76.103.57 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 3

109.64.137.152 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 2

212.76.104.156 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3849-5035-he/igf.aspx Block 1

66.249.79.76 Israel 147.237.77.17 mazi.idf.ilParameter Type Violation Back in igf.idf.il/6053-he/igf.aspx Block 1

62.210.88.201 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 51.254.206.142/httptest.php Block 1

212.34.11.61 Jordan 147.237.77.17 mazi.idf.ilAbnormally Long Request request version Block 1

149.78.40.124 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

82.81.25.167 Israel 147.237.77.17 mazi.idf.ilPHP Attempt Block 1

66.249.79.238 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

212.34.11.61 Jordan 147.237.77.17 mazi.idf.ilMultiple Unknown HTTP Request Method from 212.34.11.61 Block 1

207.46.13.80
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/4316-he/ Block 1

46.117.197.83 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

94.159.244.38 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

79.178.116.186 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

66.249.79.125 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

66.249.67.135 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-4983-he Block 1

212.34.11.61 Jordan 147.237.77.17 mazi.idf.il

Illegal HTTP Version session_start_time=1446869128039; k_visit=3;
push_time_start=1446869158045;
_pk_id.308.cd99=8cf593620d913d27.1445601858.3.1446869151.1446869127.;
_pk_ses.308.cd99=*;
__utma=258317718.1465775172.1445601861.1446017301.1446869128.3;
__utmb=258317718.2.10.1446869128; __utmc=258317718;
__utmz=258317718.1446869128.3.3.utmcsr=idf.il

Block 1

157.55.39.34
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/113-11581-he/×³×ŸÂ¿Â½×³×ŸÂ¿Â½×³Â? ×³×Ÿ
Â¿Â½×³×ŸÂ¿Â½×³×ŸÂ¿Â½×³×ŸÂ¿Â½×³×ŸÂ¿Â½×³Ã—.aspx

Block 1

82.81.25.167 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ajax/updatestatus.php Block 1

66.249.79.245 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/165-5908-he/igf.aspx Block 1

212.34.11.61 Jordan 147.237.77.17 mazi.idf.ilUnknown HTTP Request Method TP/1.1 in URL mazi.idf.il Block 1

66.249.67.248 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/591-he/mazi.aspks Block 1

46.120.194.52 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

208.115.111.75
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-he Block 1

79.180.116.30 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

66.249.79.231 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-8759-he/igf.aspx Block 1

66.249.67.144 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/vodchannel/ Block 1

212.34.11.61 Jordan 147.237.77.17 mazi.idf.ilMalformed URL Block 1

157.55.39.34
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files Block 1

84.109.49.164 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

66.249.79.245 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5039-he/igf.aspx Block 1

66.249.67.248 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/700-he/bayabashaarchive.aspx Block 1

52.8.231.232
United
States

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 1

208.115.111.75
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/templates/shared/usercontrols/vodchannel/ Block 1

149.78.40.124 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3849-5035-he/igf.aspx Block 1

82.81.25.167 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 82.81.25.167 Block 1

66.249.79.238 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4199-he/igf.aspx Block 1

66.249.67.200 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

212.34.11.61 Jordan 147.237.77.17 mazi.idf.ilMultiple Malformed URL from 212.34.11.61 Block 1

157.55.39.76
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-7708-he Block 1

84.111.137.69 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

77.237.138.51
Czech
Republic

147.237.77.17 mazi.idf.ilUnauthorized URL Access to / Block 1
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