11-05-2015 to 11-06-2015

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

299224

Nunmber
a
Attacks

&

\

&

Top Tar get

M 66.249.79.239, Lhited States
66. 249. 79. 246, Lhited States

M 66.249.79.232, Lhited Sates
66.102.9.111, Lhited Sates
Nunber 66.249.79.78, lhited Sates
(6]
. 249. 79. 2 | |
At acks 66. 249. 79. 238, | sr ael

66. 249. 79. 245, | srael
66. 249. 79. 231, |srael
46.19.86.45, |srael

W 109. 66. 59. 246, | srael

Top Attackers



11-05-2015 to 11-06-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste | gnature | Device Action |DPlocation. Location |Count |
66. 249. 79. 239 Lhited Sates |[147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 111212
66. 249. 79. 246 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 92409
66. 249. 79. 232 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 87043
66.102.9. 111 Lhited Sates |147.237.77.17 |mazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 5743

66. 249. 79. 78 Lhited Sates |[147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2767
180. 97. 106. 37 Chi na 147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1
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11-05-2015 to 11-06-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count
66. 249. 79. 239 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 6
66. 249. 79. 246 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 3
89. 248. 172. 154 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 107. 17. 72 Seychel | es 147.237.77. 17 nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
216. 251. 24. 119 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
119. 42.115. 182 Thai | and 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
193.107.17.72 Seychel | es 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address|Ste Sgnature

82.28.161.4 |United K ngdom 147. 237.77. 17 |nazi . i of .i {Bad TCP sequence S retransmt with different window oot o 194
46. 19. 85. 48 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 40
46. 19. 86. 183 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 40
46.19. 86. 183 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 40
208.115.111.75 |lWhited Sates 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 27
93.172.175.42  |Israel 147. 237.77. 17 |nazi .i of . i {Bad TCP sequence S retransmt withdifferent window oot o 27
46. 19. 85. 239 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 26
46.19. 85. 239 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 25
208.115.113.91 |lWhited Sates 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 25
37.114. 205. 235 IO][an, Islanic Repudl ic 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 16
37. 114, 205. 235 :)fra”' Islamc Repudlic 1147 537 77 17|nazi i df i {Bad TCP sequence I'nval i d AGK nunber al ert 10
46. 19. 86. 228 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 9
31.210.186. 134 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 6
46.19. 85. 123 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 86. 176 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
2.52.178. 38 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
84.108. 168. 227 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 4
2.52.178. 38 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 4
84.108. 168. 227 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
37.26. 149. 238 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence noni t or 4
199.203.215.1 |lIsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 85. 231 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
91. 98. 162. 245 'O;a” Islanmc Repudlic 11,47 537 77 17|z i df i {Bad TCP sequence I'nval i d ACK nunber al ert 2
91. 98. 162, 245 ;a” Islamic RpUDIIC 147 537, 77. 17 |nazi i o .i [Bad TCP sequence Invalid ACK nunber moni t or 2
79. 180. 206. 190 |Israel 147. 237.77. 17 |nazi .i of .i [Bad TCP sequence i;;e”ansm't w th different w ndow noni t or 2
2.54.137.18  |Israel 147.237.77. 17 |nazi . i of . i \AW; asﬁr(;’ner Enf or cenent Véb Servers S ow HITP Denial of Service |reject 2
5.22.134. 29 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
85. 64. 101. 43 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
37.26.149. 238 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122.64 |lhited Sates 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 1
46. 19. 86. 181 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
65. 55. 218. 42 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
188. 120. 148. 252|l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46.19. 85. 124 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
216.223.27.29 |lhited Sates 147.237.77. 17 |nazi .idf.i|Drectory Traversal directory traversal overflow noni t or 1
46.19. 86. 141 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
85. 64. 101. 43 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 1
37.26. 149. 238 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 1
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46. 19. 86. 45 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 3
66. 249. 79. 238 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 2
2.52.29.17 | srael 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 7/ 1087. | pg B ock 1
188. 165. 15. 44 _|France 147.237.77. 17 |nazi .i df . i {Unaut hori zed URL Access to mazi.idf.il/ U.UU@ B ock 1
79.180. 122, 113 |l srael 147.237.77. 17 |nazi .idf.i |D stributed Unaut hori zed URL Access on 147.237.77.17/ 571-he/ i gf . aspx B ock 1
66. 249. 79. 238 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 4170-he/i gf . aspx B ock 1
64. 79. 85. 205 Lhited Sates [147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/shared/ usercontrol s/ vodchannel / B ock 1
) .. . {Unauthori zed URL Access to
207.46.13.190 |Uhited Sates  |147.237.77. 17|mazi. i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct urei nf o/ pi ct ur ei nf 0. aspx Bl ock !
109. 66. 59. 246 |l srael 147.237.77. 17 |nazi .i df . i |PHP At t enpt B ock 1
66. 249. 79. 245 |l srael 147.237.77. 17 |nazi . i df.i|{Unhaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
66. 249. 79. 231 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
40.77. 167. 33 Lhited Sates [147.237.77.17|nmazi.idf.i|Unaut horized URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
188. 165. 15. 44 |Fance 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to nazi.idf.il/14-8347-he B ock 1
79. 180. 206. 190 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
66. 249. 79. 239 |l srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed UR. Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ |B ock 1
66. 249. 79. 231 |l srael 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 1
212.199. 144. 80 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
109. 66. 59. 246 |l srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to nazi.idf.il/aj ax/ pages/fan status. php B ock 1
.. . .{Unauthori zed URL Access to
66.249.79. 245 |l srael 147.237.77. 17 nazi i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct urei nf o/ pi ct ur ei nf 0. aspx Bl ock !
204.87.255. 7 Canada 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-8335-he B ock 1
82.28.161.4 zlr:gegom 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 4637-5227- hel i gf . aspx B ock 1
66. 249. 79. 245 |l srael 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 1
66. 249. 79. 231 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3728-9371- he/ i gf . aspx B ock 1
216.223.27.29 |lhited Sates [147.237.77.17|nazi.idf.iJURL is Above Root Drectory ww nazi.idf.il/../inages/trans. gif B ock 1
157.55.39.100 |lhited Sates |147.237.77.17|nazi.idf.i[|Waut horized URL Access to 147.237.77.17/robots. t xt B ock 1
68. 180. 228. 160 |Lhited Sates |147.237.77. 17 |nazi.idf.i{Uaut horized UL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ |B ock 1
66. 249. 79. 238 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3849- 5039- he/ i gf . aspx B ock 1
62.210. 88.201 |Fance 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed URL Access to www googl e. pl / sear ch B ock 1
207.46.13.5 Lhited Sates |147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to ww nazi.idf.il/14-7711-he B ock 1
93.172.175.42 |lsrael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3848- 5183- he/ i gf . aspx B ock 1
66. 249. 79. 245 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/113-9193- he/i gf . aspx B ock 1
66. 249. 79. 231 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 6222- 9239- he/ i gf . aspx B ock 1
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