
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

301,160

5,28410,56715,85121,13426,41831,70136,98542,26847,55252,83558,11963,40268,68673,96979,25384,53689,82095,103100,387105,670110,954116,237121,521126,804132,088137,371142,655147,938153,222158,505163,789169,072174,356179,639184,923190,206195,490200,773206,057211,340216,624221,907227,191232,474237,758243,041248,325253,608258,892264,175269,459274,742280,026285,309290,593295,876301,160

299224

ma
zi
.i
df
.i
l

Top Attackers 

66.249.79.239, United States

66.249.79.246, United States

66.249.79.232, United States

66.102.9.111, United States

66.249.79.78, United States

66.249.79.238, Israel

66.249.79.245, Israel

66.249.79.231, Israel

46.19.86.45, Israel

109.66.59.246, Israel

Top Attackers

Number
Of

Attacks

0

20,000

40,000

60,000

80,000

100,000

66
.2
49
.7
9.
23
9,
 U
ni
te
d 
St
at
es

66
.2
49
.7
9.
24
6,
 U
ni
te
d 
St
at
es

66
.2
49
.7
9.
23
2,
 U
ni
te
d 
St
at
es

66
.1
02
.9
.1
11
, 
Un
it
ed
 S
ta
te
s

66
.2
49
.7
9.
78
, 
Un
it
ed
 S
ta
te
s

66
.2
49
.7
9.
23
8,
 I
sr
ae
l

66
.2
49
.7
9.
24
5,
 I
sr
ae
l

66
.2
49
.7
9.
23
1,
 I
sr
ae
l

46
.1
9.
86
.4
5,
 I
sr
ae
l

10
9.
66
.5
9.
24
6,
 I
sr
ae
l

 11-05-2015 to 11-06-2015 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.79.239 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 111212

66.249.79.246 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 92409

66.249.79.232 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 87043

66.102.9.111 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 5743

66.249.79.78 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 2767

180.97.106.37 China 147.237.77.17 mazi.idf.il block-sp-traf1 drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.79.239 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 6

66.249.79.246 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 3

89.248.172.154 Netherlands 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

193.107.17.72 Seychelles 147.237.77.17 mazi.idf.il ET DROP Spamhaus DROP Listed Traffic Inbound 1

216.251.24.119 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 3072 1

119.42.115.182 Thailand 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

193.107.17.72 Seychelles 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

82.28.161.4 United Kingdom 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN retransmit with different window
scale

monitor 194

46.19.85.48 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 40

46.19.86.183 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 40

46.19.86.183 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 40

208.115.111.75 United States 147.237.77.17 mazi.idf.ildrop SAM rule drop 27

93.172.175.42 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN retransmit with different window
scale

monitor 27

46.19.85.239 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 26

46.19.85.239 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 25

208.115.113.91 United States 147.237.77.17 mazi.idf.ildrop SAM rule drop 25

37.114.205.235
Iran, Islamic Republic
of

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 16

37.114.205.235
Iran, Islamic Republic
of

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 10

46.19.86.228 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

31.210.186.134 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 6

46.19.85.123 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.86.176 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

2.52.178.38 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

84.108.168.227 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

2.52.178.38 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 4

84.108.168.227 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

37.26.149.238 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence monitor 4

199.203.215.1 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.231 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

91.98.162.245
Iran, Islamic Republic
of

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 2

91.98.162.245
Iran, Islamic Republic
of

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

79.180.206.190 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN retransmit with different window
scale

monitor 2

2.54.137.18 Israel 147.237.77.17 mazi.idf.il
Web Server Enforcement
Violation

Web Servers Slow HTTP Denial of Service reject 2

5.22.134.29 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

85.64.101.43 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

37.26.149.238 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

141.212.122.64 United States 147.237.77.17 mazi.idf.ildrop SAM rule drop 1

46.19.86.181 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

65.55.218.42 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

188.120.148.252 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.124 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

216.223.27.29 United States 147.237.77.17 mazi.idf.ilDirectory Traversal directory traversal overflow monitor 1

46.19.86.141 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

85.64.101.43 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

37.26.149.238 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1
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Top Attackers In WAF
Attacker
Address

Attacker Geo Target Address Site Signature
Device
Action

Count

46.19.86.45 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 3

66.249.79.238 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 2

2.52.29.17 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 1

188.165.15.44 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ Ù…ÙˆÙ‚Ø¹ Block 1

79.180.122.113 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/571-he/igf.aspx Block 1

66.249.79.238 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4170-he/igf.aspx Block 1

64.79.85.205 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/shared/usercontrols/vodchannel/ Block 1

207.46.13.190 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

109.66.59.246 Israel 147.237.77.17 mazi.idf.ilPHP Attempt Block 1

66.249.79.245 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

66.249.79.231 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

40.77.167.33 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

188.165.15.44 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8347-he Block 1

79.180.206.190 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

66.249.79.239 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

66.249.79.231 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 1

212.199.144.80 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

109.66.59.246 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ajax/pages/fan_status.php Block 1

66.249.79.245 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

204.87.255.7 Canada 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8335-he Block 1

82.28.161.4
United
Kingdom

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4637-5227-he/igf.aspx Block 1

66.249.79.245 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 1

66.249.79.231 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3728-9371-he/igf.aspx Block 1

216.223.27.29 United States 147.237.77.17 mazi.idf.ilURL is Above Root Directory www.mazi.idf.il/../images/trans.gif Block 1

157.55.39.100 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

66.249.79.238 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5039-he/igf.aspx Block 1

62.210.88.201 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.google.pl/search Block 1

207.46.13.5 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/14-7711-he Block 1

93.172.175.42 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3848-5183-he/igf.aspx Block 1

66.249.79.245 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-9193-he/igf.aspx Block 1

66.249.79.231 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/6222-9239-he/igf.aspx Block 1
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