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11-04-2015 to 11-05-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo

| Target Address

|ste

|9 gnature

| Devi ce Action |DP I ocation. Location

|Count

66. 249. 79. 232 Lhited Sates 147.237.77.17 |nazi.idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 212438
66. 249. 79. 246 Lhited Sates 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 201232
66. 249. 79. 239 Lhited Sates 147.237.77.17 |nazi.idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 132694
66. 249. 81. 217 Lhited Sates 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 7523
73.4.70.121 Lhited Sates 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3364
37.26. 148. 200 | srael 147.237.77.17 |nazi.idf.il |TP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3027
54. 187. 55. 213 Lhited Sates 147.237.77.17 |nazi.idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2498
157. 55. 39. 143 Lhited Sates 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1217
207.46.13.5 Lhited Sates 147.237.77.17 |nazi.idf.il |TCGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 170

66. 249. 79. 80 Lhited Sates 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 56
54.244. 22. 103 Lhited Sates 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3

66. 249. 74. 15 Lhited Sates 147.237.77.17 |nazi.idf.il |TP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2
37.26.146. 139 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2

66. 249. 79. 125 Lhited Sates 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2

141. 0. 12. 143 Nor way 147.237.77.17 |nazi.idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2

66. 249. 79. 245 Lhited Sates 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
206.196.184. 111 |Lhited Sates 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
8.37.70.123 Lhited Sates 147.237.77.17 |nazi.idf.il |TP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1

66. 249. 81. 214 Lhited Sates 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
37.26.146. 132 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
37.26. 146. 142 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1

66. 249. 79. 127 Lhited Sates 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
77.237.154. 221 Czech Republic |[147.237.77.17 |nazi.idf.il |TGP handshake violation, first packet not syn drop BBL- Fr ankf urt 1
46.200. 34. 14 Lkr ai ne 147.237.77.17 |nazi.idf.il |TP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




11-04-2015 to 11-05-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste |Sgnature |I:evi ce Action Count

85. 115. 248. 219 Russi an Federation 147.237.77. 17 nazi.idf.il 15323: HITP: User - Agent ( MRSPUTN K) B ock 1




11-04-2015 to 11-05-2015

|Top Attackers In |D|

Attacker Address|Attacker Geo |Target Address |Ste | gnature | count |
66.249.79.239 |lhited Sates 147.237.77. 17 |nazi . i df . i |ET SCAN NVAP -sA (2) 190
66.249.79.232 |lhited Sates 147.237.77. 17 |nazi . i df .i |ET SCAN NVAP -sA (2) 9
66.249.79.246 |lhited Sates 147.237.77. 17 |nazi . i df .i |ET SCAN NVAP -sA (2) 6
46.151.52. 8 kr ai ne 147.237.77. 17 |nazi . idf .i |ET SCAN NVAP -sS wi ndow 1024 1

187. 60. 247. 195 |Brazil 147.237.77. 17 |nazi .idf.i |ET SCAN Potential SSH Scan 1

194. 63. 140. 74 |Russi an Federation |147.237.77. 17 |nazi .idf.i |ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.77. 17 |nazi .idf.i l|ET SCAN Potential SSH Scan 1
112.166. 177. 57 |Korea, Republic of [147.237.77.17 |nazi.idf.ilJET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
188.138. 9. 51 CGer many 147.237.77. 17 |nazi . idf .i |ET SCAN Potential VNC Scan 5900- 5920 1




11-04-2015 to 11-05-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
46. 19. 85. 126 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 50
46. 19. 85. 35 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 49
46.19. 85. 126 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 49
46. 19. 85. 35 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber aert 36
208. 115.111.75 |lhited Sates 147.237.77. 17 |nazi.idf.il|drop SAMrul e dr op 22
149. 88. 79. 57 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 16
149. 88. 79. 57 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d sequence nuniber noni t or 16
192. 115. 133. 147 |Israel 147.237.77. 17 |nazi.idf.il|Bad TCP sequence I nval i d sequence nunber noni t or 14
46.19. 86. 157 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 13
46. 19. 86. 28 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 9
212.25.123.18 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different wndow scale |nonitor 4
37.26.149. 181 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence alert 4
46.19. 86. 204 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
37.26.149. 181 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence noni t or 4
37.26.148. 132 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different wndow scal e |nonitor 4
194. 153. 113. 13  [Ger nany 147.237.77.17 |nazi.idf.il|Bad TCP sequence SN retransnit wth different wndow scale |nonitor 3
2.54.22.42 | srael 147.237.77.17 |nazi.idf.il|Véb Server Enforcenent Molation |Vb Servers S ow HITP Denial of Service rej ect 2
2.54.40. 18 | srael 147.237.77.17 |nazi.idf.il|Véb Server Enforcenent Molation |[Veb Servers S owHITP Denial of Service rej ect 2
188. 120. 148. 168 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval id ACK nunber noni t or 2
5.22.129.133 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
46.19. 86. 199 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 220 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
157. 55. 39. 29 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
66. 249. 79. 246 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 86. 83 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval id ACK nunber noni t or 1
37.142. 68. 25 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
5.22.129.217 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
131. 253. 26. 243 |Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 86. 22 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
216. 223. 27. 25 Lhited Sates 147.237.77.17 |nazi.idf.il|Drectory Traversal directory traversal overflow noni t or 1
157. 55. 39. 29 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
77.237.154.221 |Czech Republic |147.237.77.17 |nmazi.idf.il|Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
46. 19. 86. 142 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 129 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
37.142. 68. 67 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
31.210.186.170 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 86. 208 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval id ACK nunber noni t or 1
46. 19. 85. 92 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
37.26.149. 181 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
157. 55. 39. 29 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d sequence nunber noni t or 1
2.54.164.72 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
79.179.53. 119 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 198 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval id ACK nunber noni t or 1
37.142. 68. 67 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 86. 236 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 86. 67 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
37.26. 149. 181 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d sequence nuniber noni t or 1
79.180.178. 71 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1




11-04-2015 to

|Top Attackers In V\AF|

11-05-2015

Devi ce

At acker )
Attacker Address Geo ‘Tar get Address |Ste ‘S gnature Acti on ‘Count
5. 196. 20. 82 France 147.237.77. 17 |nazi .idf.i |Mil ti pl e Unaut hori zed URL Access from 5. 196. 20. 82 B ock 21
5. 196. 20. 82 France 147.237.77. 17 |nazi .idf.i{Mil tipl e Admn Bl ocki ng fromb5. 196. 20. 82 B ock 11
164. 138. 112. 185]|I srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 7
5. 196. 20. 82 France 147.237.77. 17 |nazi .i df . i |[PHP At t enpt B ock 7
104. 131. 220. 185 g‘;ttees 147.237.77. 17 |nazi . i df . i [Mul ti pl e Unaut horized URL Access from 104. 131. 220. 185 B ock 3
62.90.211. 107 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 3
79.182.129.74 |lsrael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
79.183. 130. 63 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 2
109. 186. 154. 248|l srael 147.237.77. 17 |nazi . i df.i |D stribut ed Lhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif Bl ock 2
216. 223. 27. 25 g‘;:ﬁd 147.237.77. 17 |nazi .idf .i JURL is Above Root Directory ww nazi.idf.il/../inages/trans. gif B ock 1
66.249. 79. 245 |l srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 113- 10962- he/ i gf . aspx B ock 1
207. 46. 13. 169 LShIaItss 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
Lhi ted L .
162. 243. 188. 75 Sates 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to / B ock 1
66. 249. 79. 78 | srael 147.237.77. 17 |nazi .i df . i [Paraneter Type M ol ati on PageNumin i gf.idf.il/5010-he/igf. aspx B ock 1
5. 196. 20. 82 France 147.237.77. 17 |nazi .i df . i |[Adm n B ocki ng B ock 1
142.54. 174. 66 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to ww cl oud. ph/ B ock 1
95. 86. 96. 240 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
212.179.21.194 |Israel 147.237.77. 17 |nazi .i df.i |D stri buted Unaut hori zed URL Access on 147. 237. 77. 17/ 3849-5035- he/ i gf . aspx B ock 1
68. 180. 230. 40 g‘;ttees 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
.. . JUhauthorized URL Access to
66. 249.79. 238 I srael 147.237.77. 17 |nazi . df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx B ock !
192. 0. 100. 18 ;q;:ees 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
157. 55. 39. 98 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3697- 9151- hel i gf . aspx B ock 1
5. 196. 20. 82 France 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to mazi.idf.il/wp-1ogi n. php B ock 1
2.54.48. 75 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/si p _storage/ fil es/ 7/ 1087. j pg B ock 1
117.78. 13. 54 Chi na 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-he B ock 1
79.182.181. 84 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. j pg B ock 1
208.115.111. 75 g;:: 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to nazi.idf.il/450-he. aspx B ock 1
66. 249. 79. 245 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 113-9067- he/ i gf . aspx B ock 1
66. 249. 79. 231 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ B ock 1
157. 55. 39. 29 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to www nazi . idf.il/14-4983- he B ock 1
212.199. 244. 112|lI srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx B ock 1
77.237.154.221 g;i(t:)n c 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to / B ock 1
66.249. 79. 239  |lsrael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / X" B ock 1
194, 153. 113. 13 |Ger many 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
Lhi ted .. .lUnauthorized URL Access to mazi.idf.il/3728-11581- he/ A—AA—AA—A? A—aE™A]
157. 55. 39. 142 Sates 147.237.77. 17 |nazi . i df . i a6 A—a€CA_AA—aECA—A? . aspx B ock 1
2.54.51. 237 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage/ B ock 1
.. . .JUnauthorized URL Access to
141.0.12.143  |Norvay 147.237. 77 17 ezt AT\ o e 1/ 5dc935ee3f e96098F 0b7f 87901e5bdf 866555295/ Block |1
208.115.113.91 g‘;:ﬁd 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
66.249. 79. 245 |l srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3834- 7123- hel i gf . aspx B ock 1
188. 165. 15. 160 |Fance 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-8346-he B ock 1
66. 249. 79. 238 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 113- 10520- he/ i gf . aspx B ock 1
157. 55. 39. 57 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ B ock 1
104. 131. 220. 185 g;:: 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to nazi.idf.il/450-he. aspx B ock 1
Unhaut hori zed URL Access to
... - Jmazi.idf.il/6368-9571-he/i gf . aspx&a=u&ved=0ccnygoubmnaj gf got cj r nt 4_x98gcf ghyf ao
213.151. 42. 12 | srael 147.287.77. 17 |nazi . i df .| dénukugé&si g2=k8xwpt opj gepox8nbi vwha&usg=af gj cneuj n®0ac3i mdynbngdng5| x9p_g B ock 1
9
79.180.217. 191 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 1
66. 249. 79. 245 | srael 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
207.46. 13. 44 g;:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/6054-he/ B ock 1
Lhited .. . JUnauthorized URL Access to
157.85. 39. 238 Sates 147.237.77. 17 |nazi . i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
62.210. 88. 201 |Fance 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 51.254. 206. 142/ ht t pt est . php B ock 1
2.54.180. 199 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3848- 5222- he/ i gf . aspx B ock 1
141.212.122. 112 g‘;ttees 147.237.77. 17 |nazi . i df . i [Mal formed URL proxyt est. znap. i 0: 80 B ock 1
91. 228. 248. 251 |l srael 147.237.77. 17 |nazi .idf . i |D stri buted Unhaut hori zed URL Access on 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
212.25.123.18 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 7/ 1087. j pg B ock 1
66. 249. 79. 245 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ sip storage/fil es/ 7/ 1087. | pg B ock 1
66. 249. 79. 238 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/robot s. t xt B ock 1
188. 165. 15. 211 |Rance 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
157. 55. 39. 57 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/5010- 9094- he/ i gf . aspx B ock 1
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