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11-03-2015 to 11-04-2015

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature |Device Action |CPlocation Location |Count |
66. 249. 79. 232 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 56916
66. 249. 79. 246 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 51846
66. 249. 79. 239 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 33302
66. 249. 67. 144 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3489
66. 249. 79. 148 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn dr op BBL- Fr ankf urt 568

66. 249. 79. 127 Lhited Sates |147.237.77.17 |nmazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 445

66. 249. 79. 155 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 10

66. 249. 67. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 6

66. 249. 79. 162 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 5
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|Top Attackers In IPS|
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11-03-2015 to 11-04-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 67. 248 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 16

66. 249. 67. 144 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4

66. 249. 79. 246 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2

66. 249. 79. 239 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2

180. 183. 248. 177 Thai | and 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 4096 1
222.127.194. 190 Phi | i ppi nes 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1

180. 183. 248. 177 Thai | and 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1

188. 138. 9. 51 Cer many 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1

5. 39. 222. 253 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




11-03-2015 to 11-04-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name |9 gnature | Devi ce Action |Count |
178. 33. 252. 237  |Fance 147.237.77.17 |nazi.idf.il|drop SAMrul e dr op 99
119. 9. 95. 16 Hong Kong |147.237.77.17 |nazi.idf.il|drop SAMrul e drop 93
46. 19. 85. 89 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 65
46. 19. 85. 142 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 64
46. 19. 85. 89 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber alert 64
46.19. 85. 142 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 64
46.19. 85. 112 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber alert 49
46.19. 85. 112 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 49
213.57.181.227 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 36
176. 13. 0. 245 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 17
46. 19. 85. 16 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 12
46.19. 85. 104 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 10
46. 19. 85. 222 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 10
46. 19. 86. 32 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 10
2.52.36.243 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 9
89. 139. 18. 99 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 9
2.52. 36. 243 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
2.52.36.243 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d sequence nunber noni t or 9
46. 19. 85. 65 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
54.244.22. 103 Lhited Sates [147.237.77.17 |nazi.idf.il|drop SAMrul e dr op 8
46. 19. 86. 9 | srael 147.237.77.17 |nazi.idf.il|drop SAMrul e drop 4
5.22.130. 161 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 86. 30 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
109. 160. 143. 72 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d sequence nunber noni t or 4
199. 203. 215. 1 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
2.52.62.215 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
84.228.72.214 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 3
2.54.145.113 | srael 147.237.77.17 |nazi.idf.il|Véb Server Enforcenent Molation |Veéb Servers S ow HITP Denial of Service rej ect 2
46. 19. 85. 66 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 2
2.54.152. 23 | srael 147.237.77. 17 |nazi.idf.il|Véb Server Enforcenent Violation |Veéb Servers S ow HITP Denial of Service rej ect 2
188. 120. 148. 129 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 2
85.93.91. 84 Ger nany 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 2
2.54.172. 206 | srael 147.237.77.17 |nazi.idf.il|Véb Server Enforcemnent Molation |Veéb Servers S ow HITP Denial of Service rej ect 2
46.19. 85. 197 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 119 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
85.130.136.131 |Israel 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 66 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 1
79.179.22.171 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
5.22.129.169 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 86. 149 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
192.115.83.5 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.19. 85. 139 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
95. 199. 26. 40 Sweden 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
84.228.72.214 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
69. 118. 180. 16 Lhited Sates |147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 86. 40 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 201 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.19. 85. 119 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
79.179. 49. 160 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.19. 86. 205 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1




11-03-2015 to 11-04-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Geo Target Address |Ste ‘S gnature Action ‘Count
2.54.5.102 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif Bl ock 3
109. 226. 22. 161 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned Bl ock 2
84.228.72.214 |lsrael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
84.108.123.92 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 2
66.102. 9. 113 ;h;::s 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
188. 165. 15. 59 |Fance 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to waww nazi.idf.il/14-8345-he Bl ock 1
79.176. 124, 215 |l srael 147.237.77. 17 |nazi .i df . i [Lhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
5. 29. 153. 153 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx B ock 1
- - — - - - o P— e
208. 115. 113. 91 Lhi ted 147. 237 77 17 \nazi i o i Lha‘ut h(.JlI’I"Z(-:‘d URL Access to nmazi.idf.il/4070-11595- he/ xZ2x—x0ex8x2 xax>x xexY B ock 1
Sates Xex'x8§X" X", aspx
150. 70. 173. 58 |Japan 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/favi con. i co B ock 1
66. 249. 79. 245 |lsrael 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ B ock 1
66. 249. 67. 200 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/5551-6171- he/i gf . aspx B ock 1
192. 0. 100. 18 g"attees 147.237.77. 17 |nazi .idf . i |D stributed Unauthorized URL Access on 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
147. 236. 238. 22 |l srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
82 166. 22. 80 | sral 147 237 77. 17 \nazi i of i Pargn}et er Type M ql ation Mast er $ucHeader $ucSear chGont r ol $t xt Search in B ock 1
nazi.idf.il/14-he/igf. aspx
66. 249. 79. 155 |l srael 147.237.77. 17 |nazi .i df . i |[Paranet er Type M ol ati on PageNumin nazi.idf.il/5013-he/i gf . aspx B ock 1
37.142.64.11 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 7/ 1087. j pg B ock 1
208.115.113.91 ;1;::: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to mazi.idf.il/U..UU@ Bl ock 1
176. 13. 0. 245 | srael 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 7/ 1087. | pg B ock 1
85.93.91. 84 Ger many 147.237.77. 17 |mazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
66. 249. 79. 245 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 3848- 5183- he/ i gf . aspx B ock 1
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3697- 9347- hel i gf . aspx B ock 1
207. 46. 13. 169 ;Eg: 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
149. 78. 78. 239 |l srael 147.237.77. 17 |nazi . i df . i jUnaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
- — - - - o Y "
84.108.92. 161 |israel 147. 237 77 17 \nazi i of i Una‘ut hc.)lrlnzed URL Access to mazi.idf.il/4070-11595- he/ xZx—x0ex8x2 xax>x xexY B ock 1
Xex‘x8§X" X", aspx
66. 249. 79. 231 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4146- he/ i gf . aspx B ock 1
40.77. 167. 33 g"attees 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefined Bl ock 1
213.57.181. 227 |l srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
188. 165. 15. 59 |Fance 147.237.77. 17 |nazi .i df .i [Mul ti pl e Uhaut hori zed URL Access from 188. 165. 15. 59 B ock 1
89. 139. 18. 99 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3848-5222- hel i gf . aspx B ock 1
68. 180. 228. 160 g"attees 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / x Bl ock 1
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 5392- 7074- hel i gf . aspx B ock 1
207. 46. 13. 187 gﬁgtt:;:i 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to www nazi.idf.il/14-7707-he B ock 1
150. 70. 173. 11 |Japan 147.237.77. 17 |mazi .idf . i |D stri buted Unaut hori zed URL Access on 147. 237. 77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 79. 231 |Israel 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 1
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