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Top Attackers

208.115.113.91, Whited Sates
157.55.39.93, Lhited Sates
2.52.137.232, Israel

194.90. 99. 193, |srael
5.29.55.118, Israel

68. 180. 228. 160, Whited Sates
68. 180. 230. 125, Whited Sates
212.199. 224. 24, |srael

66. 249. 67. 208, | srael

79.183. 25. 226, |srael




10-21-2015 to 10-22-2015

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |CP 1 ocation. Locati on
208.115.113. 91 Lhited Sates |[147.237.77.17 |mazi.idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3299
157. 55. 39. 93 Lhited Sates [147.237.77.17 |nazi.idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 456
62. 219. 254. 22 | srael 147.237.77.17 |mazi.idf.il ock Wdp Al _Nets drop BBL- | srael 24
147.236. 238. 250 |l srael 147.237.77.17 |mazi.idf.il ock Wdp Al _Nets drop BBL- | srael 3
212.179. 64. 162 | srael 147.237.77.17 |nazi.idf.il [Block Udp All Nets dr op BBL- | srael 3
79.182.208. 216 | srael 147.237.77.17 |mazi.idf.il |Bock Wp Al Nets drop BBL- | srael 3
107. 150. 55. 53 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




10-21-2015 to 10-22-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Address |S te |S gnat ure |Davi ce Action |Oount \
194. 90. 99. 193 | srael 147.237.77. 17 nazi.idf.il C1l000004: HTTP:. options nethod (M crosoft) B ock 90
62. 90. 210. 216 | srael 147.237.77. 17 nazi .idf.il |ClO00004: HTTP. options nethod (M crosoft) B ock 3
106. 38. 241. 106 Chi na 147.237.77. 17 nazi.idf.il Cl03: HITP. User Agent Sogou-+web-+spi der B ock 1




10-21-2015 to 10-22-2015

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |ste | gnature | Count |
80. 186. 91. 47 H nl and 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
207. 47. 253. 52 Canada 147.237.77. 17 nazi.idf.il Tehila - Perl LW wth fake user agent 1
177.53. 238. 220 Brazil 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




10-21-2015 to 10-22-2015

|Top Attackers In FW |

Atacker Address |Attacker Geo |Target Address |Site | Name |9 gnature | Devi ce Action |Count |
46. 19. 85. 15 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 9
46.19. 86. 10 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 9
46.19. 86. 10 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 85. 15 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber aert 9
185. 120. 126. 23 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 8
5. 102. 254. 184 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 98 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 80 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 4
2.54.132.151 | srael 147.237.77.17 |nazi.idf.il|Véb Server Enforcenent Molation |Web Servers S ow HITP Denial of Service rej ect 4
46. 19. 85. 80 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 4
109. 66. 4. 189 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 3
31.210.186. 145 |lIsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 2
5.22.129. 245 | srael 147.237.77.17 |nazi.idf.il|{Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.159. 173 | srael 147.237.77.17 |nazi.idf.il|Véb Server Enforcenent Molation |Wb Servers S ow HITP Denial of Service rej ect 2
84.110. 108. 9 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
79.181.223.133 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
5.22.129. 66 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
87.69. 33.176 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
82.80. 192. 100 | srael 147.237.77.17 |nazi.idf.il|{Bad TCP sequence Inval i d ACK nunber alert 1
84.228. 10. 189 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
80. 246. 130. 10 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
5.22.129. 237 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
82.80. 192. 100 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
85.130. 180. 152 |lIsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
80. 246. 133. 120 |l srael 147.237.77.17 |nazi.idf.il|{Bad TCP sequence Inval id ACK nunber alert 1
149. 78. 197. 39 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
84.110. 108. 9 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber alert 1
87.69.33.176 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber aert 1
80. 246. 133. 120 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 98 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 1
5. 102. 254. 38 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1




10-21-2015 to 10-22-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |Ste Sgnature ; Count
Ceo Action
2.52.137.232 | srael 147.237.77. 17 |nazi .idf.i |O stributed Uhaut hori zed URL Access on igf.idf.il/tothanim B ock 140
68. 180. 228. 160 g‘;tt:: 147.237.77. 17 |mazi . i df . i [Unhaut hori zed URL Access to mazi.idf.il/ xx-AZAS B ock 84
68. 180. 230. 125 g‘;ttees 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to waww nazi.idf.il/14-5475-he B ock 78
212.199. 224. 24 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/ 1. he/general/links_bg.gif B ock 65
5.29.55.118 | srael 147.237.77. 17 |nazi .idf.i [Mil ti pl e Uhaut hori zed URL Access from 5. 29. 55. 118 B ock 56
66. 249. 67. 208 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 40
79. 183. 25. 226 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to igf.idf.il/tothanim B ock 28
5.29.55.118 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 28
157. 55. 39. 222 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 14
5.29.128. 35 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 14
185. 120. 126. 23 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 14
157. 55. 39. 223 gqlatt:sd 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ B ock 14
157. 55. 39. 93 g];::: 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to waw nazi.idf.il/sip storage/files B ock 14
46. 19. 85. 64 | srael 147.237.77. 17 |nazi . i df . i JUhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 7/ 1087. | pg B ock 14
94.159. 203. 177 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif B ock 14
157. 55. 39. 104 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to waw nazi . i df.il/599- he/t ot chani m aspx B ock 14
66. 249. 67. 200 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 13
157. 55. 39. 86 LSthlatt:sd 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 13
157. 55. 39. 157 g];::: 147.237.77. 17 |nazi . i df . i |Di stri buted Waut hori zed URL Access on 147.237.77.17/robot s. t xt B ock 13
85. 64. 182. 95 | srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 13
207.46.13.72 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to nazi.idf.il/14-8335-he B ock 13
157. 55. 39. 216 Lsh'mts: 147.237.77. 17 |nazi . i df . i [Mil ti pl e Uhaut hori zed URL Access from 157. 55. 39. 216 B ock 13
66. 249. 67. 216 | srael 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 13
157. 55. 39. 251 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-7708-he B ock 13
157.55. 39. 94 g‘;ttees 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to waw nazi.idf.il/14-7710-he B ock 13
66. 249. 67. 200 | srael 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 13
212.179.21.194 |lsrael 147.237.77. 17 |nazi .i df . i [Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 13
157. 55. 39. 216 Lsh'mts: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-8346-he B ock 13
109. 66. 4. 189 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 13
66. 249. 67. 216 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 13
Lhited .. . .JUnauthorized URL Access to

184.173.183. 17115 ot e 147. 237. 77. 17 |mzi . Vo 1) i i df i 1/ 4146- hel i of . aspx&usg=al kj r hhehSsuuyOnu2i zhj 20n8s5j paw g B ock 13
81.218.251. 250 |lsrael 147.237.77. 17 |nazi . i df . i JUhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. | pg B ock 13
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