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10-20-2015 to 10-21-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address
66. 249. 67. 144

|Atacker Geo |Target Address

|gte

|S gnature | Device Action |DPlocation. Location |Count |
Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 358
62. 219. 254. 22 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 15




10-20-2015 to 10-21-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |S gnat ure \ Devi ce Action

106. 38. 241. 106 Chi na 147.237.77. 17 nazi.idf.il Cl03: HITP: User Agent Sogou+web+spi der B ock 1




10-20-2015 to 10-21-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste | gnature | count |
66. 249. 67. 248 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 16
66. 249. 67. 135 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 144 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
114.112. 90. 54 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
159. 226. 230. 13 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
40. 115. 63. 150 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 2048 1
104.171.122. 161 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 4096 1
158. 75. 37. 253 Pol and 147.237.77. 17 nazi .idf.il Tehila - Perl LW with fake user agent 1
40. 115. 63. 150 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
40. 115. 63. 150 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
104.171.122. 161 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 3072 1




10-20-2015 to 10-21-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo|Target Address |Ste | Name |9 gnature | Devi ce Action|Count |
46. 19. 85. 102 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 36
46. 19. 85. 102 | srael 147.237.77.17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 36
31.168.99.194 |lsrael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence Invalid ACK nunber alert 9
31.168.99.194 |lsrael 147.237.77. 17 |nazi .idf.il|Bad TCP sequence Invalid ACK nunber noni t or 9
5.22.130. 138 | srael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence Inval id ACK nunber noni t or 8
46.116.252.23 |lsrael 147.237.77. 17 |nazi .i df.il|Bad TCP sequence SN retransnmt wth different wndow scal e |nonitor 4
46. 19. 85. 209 | srael 147.237.77. 17 |nazi .i df.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.148. 84 | srael 147.237.77. 17 |nazi .i df . i [|Véb Server Enforcenent Mol ation Wb Servers S ow HITP Denial of Service rej ect 2
94. 230. 86. 138 |l srael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence Invalid ACK nunber noni t or 2
110. 171. 37. 147 |Thai l and 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber noni t or 1
5.22.130. 138 | srael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence I nval i d sequence nunier noni t or 1
5.22.129. 206 | srael 147.237.77. 17 |nazi .i df.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
177.15.128. 123 |Brazil 147.237.77.17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1
79.181. 130. 142 |l srael 147.237.77.17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1
94. 230. 86. 242 |l srael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1
5.22.130. 138 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber alert 1
180. 97. 63. 35 Chi na 147.237.77.17 |nazi .idf .il|Drectory Traversal directory traversal overflow noni t or 1
80. 246. 130. 108 |l srael 147.237.77. 17 |nazi .i df.il|Bad TCP sequence Inval i d ACK nunber alert 1
95. 35. 16. 78 | srael 147.237.77. 17 |nazi .i df.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
199.203.215.1 |lsrael 147.237.77.17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1
80. 246. 130. 108 |l srael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1
31.168.178. 170 |lsrael 147.237.77. 17 |nazi.idf . i [|Streaming Engi ne: TCP Invalid Checksum |l nval i d checksum Packet dropped. drop 1




10-20-2015 to 10-21-2015

|Top Attackers In V\AF|

Devi ce

‘Attacker G0 |Target Address |Ste ‘S gnat ure Acti on ‘Count
66.117.9.170 Lhited Sates |147.237.77.17 |nazi.idf.i|{Miltiple Admn B ocking from66.117.9. 170 B ock 91
68. 180. 228. 160 [Lhited Sates |147.237.77.17 |nazi.idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-8344-he B ock 78
149. 78. 169. 235 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 52
66.117.9.170 |lLhited Sates |147.237.77.17|nazi.idf.i|PHP Attenpt B ock 52
79.176. 184. 71 |1 srael 147. 237 77. 17 |nazi i of i xLTjitgl?rxl"_ziip;R_ Access to mazi.idf.il/4070-11595- he/ xzx—x0ex8x3 xax>x xexY B ock 39
66. 249. 67. 216 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 39
66. 249. 67. 200 |l srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 39
66.117.9.170 Lhited Sates |147.237.77.17 |nazi.idf.i|{Miltiple Unauthorized URL Access from66.117.9. 170 B ock 39
195. 200. 216. 62 Eéj:;;”im 147.237.77. 17 |nazi .i of .i |Uhaut hori zed LR Access to mazi.idf.il/tenpl ates/ nevsl i st/undefined Bock |26
84.109. 154. 56 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/resource/ userfol | ow esourcel creat e/ B ock 26
31 210. 187. 229 |1 srael 147 237.77. 17 \razi i of i Par anet gr_Typg Mol ati on Mast er SucHeader $ucSear chCont r ol $t xt Search in B ock 26
wwn nazi i df.il/14-heli gf . aspx
66.117.9. 170 Lhited Sates |147.237.77.17 |nazi.idf.i|Uhauthori zed UR. Access to nmazi.idf.il/config/ hel p_new php B ock 13
157.55.39. 251 |lhited Sates |[147.237.77.17 |mazi.idf.i|Unaut hori zed URL Access to igf.idf.il/113-11581-he/ xoexoex? Xx'x'xexgexex?. aspx B ock 13
46. 116. 252. 23 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 13
149. 78. 161. 33 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx B ock 13
66. 249. 93. 242 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 13
66. 249. 67. 200 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Unhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 13
207. 46. 13. 49 Lhited Sates [147.237.77. 17 |nazi.idf.i|Unhaut hori zed URL Access to 147.237.77.17/ 4995- he/i gf . aspx B ock 13
188. 165. 15. 23 |Fance 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-7713-he B ock 13
157.55.39.109 |Lhited Sates |147.237.77.17|mazi.idf.i|Uaut hori zed URL Access to 147.237.77.17/ 6051- he/ i gf . aspx B ock 13
66. 199. 231. 242 |Lhited Sates |147.237.77.17 |nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx B ock 13

Unaut hori zed URL Access to
mazi .idf.il/iptac-564d6202f 45eddd2ddd5- 6204e359e234/ s0001/ 444d5a5¢7463333334

169.203.215. 1 fIsrael 147. 237 77. 17 |mazi . 1o 113335 4064607265736 - - 1445325545 - 3552- - 1445250543- - 369cd3d3598e229dsab |2 °K |13
12a8e6d6e751d31f 2015080c0208877df 8ae6a31f f e34/ http:/mazi .i df.il/webresource. axd
180.97.63.35 |China 147.237.77. 17 |nazi .idf.i |UR is Above Root Orectory nazi.idf.il/../shared/ clientscripts/jquery.mn.js B ock 13
46.121. 88. 210 |lsrael 147.237.77. 17 |nazi .i df.i|D stri but ed Unaut hori zed URL Access on 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 13
66. 249. 93. 245 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Unaut hori zed URL Access on 147.237.77.17/ 571-he/ i gf . aspx B ock 13
207.46.13. 167 |Lhited Sates |147.237.77.17 |nazi.idf.ilUhaut hori zed URL Access to 147.237.77.17/ 3697-9151- he/ i gf . aspx B ock 13
188. 165. 15. 230 |Fance 147.237.77. 17 |nazi .idf.i|Mil tipl e Unaut hori zed URL Access from 188. 165. 15. 230 B ock 13
157.55. 39. 222 |lhited Sates |[147.237.77.17 |nazi.idf.i|Uaut hori zed URL Access to 147.237.77. 17/ 6050- he/ i gf . aspx B ock 13
66. 249. 67. 248 |l srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/14-he B ock 13
66. 249. 67. 95 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to waww nazi . i df.il/tenpl at es/ shared/ user control s/ vodchannel / |B ock 13
207. 46. 13. 49 Lhited Sates |147.237.77.17 |nazi.idf.i|D stributed Unaut hori zed URL Access on 147.237.77. 17/ B ock 13
180. 97. 106. 162 |Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 13
62.210. 247. 93 |Fance 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nmazi.idf.il/450- he. aspx B ock 13
157. 55. 39. 69 Lhited Sates |147.237.77.17 |nazi.idf.i|Uaut hori zed UR. Access to 147.237.77.17/ 62-he/i gf . aspx B ock 13
207.46.13. 167 |Lhited Sates |147.237.77.17 |nazi.idf.ilUhaut hori zed URL Access to 147.237.77.17/5013-9133- he/i gf . aspx B ock 13
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Unaut hori zed UR. Access on 147.237.77.17/robot s. t xt B ock 13
188. 165. 15. 230 |France 147.237. 77. 17 |vazi i of i lz.giiuot horized URL Access to mazi.idf.il/3697-9630-he/igf.aspx 10 x'x xex'x7x'x B ock 13
157.55. 39. 223 |lhited Sates |[147.237.77.17 |nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 120-hel i gf . aspx B ock 13
89. 139. 168. 197 [ srael 147.237.77. 17 |nazi .i of .i i’:a:;;';” zed R Access to mmazi. i df. 11/7343- 11581-he/ xaexoex? xxixexcexs Bock |13
66. 249. 93. 239 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Unaut hori zed URL Access on 147.237.77.17/ 571-he/ i gf . aspx B ock 13
66. 249. 67. 144 |l srael 147.237.77. 17 |nazi . i df .i|Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ newsgal | ery/ B ock 13
207. 46. 13. 49 Lhited Sates |147.237.77.17 |nazi.idf.i|Uaut horized URL Access to 147.237.77.17/ 101- he/i gf . aspx B ock 13
183. 57. 153. 133 |Chi na 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/webresource. axd¥sf d B ock 13
66.117.9. 170 Lhited Sates |147.237.77.17 |nazi.idf.i|Adm n Bl ocki ng B ock 13
157. 55. 39. 69 Lhited Sates |147.237.77.17 |nazi.idf.i|Uaut horized URL Access to 147.237.77.17/robots. t xt B ock 13
77.126.16.213 |lsrael 147.237.77. 17 |nazi . i df . i |Paraneter Type Mol ation _ EVENITARET in nazi.idf.il/700-he/igf.aspx B ock 13
212.76.99. 253 |Israel 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 13
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi . i df.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 13
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