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Top Attackers 

66.249.67.135, United States

66.249.67.144, United States

66.249.65.22, United States

66.249.67.248, United States

64.233.173.126, United States

216.224.172.76, United States

103.4.17.150, Australia

66.249.65.245, Israel

66.249.67.216, Israel

157.56.0.166, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.67.135 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 2705

66.249.67.144 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 1532

66.249.67.248 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 460

64.233.173.126 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 128

62.219.254.22 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 18

142.54.174.66 United States 147.237.77.17 mazi.idf.il block-sp-traf1 drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.65.22 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 1187

66.249.67.135 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

85.98.176.123 Turkey 147.237.77.17 mazi.idf.il ET SCAN Potential VNC Scan 5800-5820 1

178.89.191.77 Kazakstan 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

66.249.65.18 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 1

124.248.40.133 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

193.105.134.220 Sweden 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

199.203.215.1 Israel 147.237.77.17 mazi.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet dropped. drop 4

109.67.38.149 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

206.253.226.23
United
States

147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 3

80.246.130.230 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 3

46.19.85.175 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

81.218.13.130 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

5.22.130.138 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

54.72.73.168 Ireland 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

82.166.22.36 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

109.186.156.26 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

5.22.129.64 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

212.117.140.170 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

84.228.169.119 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

52.4.90.30
United
States

147.237.77.17 mazi.idf.ilDirectory Traversal directory traversal overflow monitor 1

193.108.195.249 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

81.218.13.130 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

5.22.129.142 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

109.66.175.91 Israel 147.237.77.17 mazi.idf.ilHTTP Format Sizes
'Referer' header length exceeded maximum
allowed length

monitor 1

54.72.0.55 Ireland 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker
Address

Attacker Geo Target Address Site Signature
Device
Action

Count

157.56.0.166 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/newslist/undefined Block 39

103.4.17.150 Australia 147.237.77.17 mazi.idf.ilPHP Attempt Block 39

216.224.172.76 United States 147.237.77.17 mazi.idf.ilPHP Attempt Block 39

103.4.17.150 Australia 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/index.php Block 26

66.249.65.245 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 26

66.249.67.200 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 26

66.249.67.216 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 26

66.249.65.245 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 26

216.224.172.76 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/index.php Block 26

157.55.39.69 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 13

85.250.194.220 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to m.mazi.idf.il/7343-11581-he/×œ×œ×? ×’×‘×•×œ×•
×ª.aspx

Block 13

66.249.67.208 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 13

216.224.172.76 United States 147.237.77.17 mazi.idf.ilAdmin Blocking Block 13

66.249.65.238 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 13

54.165.211.159 United States 147.237.77.17 mazi.idf.ilPHP Attempt Block 13

68.180.230.40 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 13

66.249.67.144 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-he Block 13

206.253.226.23 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 13

66.249.65.26 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 13

157.55.39.104 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to www.mazi.idf.il/4070-11595-he/Ã—Å¾Ã—â€”Ã—Å“Ã—
Â§Ã—Âª Ã—ÂªÃ—â€ºÃ—Â Ã—â€¢Ã—Ã¿ Ã—â€¢Ã—â€˜Ã—Â§Ã—Â¨Ã—â€?.aspx

Block 13

93.173.56.188 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4944-he/igf.aspx Block 13

66.249.67.208 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 13

216.224.172.76 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 216.224.172.76 Block 13

66.249.65.238 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 13

54.172.196.132 United States 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 13

183.57.153.222 China 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/shared/clientscripts/homepage/homepage.js%3fsiteversion

Block 13

78.128.92.202 Bulgaria 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 13

66.249.67.144 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 13

207.46.13.49 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 13

66.249.65.231 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 13

2.54.11.33 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 13

157.55.39.169 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 13

103.4.17.150 Australia 147.237.77.17 mazi.idf.ilAdmin Blocking Block 13

66.249.67.216 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 13

54.172.196.132 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/wp-login.php Block 13

188.143.232.13
Russian
Federation

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 13

109.67.38.149 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5216-he/igf.aspx Block 13

80.246.130.230 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/4944-he/igf.aspx Block 13

207.46.13.49 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 13

66.249.65.231 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 13

54.165.211.159 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 54.165.211.159 Block 13

157.55.39.173 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-9697-he/igf.aspx Block 13

103.4.17.150 Australia 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 103.4.17.150 Block 13

199.203.215.1 Israel 147.237.77.17 mazi.idf.ilSuspicious Response Code Block 13

66.249.65.26 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 66.249.65.26 Block 13
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