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66.249.67.135, Lhited Sates
66.249. 67. 144, lhited Sates
66.249.65.22, Lhited Sates
66. 249. 67.248, Lhited Sates
64.233.173. 126, Whited Sates
216.224.172.76, lhited Sates
103.4.17.150, Australia

66. 249. 65. 245, | srael

66. 249. 67. 216, | srael

157.56. 0. 166, Lhited Sates
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|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Geo

|gte

|9 gnature

| Devi ce Action |DP location. Location

|Count |

66. 249. 67. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2705
66. 249. 67. 144 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1532
66. 249. 67. 248 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 460
64.233.173. 126 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 128
62. 219. 254, 22 | srael 147.237.77.17 |nazi.idf.il |[B ock Wp Al Nets drop BBL- | srael 18
142.54. 174. 66 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1
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10-19-2015 to 10-20-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste | gnature | count |
66. 249. 65. 22 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 1187

66. 249. 67. 135 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2

85.98. 176. 123 Tur key 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5800- 5820 1

178. 89. 191. 77 Kazakst an 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1

66. 249. 65. 18 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sA (2) 1

124. 248. 40. 133 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1

193. 105. 134. 220 Sweden 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
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A tacker
Ceo

Devi ce

Attacker Address Action
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Sreaning Engine: TCP Invalid

199. 203. 215. 1 | srael 147.237.77. 17 |nazi .idf . i Invalid segnent retransmssion. Packet dropped. |drop

Ret r ansni ssi on

4
109. 67. 38. 149 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 4
206. 253. 226. 23 g‘;ttees 147.237.77. 17 |nazi . idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 3
80. 246. 130. 230 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 3
46. 19. 85. 175 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
81.218.13.130 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
5.22.130.138 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
54.72.73.168 Irel and 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
82. 166. 22. 36 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
109. 186. 156. 26 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
5.22.129. 64 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
212.117.140. 170|I srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
84.228.169. 119 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
52.4.90. 30 LSthlatt:sd 147.237.77. 17 |nazi .idf .i|Drectory Traversal directory traversal overflow noni t or 1
193. 108. 195. 249l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
81.218.13. 130 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
5.22.129. 142 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
109.66.175.91 |israel 147.237.77. 17 |nazi .i of .i |HTTP Fornat S zes Referer' header |ength exceeded naxi num moni t or 1
al | oved | ength
54.72.0.55 Irel and 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker G0 |Target Address|Ste ‘S gnature Action ‘Count
157. 56. 0. 166 Lhited Sates [147.237.77. 17 |nazi.idf.i|lhaut hori zed UR_ Access to igf.idf.il/tenplates/newslist/undefined B ock 39
103.4.17.150 |Australia 147.237.77. 17 |nazi .i df . i |[PHP Attenpt B ock 39
216.224.172.76 |Lhited Sates |147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 39
103. 4. 17.150 Australia 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/index. php B ock 26
66. 249. 65. 245 |l srael 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed UR. Access on 147.237.77. 17/ robot s. t xt B ock 26
66. 249. 67. 200 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 26
66. 249. 67. 216 |Israel 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 26
66. 249. 65. 245 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 26
216.224.172.76 |Lhited Sates |147.237.77. 17 |mazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/index. php B ock 26
: .. . Jlhauthori zed URL Access to
157.55.39. 69 United Sates  147.237.77. 17 nazi i df. | 147.237.77. 17/ t enpl at econt rol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock 13
85. 250. 194. 220 |I srael 147.237.77.17 |nezi . i of . | xlfa:;;‘)‘(’” zed URL Access to mnazi.idf.il/7343- 11581-he/ xaexoex? xixixexeexs gy 13
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi .idf.i D stri buted Whaut hori zed UR. Access on 147.237.77. 17/ robot s. t xt B ock 13
216.224.172.76 |Lhited Sates |147.237.77. 17 |nazi .idf.i |JAdm n Bl ocki ng B ock 13
66. 249. 65. 238 |l srael 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 13
54.165.211. 159 |Lhited Sates |147.237.77. 17 |nazi .idf.i |PHP At tenpt B ock 13
68. 180. 230. 40 |Lhited Sates 147.237.77. 17 |nazi . i df.i|Di stributed Unaut horized URL Access on 147.237.77. 17/ robot s. t xt Bl ock 13
66. 249. 67. 144 |l srael 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/14-he B ock 13
206. 253. 226. 23 |Lhited Sates |147.237.77.17 |nazi.idf.i|Uaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 13
66. 249. 65. 26 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 13
i .. JUnaut hori zed URL Access to www. nazi.idf.il/4070-11595- he/ A—AYA—a€"A—AA-
157.55.39. 104 |Lhited Sates |147.237.77.17|nazi.idf.i ASA—A2 A—AsA—2€9A—A A—a€CA—A; A—aEcA_ae A_ASA—A  A—a€?. as B ock 13
93.173.56. 188 |l srael 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77. 17/ 4944- hel i gf . aspx B ock 13
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ robot s. t xt B ock 13
216.224.172.76 |Lhited Sates |147.237.77. 17 |nazi .idf.i|Miltiple Uhaut hori zed UR. Access from 216. 224.172. 76 B ock 13
66. 249. 65. 238 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 13
54.172.196. 132 |Lhited Sates |147.237.77.17 |nazi.idf.i|D stributed PHP At enpt B ock 13
. - - JUhaut hori zed URL Access to
183.57. 153. 222 | Chi na 147.237.77. 17 |nazi . i of .| nazi . i df.il/shared/ clientscripts/ honepage/ honepage. j s%8f si t ever si on Bl ock 13
78.128.92.202 |Blgaria 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ B ock 13
66. 249. 67. 144 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 13
207. 46. 13. 49 Lhited Sates 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ Bl ock 13
66. 249. 65. 231 |l srael 147.237.77. 17 |nazi . i df.i|Di stribut ed Unaut horized URL Access on 147.237.77. 17/ robot s. t xt Bl ock 13
2.54.11. 33 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 7/ 1087. j pg B ock 13
157.55.39.169 |lLhited Sates |147.237.77. 17 |nazi.idf.i|lhauthorized UR. Access to mazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 13
103. 4. 17. 150 Australia 147.237.77.17 |nazi .i df . i |[Adm n B ocki ng B ock 13
66. 249. 67. 216 |l srael 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed UR. Access on 147.237.77. 17/ robot s. t xt B ock 13
54.172.196. 132 |Lhited Sates |147.237.77.17 |mazi.idf.i|Wauthorized URL Access to nazi.idf.il/wp-1o0gin. php B ock 13
188. 143. 232. 13 gz:::tr: on 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 13
109. 67. 38. 149 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx B ock 13
80. 246. 130. 230 |l srael 147.237.77. 17 |nazi . i df . i |Oi stri buted Unhaut hori zed URL Access on 147.237.77. 17/ 4944-he/ i gf . aspx B ock 13
) - . JUhaut hori zed URL Access to
207.46.13. 49 United Sates  |147.287.77. 17 nazi . idf.i 147.237.77. 17/ t enpl at econtr ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock 13
66. 249. 65. 231 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ robot s. t xt B ock 13
54.165.211. 159 |Lhited Sates |147.237.77. 17 nazi.idf.i|Miltiple Uaut horized UR Access from 54.165. 211. 159 B ock 13
157.55. 39. 173 |lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 113-9697- he/ i gf . aspx B ock 13
103. 4. 17. 150 Australia 147.237.77. 17 |nazi .idf.i |Mul ti pl e Uhaut hori zed URL Access from 103. 4. 17. 150 B ock 13
199. 203. 215.1 |lsrael 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code B ock 13
66. 249. 65. 26 | srael 147.237.77. 17 |nazi . i df .i [Mil ti pl e Uhaut hori zed URL Access from 66. 249. 65. 26 B ock 13
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