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Top Attackers 

66.249.93.140, United States

198.204.239.122, United States

31.210.191.117, Israel

66.249.65.26, United States

64.46.23.242, Canada

68.180.228.160, United States

69.195.82.46, United States

202.191.63.69, Australia

69.162.103.210, United States

162.144.98.244, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.93.140 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 3340

62.219.254.22 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 27

212.179.64.162 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.65.26 United States 147.237.77.17 mazi.idf.ilET SCAN NMAP -sA (2) 456

66.249.65.18 United States 147.237.77.17 mazi.idf.ilET SCAN NMAP -sA (2) 2

66.249.65.22 United States 147.237.77.17 mazi.idf.ilET SCAN NMAP -sA (2) 2

200.1.214.98 Suriname 147.237.77.17 mazi.idf.ilET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute Force 1

59.57.20.154 China 147.237.77.17 mazi.idf.ilET SCAN Potential SSH Scan 1

198.20.69.74 United States 147.237.77.17 mazi.idf.ilET DROP Dshield Block Listed Source 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

46.19.85.183 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 36

46.19.85.183 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 36

46.19.85.164 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 25

46.19.85.164 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 25

46.19.85.123 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 9

46.19.85.123 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

93.172.122.73 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN retransmit with different window
scale

monitor 8

2.54.30.18 Israel 147.237.77.17 mazi.idf.il
Web Server Enforcement
Violation

Web Servers Slow HTTP Denial of Service reject 2

109.65.186.27 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.120.132.129 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

212.179.214.219 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

79.179.151.17 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

5.22.129.67 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

109.65.186.27 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.121.120.180 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

84.108.171.44 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

5.28.129.28 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

212.95.145.219
Iran, Islamic Republic
of

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.121.128.158 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.120.132.129 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

5.102.254.187 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

212.179.57.178 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

77.237.146.28 Czech Republic 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Response out of state monitor 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

31.210.191.117 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 31.210.191.117 Block 494

198.204.239.122 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 198.204.239.122 Block 325

198.204.239.122 United States 147.237.77.17 mazi.idf.ilMultiple Admin Blocking from 198.204.239.122 Block 169

68.180.228.160 United States 147.237.77.17 mazi.idf.il
Parameter Type Violation DocID in
mazi.idf.il/templatecontrols/pictureinfo/pictureinfo.aspx

Block 156

64.46.23.242 Canada 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 64.46.23.242 Block 130

64.46.23.242 Canada 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 117

192.118.10.10 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/0/7530.jpg Block 78

198.204.239.122 United States 147.237.77.17 mazi.idf.ilPHP Attempt Block 78

68.180.228.160 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/4070-11595-he/×ž×—×œ×§×ª ×ª×›
× ×•×Ÿ ×•×‘×§×¨×”.aspx

Block 78

68.180.230.125 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/14-5475-he Block 78

54.200.237.189 United States 147.237.77.17 mazi.idf.ilPHP Attempt Block 39

78.46.153.166 Germany 147.237.77.17 mazi.idf.ilPHP Attempt Block 39

202.191.63.69 Australia 147.237.77.17 mazi.idf.ilPHP Attempt Block 39

162.144.98.244 United States 147.237.77.17 mazi.idf.ilPHP Attempt Block 39

69.195.82.46 United States 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 39

69.162.103.210 United States 147.237.77.17 mazi.idf.ilPHP Attempt Block 39

81.19.182.82 United Kingdom 147.237.77.17 mazi.idf.ilPHP Attempt Block 39

69.195.82.46 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/index.php Block 26

81.19.182.82 United Kingdom 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/index.php Block 26

54.200.237.189 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/index.php Block 26

202.191.63.69 Australia 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/index.php Block 26

162.144.98.244 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/index.php Block 26

78.46.153.166 Germany 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 78.46.153.166 Block 26

69.162.103.210 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/index.php Block 26

79.179.1.138 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 26

202.191.63.69 Australia 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 202.191.63.69 Block 13

69.162.103.210 United States 147.237.77.17 mazi.idf.ilAdmin Blocking Block 13

162.144.98.244 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 162.144.98.244 Block 13

66.249.65.231 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 13

207.46.13.62 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5010-9094-he/igf.aspx Block 13

69.195.82.46 United States 147.237.77.17 mazi.idf.ilDistributed Admin Blocking Block 13

188.165.15.23 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8330-he Block 13

157.55.39.69 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 13

46.19.86.83 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4944-he/igf.aspx Block 13

81.19.182.82 United Kingdom 147.237.77.17 mazi.idf.ilAdmin Blocking Block 13

77.237.146.28 Czech Republic 147.237.77.17 mazi.idf.ilUnauthorized URL Access to / Block 13

198.204.239.122 United States 147.237.77.17 mazi.idf.ilAdmin Blocking Block 13

69.162.103.210 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 69.162.103.210 Block 13

66.249.65.238 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 13

81.218.251.250 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 13

217.69.133.222
Russian
Federation

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/450-he.aspx Block 13

198.204.239.122 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/freeaspupload/uploadtester.asp Block 13

188.165.15.23 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/general/×” Block 13

157.55.39.103 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/Ã¹â€¦Ã¹Ë†Ã¹â€šÃ¸Â¹ Block 13

66.249.65.18 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 13

54.200.237.189 United States 147.237.77.17 mazi.idf.ilAdmin Blocking Block 13

81.19.182.82 United Kingdom 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 81.19.182.82 Block 13

78.46.153.166 Germany 147.237.77.17 mazi.idf.ilAdmin Blocking Block 13

66.249.67.200 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 13

149.88.93.220 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 13

78.128.92.202 Bulgaria 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 13

202.191.63.69 Australia 147.237.77.17 mazi.idf.ilAdmin Blocking Block 13

69.195.82.46 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 69.195.82.46 Block 13

189.122.197.179 Brazil 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/0/1420.jpg Block 13

162.144.98.244 United States 147.237.77.17 mazi.idf.ilAdmin Blocking Block 13

66.249.65.22 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 13

54.200.237.189 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 54.200.237.189 Block 13

66.249.67.208 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 13

188.165.15.23 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-10106-he Block 13

157.55.39.68 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 13

64.46.23.242 Canada 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8330-he Block 13

31.210.191.117 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/1.he/header_title.not Block 13

78.46.153.166 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/index.php Block 12

207.46.13.49 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 11
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