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W 66.249.93. 140, Lhited Sates
198. 204. 239. 122, Whited Sates
W 31.210. 191. 117, Israel
66. 249. 65.26, Lhited Sates
H 64. 46. 23. 242, Canada
I 68.180.228.160, Lhited Sates
¥ 69.195.82.46, Lhited Sates
W 202.191.63.69, Australia
69. 162. 103. 210, Lhited Sates
H 162.144.98.244, Whited Sates




10-18-2015 to 10-19-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

|Atacker Geo |Target Address |Ste

|9 gnature | Device Action |DP location. Location |Count |
66. 249. 93. 140 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3340
62. 219. 254. 22 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 27
212.179. 64. 162 | srael 147.237.77.17 |nazi.idf.il |Bock Udp Al Nets drop BBL- | srael 3




10-18-2015 to 10-19-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



10-18-2015 to 10-19-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | count |
66. 249. 65. 26 Lhited Sates |147.237.77. 17 |nazi.idf.il|[ET SCAN NVAP -sA (2) 456
66. 249. 65. 18 Lhited Sates |147.237. 77.17 |nazi.idf.il|ET SCAN NVAP -sA (2) 2

66. 249. 65. 22 Lhited Sates |147.237. 77.17 |nazi.idf.il|ET SCAN NVAP -sA (2) 2

200. 1. 214. 98 Suri nane 147.237.77.17 |nazi.idf.il|ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1

59. 57. 20. 154 Chi na 147.237.77.17 |nazi.idf.il|ET SCAN Potential SSH Scan 1

198. 20. 69. 74 Lhited Sates |147.237.77.17 |nazi.idf.il|ET DROP Dshiel d B ock Listed Source 1




10-18-2015 to 10-19-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

‘ Target Address

Ste

Sgnature

46.19. 85. 183 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 36
46.19. 85. 183 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 36
46. 19. 85. 164 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 25
46.19. 85. 164 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 25
46. 19. 85. 123 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 9
46.19. 85. 123 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 9
93.172.122.73  |Israel 147. 237.77. 17 |nazi .i of .i [Bad TCP sequence ?C(Z;e“ansm't w th different w ndow noni t or 8
2.54.30. 18 I srael 147.237.77. 17 |nazi . i of . i \AWE’I asﬁr(;’ner Enf or cenent Véb Servers S ow HITP Denial of Service |reject 2
109. 65. 186. 27 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
46.120. 132. 129 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
212.179. 214. 219|l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
79.179.151. 17 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
5.22.129. 67 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
109. 65. 186. 27 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
46.121. 120. 180 |l srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
84.108. 171. 44 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
5.28.129. 28 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
212. 95. 145, 219 ;a” Islamc Repudlic 1147 537 77 17|nazi i df i {Bad TCP sequence Invalid ACK nunber oni t or 1
46.121. 128. 158 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46.120. 132. 129 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
5.102. 254. 187 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
212.179.57.178 |lsrael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
77.237.146.28 |Czech Republic 147.237.77. 17 |nazi .i df .1 |Bl ock HTTP Non Conpl i ant Response out of state noni t or 1




10-18-2015 to 10-19-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo Target Address |Ste ‘S gnature Action ‘Count
31.210.191. 117 |lsrael 147.237.77. 17 |nazi .idf.i|Mil ti pl e Uhaut hori zed URL Access from 31.210. 191. 117 B ock 494
198. 204. 239. 122|lhited Sates 147.237.77. 17 |nazi .idf.i|Mul ti pl e Whaut hori zed URL Access from 198. 204. 239. 122 B ock 325
198. 204. 239. 122|lLhited Sates 147.237.77. 17 |nazi .i df .i {Mil ti pl e Adm n B ocki ng from 198. 204. 239. 122 B ock 169
; .. . .|Paraneter Type Molation DoclDin

68. 180.228. 160 |lLhited Sates 147.237.77. 17 |nazi . i df . i nazi.idf.iI/)ltp(Sanatecontrols/pictureinfo/pictureinfo.aspx B ock 156
64. 46. 23. 242 Canada 147.237.77. 17 |nazi .idf.i|Mul ti pl e Uhaut hori zed URL Access from 64. 46. 23. 242 B ock 130
64. 46. 23. 242 Canada 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ |Bl ock 117
192.118.10.10 |lIsrael 147.237.77. 17 |nazi .i df . i {Lhaut hori zed UR. Access to nazi.idf.il/sip storage/fil es/ 0/ 7530. ] pg B ock 78
198. 204. 239. 122|Lhited Sates 147.237.77. 17 |nazi . i df .i |PHP Att enpt B ock 78
68.180.228. 160 |Wnited Sates  |147.237.77.17 |nazi.icf.i lx'hi‘figorx'.iidv%,f:scéfs to mazi.idf.i174070-11595- hef xzx—xoexGx@ x|y oo 78
68. 180. 230. 125 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to www nazi.idf.il/14-5475-he B ock 78
54.200. 237.189 |lhited Sates 147.237.77. 17 |nazi .i df . i |PHP Att enpt B ock 39
78.46.153.166 |CGer nany 147.237.77. 17 |nazi .i df .i |PHP Att enpt B ock 39
202.191.63.69 |Australia 147.237.77. 17 |nazi .i df . i |PHP At t enpt B ock 39
162. 144. 98. 244 |Lhited Sates 147.237.77. 17 |nazi .i df . i |PHP Att enpt B ock 39
69. 195. 82. 46 Lhited Sates 147.237.77. 17 |nazi .idf.i|D stributed PHP At enpt B ock 39
69. 162. 103. 210 |lLhited Sates 147.237.77. 17 |nazi .i df . i |PHP At t enpt B ock 39
81.19.182. 82 Uni ted Kingdom [147.237.77. 17 |nazi.idf.i |PHP Attenpt B ock 39
69. 195. 82. 46 Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/index. php B ock 26
81.19.182. 82 Uni ted Kingdom [147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/index. php B ock 26
54.200.237.189 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/index. php B ock 26
202.191.63.69 |Australia 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/index. php B ock 26
162. 144.98. 244 |lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/index. php B ock 26
78.46.153. 166 |Ger many 147.237.77. 17 |nazi .i df .i {Mil ti pl e Uhaut hori zed UR. Access from 78. 46. 153. 166 B ock 26
69. 162. 103. 210 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/index. php B ock 26
79.179.1.138 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsli st/ undefi ned B ock 26
202.191.63.69 |Australia 147.237.77. 17 |nazi .i df .i {MIl ti pl e Whaut hori zed URL Access from 202. 191. 63. 69 B ock 13
69. 162. 103. 210 |lLhited Sates 147.237.77. 17 |nazi .i df . i |Adm n Bl ocki ng B ock 13
162. 144.98. 244 |lhited Sates 147.237.77. 17 |nazi .idf.i|Mil tipl e Uhaut hori zed URL Access from 162. 144. 98. 244 B ock 13
66. 249. 65. 231 |l srael 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to 147.237.77.17/robots. t xt B ock 13
207. 46. 13. 62 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 5010- 9094- he/ i gf . aspx B ock 13
69. 195. 82. 46 Lhited Sates 147.237.77. 17 |nazi .i df.i |D stributed Admn B ocking B ock 13
188. 165. 15. 23 Fance 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8330-he B ock 13
157. 55. 39. 69 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 13
46. 19. 86. 83 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-he/ i gf . aspx B ock 13
81.19.182. 82 Uni ted Kingdom [147.237.77.17 |nazi .idf.i |Adm n B ocki ng B ock 13
77.237.146.28 |Czech Republic |147.237.77. 17 |nazi.idf.i|Unaut hori zed UR. Access to / B ock 13
198. 204. 239. 122|Lhited Sates 147.237.77. 17 |nazi .i df . i |Adm n Bl ocki ng B ock 13
69. 162. 103. 210 |lhited Sates 147.237.77. 17 |nazi . i df .i {Ml ti pl e Uhaut hori zed URL Access from 69. 162. 103. 210 B ock 13
66. 249. 65. 238 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 13
81.218. 251. 250 |Israel 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/ fil es/ 1/ 2061. j pg B ock 13
217.69. 133. 222 :32::1”' on 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/450- he. aspx B ock 13
198. 204. 239. 122|lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/freeaspupl oad/ upl oadt est er. asp B ock 13
188. 165. 15. 23  |Fance 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/ general / x” B ock 13
157.55.39.103 |Lhited Sates 147.237.77. 17 |nazi . i df.i |Unaut hori zed LRL Access to nmazi.idf.il/Aa€ A EtA a€5A AL Bl ock 13
66. 249. 65. 18 | srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 13
54.200.237. 189 |lLhited Sates 147.237.77. 17 |nazi .i df . i |Adnmi n Bl ocki ng B ock 13
81.19.182. 82 Uni ted Ki ngdom [147.237.77. 17 |nazi.idf.i|Mil tipl e Unaut hori zed URL Access from 81.19. 182. 82 B ock 13
78.46.153. 166 |Cer many 147.237.77. 17 |nazi .i df . i |Admi n Bl ocki ng B ock 13
66. 249. 67. 200 | srael 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77.17/robot s. t xt B ock 13
149. 88. 93. 220 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 13
78.128.92.202 |Bulgaria 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 13
202.191.63.69 |Australia 147.237.77. 17 |nazi .i df . i |Adnmi n Bl ocki ng B ock 13
69. 195. 82. 46 Lhited Sates 147.237.77. 17 |nazi .i df .i {Mil ti pl e Uhaut hori zed URL Access from 69. 195. 82. 46 B ock 13
189. 122. 197. 179|Brazil 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 0/ 1420. j pg B ock 13
162. 144. 98. 244 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Adm n Bl ocki ng B ock 13
66. 249. 65. 22 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ |Bl ock 13
54.200. 237. 189 |lhited Sates 147.237.77. 17 |nazi .i df .i {Mil ti pl e Uhaut hori zed URL Access from 54. 200. 237. 189 B ock 13
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to 147.237.77.17/robots. t xt B ock 13
188. 165. 15. 23 France 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to igf.idf.il/14-10106- he B ock 13
157. 55. 39. 68 Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 13
64. 46. 23. 242 Canada 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-8330-he B ock 13
31.210.191. 117 |Israel 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/ 1. he/ header title. not B ock 13
78.46.153. 166 |Ger many 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/index. php B ock 12
207.46. 13. 49 Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 11
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