10-17-2015 to 10-18-2015

1"NPT SwNn

®
v Focused IP Under

www.gov.il Attack Daily Report

[Top Targets |

783

[Top Attackers |

S

N\

&

Top Tar get

Nunmber

a
Attacks

Top Attackers

B 66.249.78.174, Whited Sates
68.180. 228. 160, Lhited Sates
207.46.13.92, Lhited Sates
46. 116. 192. 44, | srael

62.219. 254. 22, |srael
207.46.13.49, Lhited Sates
66. 249. 78. 254, | srael

50. 46. 102. 103, Lhited Sates
207.46.13.141, lhited Sates
W 46.120. 143. 47, |srael
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|Top Attackers | n DDoS- Def ence |

Attacker Address
66. 249. 78. 174

|Atacker Geo |Target Address

|gte

|9 gnature | Device Action |DP location. Location |Count |
Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 138
62. 219. 254. 22 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 27
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action
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10-17-2015 to 10-18-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 81. 214 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
186.227.172.132 Brazil 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
210. 61. 150. 154 Tai wan 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
210. 61. 150. 154 Tai wan 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
142.0.41. 41 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1
190. 122. 132. 94 Argentina 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
210. 61. 150. 154 Tai wan 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo|Target Address |Ste | Name |9 gnature | Devi ce Action|Count |
46. 19. 85. 234 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 64
46.19. 85. 234 | srael 147.237.77.17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 64
84.228.200. 27 |l srael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence SN retransmt wth different w ndow scal e |nonitor 29
85. 246. 169. 2 Por t ugal 147.237.77. 17 |nazi .idf.il|Bad TCP sequence SYNretransmt wth different wndow scal e |nonitor 13
94.230. 86. 211 |l srael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence Inval id ACK nunber noni t or 6
2.54.174.8 | srael 147.237.77. 17 |nazi .i df . i l|Véb Server Enforcenent Mol ation Wb Servers 9 ow HITP Deni al of Service rej ect 2
212.29.249.176 |lsrael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1
31.210.186. 173 |Israel 147.237.77.17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1
109. 67. 142. 124 |l srael 147.237.77. 17 |nazi.idf .i |Sreaming Engi ne: TCP Invalid Checksum |l nval i d checksum Packet dropped. drop 1
46.19. 85. 126 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber alert 1
5.22.129. 152 | srael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1
176. 13. 9. 163 | srael 147.237.77. 17 |nazi .i df.il|Bad TCP sequence SN retransnmt wth different wndow scal e |nmonitor 1
46.19. 85. 126 | srael 147.237.77.17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1
5.22.129. 153 | srael 147.237.77.17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 1




10-17-2015 to 10-18-2015

|Top Attackers In V\AF|

A tacker

Devi ce

Geo Target Address |Ste ‘S gnature Action ‘Count
68. 180. 228. 160 :Iatts: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 78
46.116.192. 44 |Israel 147.237.77. 17 |nazi i of i (X 2L er Type Mol ation Mast er$uctbader $ucSear chontr ol $txt Search in B ock 39
wan nazi L i df.i |/ 14-heli gf . aspx
85. 65. 74. 148 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files B ock 26
2.54.160. 252 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to waw nazi.idf.il/inmages/transvi deocounter. gi f B ock 26
207.46. 13.92 Lsh;::s 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 26
46.120. 143. 47 |l srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsli st/ undefined B ock 26
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 26
50. 46. 102. 103 ;h;ttee: 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 26
37.46. 43. 252 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files B ock 26
5. 144. 58. 65 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/ newsli st/ undefi ned B ock 25
207. 46. 13. 92 :Iatts: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 6054- he/ i gf . aspx B ock 13
176.12.149.68 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Unaut hori zed URL Access on 147.237.77.17/sip storage/files/1/2061.jpg |B ock 13
62.210. 247. 93 |Fance 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/| obbyvod/ | obbyvod. aspx B ock 13
207. 46. 13. 49 ;h;tt:s 147.237.77. 17 |mazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-he/ i gf . aspx B ock 13
157. 55. 39. 35 Lsh;::s 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/ newsli st/ undefi ned B ock 13
176.13.9. 163 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 7/ 1087. | pg B ock 13
89.138. 1. 80 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/571-hel i gf . aspx B ock 13
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 13
5.28.174.8 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 13
207. 46. 13. 62 LSh;It:sc,j 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 6321- he/ i gf . aspx B ock 13
157. 55. 39. 86 :Iatts: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-8351-he B ock 13
79.178.27.103 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter.gif B ock 13
207. 46. 13. 141 gq;:::: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77. 17/ 675- he/ i gf . aspx B ock 13
188. 165. 15. 23 |Fance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to igf.idf.il/113-11581-he/ xoexoex? Xx'x'xexgexex?. aspx B ock 13
149.78.141.89 |Israel 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg B ock 13
207. 46. 13. 92 LSh;It:: 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/5013-9133- he/ i gf . aspx B ock 13
157. 55. 39. 169 :Iatts: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to waww nazi.idf.il/14-4980-he B ock 13
84.228. 200. 27 |lsrael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 13
Lhited .. .JUnauthorized URL Access to
207.46.13. 141 Sates 147.237.77. 17 |nazi . df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx Bl ock 13
207. 46. 13. 49 ;h;ttee: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 13
149. 78.193. 31 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 7/ 1087. | pg B ock 13
66. 249. 82. 234 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsli st/ undefi ned B ock 13
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