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H 68.180.228.160, Lhited Sates
109. 160. 130. 20, |srael

W 46.121.18.94, Israel
31. 154. 156. 254, | srael

W 87.69.77.72, |srael

M 46.116. 128. 199, |srael

W 62.219.254.22, |srael

W 188. 143. 232. 37, Russi an Federation
5.22.129.152, |srael

W 207.46.13.106, Lhited Sates




10-16-2015 to 10-17-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address
62.219. 254. 22

|Atacker Geo |Target Address

|gte

|9 gnature | Device Action |DP location. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 30
66. 55. 90. 25 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake violation, first packet not syn drop BBL- Fr ankf urt 1




10-16-2015 to 10-17-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |S gnat ure |Devi ce Action Count
37.46. 39. 169 | srael 147.237.77. 17 nazi.idf.il C1l000004: HTTP:. options nethod (M crosoft) B ock 2




10-16-2015 to 10-17-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count
61. 240. 144. 64 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
128. 199. 41. 249 S ngapor e 147.237.77. 17 nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
60. 185. 177. 23 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
128. 199. 42. 73 S ngapor e 147.237.77. 17 nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1




10-16-2015 to 10-17-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
5.22.129. 152 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 118
46.121. 43. 121 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 9
46. 19. 85. 255 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 9
62. 128. 48. 166 | srael 147.237.77.17 |mazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 9
46. 19. 85. 255 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 9
62. 128. 48. 166 | srael 147.237.77.17 |nazi.idf.il |Bad TOP sequence Inval i d ACK nunber alert 5
5. 102. 254. 249 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
5.22.129. 152 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 4
109. 160. 181. 37 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
2.52.148. 240 | srael 147.237.77.17 |mazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 2
5.29.179. 78 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 2
2.52.148. 240 | srael 147.237.77.17 |nazi.idf.il |Bad TOP sequence Inval i d sequence nunber noni t or 2
5.29.179. 78 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 2
2.52.148. 240 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 2
84.111. 81. 189 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
159. 203. 91. 120 Lhited Sates |147.237.77.17 |mazi.idf.il |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 1
80. 246. 130. 182 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 195 | srael 147.237.77.17 |nazi.idf.il |Bad TOP sequence Inval i d sequence nunber noni t or 1
213.57.203. 115 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
85. 65. 15. 141 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 1
37.46. 39. 169 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
188. 120. 148. 184 |l srael 147.237.77.17 |mazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 1
80. 246. 130. 254 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 1
85. 65. 15. 141 | srael 147.237.77.17 |nazi.idf.il |Bad TOP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 78 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
188. 120. 148. 208 |l srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
80. 246. 130. 254 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
5. 102. 254. 107 | srael 147.237.77.17 |mazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 1
79.176. 149. 10 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 195 | srael 147.237.77.17 |nazi.idf.il |Bad TOP sequence Inval i d ACK nunber noni t or 1
213.57.203. 115 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 1




10-16-2015 to 10-17-2015

|Top Attackers In V\AF|

Attacker Address

‘At tacker Geo

Target Address

dte

‘ Sgnature

Devi ce

‘Count

Action

68. 180. 228. 160 [Lhited Sates 147.237.77. 17 |nazi .i df . i {Unaut hori zed URL Access to mazi.idf.il/ xx-AAS B ock 78
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to mazi.idf.il/14-10105- he B ock 78
109. 160. 130. 20 |l srael 147.237.77. 17 |nazi .idf.i|Dstributed Uhaut hori zed URL Access on nazi.idf.il/inages/transvi deocounter. gif B ock 78
46.121.18. 94 | srael 147.237.77. 17 |n@azi .idf.i|D stributed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 78
31.154. 156. 254 |Israel 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocounter. gif B ock 65
87.69. 77. 72 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 52
46.116. 128. 199 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 39
109. 160. 130. 20 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 39
188. 143. 232. 37 :i;;ﬂon 147.237.77.17 |nazi i df .i [Mil ti pl e Unaut hori zed UR. Access from 188. 143, 232. 37 B ock 26
213.151. 34. 214 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/si p_storage/fil es/ 7/ 1087. j pg B ock 13
109. 160. 181. 37 |lsrael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 13
31.168.91.54  |Israel 147.237.77. 17 |razi i o . (For @TBLEr Type M olation _EVENTVALIDATI QN in Bl ock 13
nazi.idf.il/nazi-site/ 105-he/igf. aspx
207.46.13.106 |lhited Sates 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3697-9151- he/i gf . aspx B ock 13
157.55.39.253 |lLhited Sates 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to igf.idf.il/tenpl ates/shared usercontrol s/ vodchannel B ock 13
104. 128. 144. 131|Canada 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 13
46.121.18. 94 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ vodchannel / |Bl ock 13
.. . .{Unauthori zed URL Access to
188.165.15.99  |France 147.237.77. 17 nazi i df .| nazi.idf.il/tenpl ates/ newsl i st/ww i di egogo. cond proj ect s/ 121440 Bl ock 13
141.212.121. 192|Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ B ock 13
37.26. 146. 183 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nmazi.idf.il/sip storage/files B ock 13
’ .. . .{0Ostributed Unauthori zed URL Access on
207.46.13.141  |Uhited Sates 147.237.77. 17 nazi i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx Bl ock 13
159.203.91. 120 |Lhited Sates 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on / B ock 13
46.121.43. 121 | srael 147.237.77. 17 |nazi .idf.i|D stri but ed Unaut hori zed URL Access on 147.237.77. 17/ 3849-5035- he/ i gf . aspx |B ock 13
5.22.129. 152 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 13
207. 46. 13. 59 Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ vodchannel / |B ock 13
: .. . .{Unauthori zed URL Access to
157.85. 39. 29 United Sates 147.237.77. 17 nazi i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx Bl ock 13
82.221.105. 6 | cel and 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 13
213. 57. 60. 80 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 7/ 1087. j pg B ock 13
176. 12. 140. 176 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 13
66. 249. 64. 2 — 147. 237 77. 17 \razi i f i gauztohfg zed URL Access to nazi.idf.il/3697-9630-he/igf.aspx 10 xx Xex'xzx B ock 13
207.46. 13. 70 Lhited Sates 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 13
- — - - . T <
157.55.30.86  |United Sates  |147.237.77. 17 [nazi.idr.i|Uiauthorized LR Access to wwin mazi.idf. i1/4070-11595- he/ xzx—xoex8x B ock 13
X2 x3x XexXY Xex‘x§X" x" aspx
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