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Top Attackers

181. 61. 83. 30, Col onbi a

62. 219. 254. 22, | srael

84.108. 33. 249, |srael
159.203.93. 110, Lhited Sates
77.126. 225. 233, |srael
93.173.138. 13, Israel

46. 4. 94. 226, Cer many
157.55.39.253, Lhited Sates
66. 249. 64. 155, | srael

79.183. 115. 114, |srael




10-15-2015 to 10-16-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
62. 219. 254. 22 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All _Nets drop BBL.- | srael 48
81.218. 143. 178 | srael 147.237.77. 17 nazi.idf.il Bl ock_ Udp All _Nets drop BBL- | srael 3




10-15-2015 to 10-16-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |S gnat ure |Devi ce Action Count
199. 203. 62. 54 | srael 147.237.77. 17 nazi.idf.il C1l000004: HTTP:. options nethod (M crosoft) B ock 1




10-15-2015 to 10-16-2015

|Top Attackers In |D|

Attacker Address

| Attacker Geo

| Target Address |Ste |9 gnature | count |
87.81. 208. 80 Uni t ed Ki ngdom 147.237.77. 17 nazi.idf.il Tehila - Perl LW with fake user agent 4
193. 105. 134. 220 Sweden 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
103. 226. 89. 45 India 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
210. 195. 95. 21 Ml aysi a 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1




10-15-2015 to 10-16-2015

|Top Attackers In FW |

Atacker Address |Attacker Geo |Target Address |Site | Name |9 gnature | Devi ce Action |Count |
85.130. 176. 190 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 17
208.115.113.91 |lhited Sates |147.237.77.17 |nazi.idf.il|drop SAMrul e drop 8
62. 128. 48. 130 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
5.22.129. 242 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 4
94. 230. 86. 203 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
80. 246. 133. 175 |lIsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 2
5.22.130.231 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.134.137 | srael 147.237.77.17 |nazi.idf.il|Véb Server Enforcenent Molation |Wb Servers S ow HITP Denial of Service rej ect 2
85. 65. 126. 136 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
52.16. 5. 197 Lhited Sates |147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
5.29.179. 78 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
216. 223. 27. 61 Lhited Sates |147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 1
80. 246. 130. 122 |l srael 147.237.77.17 |nazi.idf.il|{Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 19 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
5.22.129.224 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
212.199.52.194 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
5.29.179. 78 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
216. 223. 27. 61 Lhited Sates |147.237.77.17 |nazi.idf.il|Orectory Traversal directory traversal overflow noni t or 1
149.78.134.6 | srael 147.237.77.17 |nazi.idf.il|{Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 94 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
216. 223. 27. 59 Lhited Sates |147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1
85. 130. 223. 17 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
62.219. 99. 154 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
5. 102. 254. 77 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
159.203.93. 110 |lhited Sates |147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpli ant Fai |l ed to handl e connection data noni t or 1
85. 65. 126. 136 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
46.19. 85. 129 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
216. 223. 27. 59 Lhited Sates |147.237.77.17 |nazi.idf.il|Orectory Traversal directory traversal overfl ow noni t or 1
91. 199. 69. 254 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
79.100. 249. 205 |Bulgaria 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 19 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 1




10-15-2015 to 10-16-2015

|Top Attackers In V\AF|

A tacker Devi ce

Action ‘Count

Attacker Address Geo ‘Target Address |Ste ‘S gnature

181. 61. 83. 30 Col onbi a 147.237.77. 17 |nazi .idf.i|Mul ti pl e Unknown HTTP Request Method from 181. 61. 83. 30 B ock 39
181. 61. 83. 30 Col onbi a 147.237.77. 17 |nazi .idf.i Ml tiple |11 egal HITP \ersion from181. 61. 83. 30 B ock 39
181. 61. 83. 30 Col onbi a 147.237.77. 17 |nazi .idf .i [Mil ti pl e Abnornal | y Long Header Line from 181. 61. 83. 30 B ock 39
181. 61. 83. 30 Col onbi a 147.237.77. 17 |nazi .idf.i{Mil tipl e Mal formed HTTP Header Line from 181. 61. 83. 30 B ock 39
181. 61. 83. 30 Col onbi a 147.237.77. 17 |nazi .idf.i [Mil ti pl e Abnornal |y Long Request from 181. 61. 83. 30 B ock 39
181. 61. 83. 30 Col onbi a 147.237.77. 17 |nazi .idf.i Ml tipl e Mal fornmed URL from 181. 61. 83. 30 B ock 39
181. 61. 83. 30 Col onbi a 147.237.77. 17 |nazi .idf.i[Mil tiple |l1egal Byte Gode Character in Header Nane from 181. 61. 83. 30 B ock 39
181. 61. 83. 30 Col onbi a 147.237.77. 17 |nazi . i df . i [Mal f ormed URL noved</ti t| e></ head><body> B ock 13
157. 55. 39. 253 g];::: 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to igf.idf.il/tenplates/newslist/undefined B ock 13
79.183.115. 114 |Israel 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 1351. j pg B ock 13
216. 223. 27. 61 gﬁ;ttg: 147.237.77. 17 |nazi .idf .i JURL is Above Root Orectory mazi.idf.il/../inages/ 1. he/ navigation/navigation arrow gif |B ock 13
46. 4. 94. 226 Cer many 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/tenpl at es/ vodchannel / vodchannel . aspx B ock 13
181. 61. 83. 30 Col onbi a 147.237.77. 17 |nazi .idf.i|l 11 egal Byte Gode Character in Header Nane </ body></ht ni > B ock 13
93.173.138. 13 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 13
77.126.225.233 |lsrael 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 13
181.61.83.30 |colonbia 147 237.77. 17 |mazi .i o i {0KNOWN HTTP Request Method <htni ><head><title>Coject in URL B ock 13
noved</ ti t| e></ head><body>
159. 203. 93. 110 ;ﬂ;ttee: 147.237.77. 17 |nazi . i df . i |Oi stributed Uhaut horized URL Access on / B ock 13
84.108. 33. 249 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 13
62.128.48.130 |lsrael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4637-5227- hel i gf . aspx B ock 13
181. 61. 83. 30 Col onbi a 147.237.77. 17 |nazi .idf.i |l |l egal HITP \fersion B ock 13
141. 212.122. 160 ;ﬂ;ttee: 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ B ock 13
79.177. 49. 56 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 13
188.165.15.99 |Rance 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to www nazi . idf.il/14-8347-he B ock 13
181. 61. 83. 30 Col onbi a 147.237.77. 17 |nazi .i df . i |Abnornal | y Long Header Line request header nane B ock 13
84.228.198. 238 |lsrael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ sip storage/fil es/ 7/ 1087. | pg B ock 13
66. 249. 64. 150 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ robot s. t xt B ock 13
181. 61. 83. 30 Col onbi a 147.237.77. 17 |nazi . i df . i [Mal f ormed HTTP Header Line 2 B ock 13
157. 55. 39. 29 g‘;tt:: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 13
79.177.178. 21 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ sip storage/fil es/ 7/ 1087. | pg B ock 13
207. 46. 13. 26 LSthlatt:sd 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to waw nazi.idf.il/5013-he/ B ock 13
181. 61. 83. 30 Col onbi a 147.237.77. 17 |nazi .i df .i |Abnormal | y Long Request net hod B ock 13
85. 65. 46. 147 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ sip storage/fil es/ 7/ 1087. | pg B ock 13
66. 249. 64. 155 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/robot s. t xt B ock 13

10-15-2015 to 10-16-2015



