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W 66.249.64.2, |srael
5.29.44.227, |srael
W 195.191.52. 10, Israel
136. 243. 36. 87, Ger many
l 66. 249. 64. 155, |srael
I 68.180.228.160, Lhited Sates
[0 79.178. 142. 205, |srael
W 109. 66. 143. 248, |srael
77.236.218.181, Czech Republic
H 66. 249. 64. 145, |srael




09-02-2015 to 09-03-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address [Ste |9 gnature | Device Action |DP location. Location |Count |
66. 249. 64. 2 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 303




09-02-2015 to 09-03-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |S te |S gnat ure |mvi ce Action |Ooum |
79.178. 142. 205 | srael 147.237.77.17 |mazi.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per nit 10
84.108. 30. 100 | srael 147.237.77.17 |nazi.idf.il [7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per mt 1

149. 88. 87. 141 Lhited Sates [147.237.77.17 |nmazi.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Per mit 1
46.19. 85. 168 | srael 147.237.77.17 |nazi.idf.il [7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Per mt 1




09-02-2015 to 09-03-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |ste

|9 gnature |count |
31.168. 78. 53 | srael 147.237.77.17 nazi .idf.il |ET DO Large anount of TGP ZeroWndow - Possible Nkiller2 CDos attack 2
42.123. 85. 45 Chi na 147.237.77. 17 nazi.idf.il |ET SCAN Potential SSH Scan 1
93. 174. 93. 100 Net her | ands 147.237.77. 17 nazi.idf.il |ET SCAN Potential SSH Scan 1




09-02-2015 to 09-03-2015

|Top Attackers In FW |

A tacker

Attacker Address Geo Target Address |Ste ‘ Name Sgnature

79.178. 142. 205 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 80
46.19. 86. 78 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 9
69. 64. 46. 86 Lhited 147. 237 77. 17 |razi i f i S reamng Engine: TCP Segnent Limit |TCP segnent out of naxi numall owed sequence. drop 9

Sates Enf or cenent Packet dropped.

94. 230. 86. 210 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 192 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 106 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
31.168. 78. 53 | srael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval i d sequence nunier noni t or 4
81.17.16. 240 Sntzerland |147.237.77. 17 |nazi.idf.i|drop SAMrul e drop 4
46.19. 86. 12 | srael 147.237.77. 17 |nazi .i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 4
46.19. 85. 113 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
84.109. 184. 41 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SYNretransnmit wth different w ndow scal e noni t or 4
31.168. 78. 53 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 4
37.26.149.184 |lsrael 147.237.77. 17 |nazi .i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 3
37.26.149. 184 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber alert 3
46. 19. 86. 65 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 2
31.168. 78. 53 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 2
212.179.221. 30 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 2
69. 64. 46. 86 g‘;tt:: 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Invalid ACK nunber noni t or 2
212.179.21.194 |lsrael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
89. 233. 234. 186 |Sweden 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
52. 16. 5. 197 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 127 | srael 147.237.77. 17 |nazi . i df . i |Bad TCOP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 80 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
188. 120. 148. 218l srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 86. 133 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 240 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 112 | srael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 1
212.179.21.194 |Israel 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
37.142.154. 180 |lsrael 147.237.77. 17 |nazi .i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 1
69. 64. 46. 86 LSthlatt:sd 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 85. 168 | srael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 97 | srael 147.237.77. 17 |nazi . i df . i |Bad TCOP sequence Inval i d ACK nunber noni t or 1
212.25.79.130 |lsrael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval id ACK nunber alert 1
46.19. 86. 186 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
41.191.99. 14 Ghana 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
147.236. 238. 21 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 80 | srael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 1
46.19. 85. 182 | srael 147.237.77. 17 |nazi . i df . i |Bad TCOP sequence Invalid ACK nunber noni t or 1
46.19. 85. 104 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence Inval id ACK nunber noni t or 1
212.25.79.130 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
46.120. 136. 211 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 37 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 127 | srael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval id ACK nunber alert 1
46. 19. 85. 70 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Invali d ACK nunber noni t or 1
188. 120. 148. 131|l srael 147.237.77. 17 |nazi . i df.i|Bad TCOP sequence Inval id ACK nunber noni t or 1
46. 19. 86. 98 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1




09-02-2015 to 09-03-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo Target Address |Ste ‘S gnature Action ‘Count
5.29. 44. 227 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 56
195. 191. 52. 10 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 42
136.243. 36. 87  |Ger many 147.237.77. 17 |nazi .i df .i {Mil ti pl e Uhaut hori zed URL Access from 136. 243. 36. 87 B ock 24
109. 66. 143. 248 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter.gif B ock 14
66. 249. 64. 155 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 13
84. 94. 36. 125 | srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/sip_storage/ B ock 12
212.29.203.226 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 7
77.236.218.181 |Czech Republic 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl atecontrol s/ B ock 7
: .. . .JUnauthori zed URL Access to
157.55.39.117  |United Sates 147.237. 77 17 |nazi i df .| 147.237.77. 17/ t enpl at econt rol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock i
194. 90. 66. 15 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77. 17/ 4637-5227- he/ i gf . aspx B ock 7
180. 76. 15. 26 Chi na 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 7
66. 249. 64. 145 | srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 675- 7040- he/ i gf . aspx B ock 7
87.69. 67. 77 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 7
66. 249. 64. 155 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5034- he/ i gf . aspx B ock 7
177.94. 115. 26 147.237.77. 17 |nazi .idf.i |D stri buted Uhknown HTTP Request Met hod B ock 7
46.120. 131. 203 |l srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 7
157.55.39.133 |lhited Sates 147.237. 77. 17 |razi . i of .i ‘x’gi‘;t rg)'(ieit?‘ fo(Cfg‘f io ;’“S“Np)'("az' (1. T174070- 11595- he/ xzx—x2 gy 0y 7
2.54.53. 253 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to nazi.idf.il/5676-7827-helifg. aspx B ock 7
77.236.218.181 |Czech Republic 147.237.77. 17 |nazi . i df . i {Suspi ci ous Response Code B ock 7
180. 76. 15. 144  |Chi na 147.237.77. 17 |nazi .idf.i|D stri but ed Uhaut hori zed URL Access on 147.237.77.17/ B ock 7
178.126. 192. 15 |Bel arus 147.237.77. 17 |nazi . i df . i |Unknown HTTP Request Method GQOK in URL nazi.idf.il/4316-he/igf.aspx |B ock 7
84.109. 184. 41 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 7
157.55.39.238 |lhited Sates 147.237.77. 17 |nazi .idf .i |Di stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 7
5.22.130.190 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 7
180. 76. 15. 160 |Chi na 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 6
180. 76. 15. 15 Chi na 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 6
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi .idf.i|Mul ti pl e Uhaut hori zed URL Access from 68. 180. 228. 160 B ock 6
66. 249. 64. 145 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 6510- 9854- he/ i gf . aspx B ock 6
138.134.102. 15 |lsrael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif B ock 6
85. 65. 145. 96 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 6
68. 180. 230. 245 |lhited Sates 147.237.77. 17 |nazi .i df . i {haut hori zed URL Access to igf.idf.il/14-8334-he B ock 6
66. 249. 64. 155 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 6
176. 106. 46. 74 gjceusgi':('ja” Tertitory, 1147 237.77. 17 |mazi .i of . i |Unaut hori zed URL Access to 147. 237.77. 17/ si p_storage/ fil es/ 7/1087.jpg  |B ock 6
157. 55. 39. 35 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 2/ 8232. | pg B ock 6
136.243.36.87 |Ger many 147.237. 77. 17 |nazi . i f .i lx'h;“t:sog)'( zed URL Access to mazi.idf. i1/113-11581- he/ xaexcex? xxxexe® |p o\ 6
79.178. 142. 205 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 6
188. 165. 15. 181 |Fance 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 5477- hel i gf . aspx B ock 6
180. 76. 15. 19 Chi na 147.237.77. 17 |nazi .i df .i |Di stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
68. 180. 228. 160 |lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to nazi.idf.il/14-7712-he B ock 6
157. 55. 39. 128 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 6
139. 130. 176. 241|Australia 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/ fil es/ 1/ 2061. j pg B ock 6
180. 76. 15. 29 Chi na 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 6
69. 64. 46. 86 Lhited Sates 147.237.77. 17 |nazi .i df .i [Wb Worm f rom 69. 64. 46. 86 B ock 6
157. 55. 39. 35 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/sip storage/ fil es/ 4/ 2584. j pg B ock 6
136. 243. 36. 87  |Ger many 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/14-10104- he B ock 6
188. 165. 15. 181 |Rance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/582-hel i gf . aspx B ock 6
180. 76. 15. 21 Chi na 147.237.77. 17 |nazi .idf.i|D stri but ed Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-8351-he B ock 6
66. 249. 64. 150 |l srael 147.237.77. 17 |nazi .idf .i |Di stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
141.212.122.90 |lhited Sates 147.237.77. 17 |nazi . i df . i |Mal forned URL proxytest. znap. i 0: 80 B ock 6
207. 46. 13. 20 Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
157.55. 39. 117 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 6
66. 249. 64. 8 I srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to mazi.idf.il/U..UUB Bl ock 6
136.243.36.87 |Ger nany 147.237.77. 17 |nazi . i of . Bgi”tx'lﬁigfd ;;chess to mazi. i df.11/5551-11516- hel x2x@ce™x? g ok 6
193. 169. 70. 101 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 2061. j pg B ock 6
180. 76. 15. 24 Chi na 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
68. 180. 230. 245 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-4983-he B ock 6
.. {Unauthori zed URL Access to

66.249.64.150 I srael 147.237.77. 17 |nazi i df .| 147.237.77. 17/ t enpl at econtrol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock 6
157.55. 39. 11 Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/si p storage/ fil es/ 9/ 5099. j pg B ock 6
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