
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

822

1429
4358
7287

101115130144159173188202216231245260274289303317332346361375390404418433447462476490505519534548563577591606620635649664678692707721736750765779793808822

817

ma
zi
.i
df
.i
l

Top Attackers 

66.249.64.2, Israel

5.29.44.227, Israel

195.191.52.10, Israel

136.243.36.87, Germany

66.249.64.155, Israel

68.180.228.160, United States

79.178.142.205, Israel

109.66.143.248, Israel

77.236.218.181, Czech Republic

66.249.64.145, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.64.2 Israel 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 303
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

79.178.142.205 Israel 147.237.77.17 mazi.idf.il 7120: TCP: Segment Overlap With Different Data, e.g., Fragroute Permit 10

84.108.30.100 Israel 147.237.77.17 mazi.idf.il 7120: TCP: Segment Overlap With Different Data, e.g., Fragroute Permit 1

149.88.87.141 United States 147.237.77.17 mazi.idf.il 7120: TCP: Segment Overlap With Different Data, e.g., Fragroute Permit 1

46.19.85.168 Israel 147.237.77.17 mazi.idf.il 7120: TCP: Segment Overlap With Different Data, e.g., Fragroute Permit 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

31.168.78.53 Israel 147.237.77.17 mazi.idf.il ET DOS Large amount of TCP ZeroWindow - Possible Nkiller2 DDos attack 2

42.123.85.45 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

93.174.93.100 Netherlands 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

79.178.142.205 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 80

46.19.86.78 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

69.64.46.86
United
States

147.237.77.17 mazi.idf.il
Streaming Engine: TCP Segment Limit
Enforcement

TCP segment out of maximum allowed sequence.
Packet dropped.

drop 9

94.230.86.210 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.85.192 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.106 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

31.168.78.53 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 4

81.17.16.240 Switzerland 147.237.77.17 mazi.idf.ildrop SAM rule drop 4

46.19.86.12 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.113 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

84.109.184.41 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

31.168.78.53 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

37.26.149.184 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 3

37.26.149.184 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 3

46.19.86.65 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

31.168.78.53 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

212.179.221.30 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 2

69.64.46.86
United
States

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

212.179.21.194 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

89.233.234.186 Sweden 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

52.16.5.197
United
States

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.127 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.80 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

188.120.148.218 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.133 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.240 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.112 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

212.179.21.194 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

37.142.154.180 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

69.64.46.86
United
States

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.85.168 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.97 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

212.25.79.130 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.86.186 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

41.191.99.14 Ghana 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

147.236.238.21 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.80 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.182 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.104 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

212.25.79.130 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.120.136.211 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.37 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.127 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.85.70 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

188.120.148.131 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.98 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

5.29.44.227 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 56

195.191.52.10 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 42

136.243.36.87 Germany 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 136.243.36.87 Block 24

109.66.143.248 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 14

66.249.64.155 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 13

84.94.36.125 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/ Block 12

212.29.203.226 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 7

77.236.218.181 Czech Republic 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templatecontrols/ Block 7

157.55.39.117 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 7

194.90.66.15 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4637-5227-he/igf.aspx Block 7

180.76.15.26 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 7

66.249.64.145 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/675-7040-he/igf.aspx Block 7

87.69.67.77 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 7

66.249.64.155 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5034-he/igf.aspx Block 7

177.94.115.26 147.237.77.17 mazi.idf.ilDistributed Unknown HTTP Request Method Block 7

46.120.131.203 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 7

157.55.39.133 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to www.mazi.idf.il/4070-11595-he/×ž×—×œ
×§×ª ×ª×›× ×•×Ÿ ×•×‘×§×¨×”.aspx

Block 7

2.54.53.253 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5676-7827-he/ifg.aspx Block 7

77.236.218.181 Czech Republic 147.237.77.17 mazi.idf.ilSuspicious Response Code Block 7

180.76.15.144 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 7

178.126.192.15 Belarus 147.237.77.17 mazi.idf.ilUnknown HTTP Request Method COOK in URL mazi.idf.il/4316-he/igf.aspx Block 7

84.109.184.41 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5216-he/igf.aspx Block 7

157.55.39.238 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 7

5.22.130.190 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 7

180.76.15.160 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

180.76.15.15 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

68.180.228.160 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 68.180.228.160 Block 6

66.249.64.145 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/6510-9854-he/igf.aspx Block 6

138.134.102.15 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 6

85.65.145.96 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5187-he/igf.aspx Block 6

68.180.230.245 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8334-he Block 6

66.249.64.155 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

176.106.46.74
Palestinian Territory,
Occupied

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 6

157.55.39.35 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/2/8232.jpg Block 6

136.243.36.87 Germany 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/113-11581-he/×œ×œ×? ×’×‘×•×œ
×•×ª.aspx

Block 6

79.178.142.205 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 6

188.165.15.181 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5477-he/igf.aspx Block 6

180.76.15.19 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-7712-he Block 6

157.55.39.128 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

139.130.176.241 Australia 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 6

180.76.15.29 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

69.64.46.86 United States 147.237.77.17 mazi.idf.ilWeb Worm from 69.64.46.86 Block 6

157.55.39.35 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/4/2584.jpg Block 6

136.243.36.87 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10104-he Block 6

188.165.15.181 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/582-he/igf.aspx Block 6

180.76.15.21 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8351-he Block 6

66.249.64.150 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

141.212.122.90 United States 147.237.77.17 mazi.idf.ilMalformed URL proxytest.zmap.io:80 Block 6

207.46.13.20 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 6

157.55.39.117 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 6

66.249.64.8 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/Ù…ÙˆÙ‚Ø¹ Block 6

136.243.36.87 Germany 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/5551-11516-he/×ž×©×œ×‘×™×?
×§×”×™×œ×”.aspx

Block 6

193.169.70.101 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 6

180.76.15.24 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

68.180.230.245 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-4983-he Block 6

66.249.64.150 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 6

157.55.39.11 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/9/5099.jpg Block 6
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