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95. 86. 103. 20, | srael
142.54.184.178, Lhited Sates
66. 249. 64. 124, | srael
192.117.170. 194, |srael
157.55.39.80, Lhited Sates
68. 180. 228. 160, Whited Sates
66.249.64. 8, |srael
157.55.39.132, Lhited Sates
37.26. 148. 150, |srael

207.46. 13.143, lhited Sates




09-01-2015 to 09-02-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




09-01-2015 to 09-02-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Addr ess

|Ste |Sgnature |mvice Action |Oount |
46. 19. 85. 56 | srael 147.237.77.17 |mazi.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per nit 2
46. 121. 252. 255 | srael 147.237.77.17 |nazi.idf.il [7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per mt 1




09-01-2015 to 09-02-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |gte |9 gnature | count |
66. 249. 64. 2 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4
37.237.116. 246 Iraq 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 2
84.61.177. 60 Cer many 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 146. 71. 189 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
193. 107.17. 72 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
180. 250. 133. 115 | ndonesi a 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
185. 23. 122. 220 Spai n 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




09-01-2015 to 09-02-2015

|Top Attackers In FW |

A tacker

Attacker Address Geo Target Address |Ste Sgnature

46.19. 85. 168 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 25
2.52.174.230 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 25
81.17.31.214 Sntzerland |147.237.77.17|nazi.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 25
46.19. 86.211 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 25
81.17.31.214 Sntzerland |147.237.77.17|nazi.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 25
46. 19. 85. 56 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 22
46.19. 86. 171 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 9
46.19. 85. 164 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 86. 215 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence Inval id ACK nunber noni t or 9
46. 19. 85. 36 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 48 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 5
37.142.236.205 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 4
37.142.236.205 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 86. 102 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 155 | srael 147.237.77. 17 |nazi .idf.i |Bad TCOP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 56 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 4
87.68. 16. 10 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SWNretransmt wth different wndowscale |nonitor 4
66. 249 64. 35 Lhited 147.237. 77. 17 \vazi i of i Sreanhng qui ne. TGP Invalid Invalid segnent retransnission. Packet drop 4

Sates Ret r ansni ssi on dr opped.

46. 19. 85. 20 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence Inval id ACK nunber noni t or 4
202. 180. 34. 186 |Japan 147.237.77. 17 |n@azi . i df . i |drop SAMrul e drop 2
46.19. 86. 186 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
46.19. 85. 180 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
2.54.167.132 | srael 147.237.77. 17 |nazi . i df . i |Véb Server Enforcenent Mol ation VWb Servers S ow HITP Denial of Service rej ect 2
188. 120. 148. 221 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
80. 246. 133. 133 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence Inval id ACK nunber alert 1
46.19. 86. 172 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
84.94.76. 15 | srael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence Inval id ACK nunber alert 1
46.19. 86. 222 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 86. 64 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46.19. 85. 122 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
80. 246. 133. 133 |l srael 147.237.77. 17 |nazi .idf.i |Bad TCOP sequence Inval id ACK nunber noni t or 1
46.19. 85. 172 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
2.54. 35. 61 | srael 147.237.77. 17 |nazi . i df . i |Véb Server Enforcenent Mol ation Vb Servers 9 ow HITP Denial of Service rej ect 1
84.94.76. 15 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
62.117.37.106 |Egypt 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 8 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
209. 126. 230. 75 g];::: 147.237.77. 17 |nazi . i df . i |Veéb Server Enforcenent M ol ation Masscan Port Scanner rej ect 1
46.19. 85. 215 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1




09-01-2015 to 09-02-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |Target Address |Ste ‘S gnature Acti on ‘Count
95. 86. 103. 20 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif Bl ock 60
192.117. 170. 194|l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ Bl ock 18
142.54.184. 178 |Lhited Sates |147.237. 77. 17 |nazi . i df . i |PHP At t enpt B ock 12
77.75. 79. 54 gg}‘;ﬂ . 147.237.77. 17 |mazi . i of . i {nhaut hori zed URL Access to nazi.idf.il/sip_storage/files/ 9/ 8699.] pg B ock 12
37 26.148.150 |1 srael 147 237 77. 17 \razi i of i Par anet er _Typg Mol ation _Mast er $ucHeader $ucSear chont r ol $t xt Search i n B ock 12
wan nazi . i df . i1/ 6547-he/ i gf . aspx
46.19. 85. 168 | srael 147.237.77. 17 |nazi . i df.i O stri but ed Lhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif Bl ock 12
157. 55. 39. 80 Lhited Sates [147.237. 77. 17 |nazi .i df .i |Lhaut hori zed URL Access to nazi.idf.il/14-8344-he B ock 12
180. 76. 15. 14 Chi na 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ Bl ock 6
.. . JUnauthorized URL Access to
66.249.64.21 I srael 147.237.77. 17 |nazi . i df .| igf.idf.il/nobileltenpl atecontrol s/ pictureinfol pi ctureinfo. aspx B ock 6
46.19. 86. 5 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ sip storage/fil es/ 7/ 1087. | pg Bl ock 6
157.55.39. 132 |Lhited Sates |147.237. 77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip storagel fil es/ 6/ 1446. ] pg Bl ock 6
207.46.13. 45 Lhited Sates |147.237. 77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 6
66. 249. 64. 124 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / x” Bl ock 6
180. 76. 15. 154 Chi na 147.237.77. 17 |nazi .idf.i|D stri but ed Whaut hori zed URL Access on 147.237.77.17/ Bl ock 6
180. 76.15. 9 Chi na 147.237.77. 17 |nazi .idf .i |Oi stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
66. 249. 64. 2 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned Bl ock 6
157. 55. 39. 35 Lhited Sates |147.237. 77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip storagel fil es/ 2/ 9302. ) pg Bl ock 6
109. 66. 153.54 |l srael 147.237.77. 17 |nazi .i df . i |[PHP Att enpt B ock 6
68. 180.228. 160 |Lhited Sates [147.237.77. 17 |mazi . i df .i|Unaut hori zed URL Access to nazi.idf.il/14-8333-he Bl ock 6
188. 138. 17. 205 |Fance 147.237.77. 17 |nazi .idf.i|D stri but ed Whaut hori zed URL Access on 147.237.77.17/ Bl ock 6
180. 76. 15. 138  |Chi na 147.237.77. 17 |nazi . i df .i |Oi stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
66. 249. 64. 124 | srael 147.237.77. 17 |nazi .i df .i [Mul ti pl e Uhaut hori zed URL Access from 66. 249. 64. 124 Bl ock 6
52.24.202.216 |lhited Sates [147.237.77. 17 |nazi.idf.i|lllega Byte Gode Character in Mthod Bl ock 6
157.55.39.132 |lhited Sates |[147.237.77. 17 |nazi .i df.i |Uhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 8/ 7588. | pg Bl ock 6
142.54.184.178 |lhited Sates |147.237.77. 17 |nazi .i df.i|Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php Bl ock 6
207. 46. 13. 143 Lhited Sates |147.237. 77. 17 |nazi . idf.i |0 stributed Unaut hori zed URL Access on 147.237.77.17/ Bl ock 6
.. . .JUnauthorized URL Access to
79.180.12.82  Israel 147.237. 77 17 @zt At 1| ol i1/ 6440-9729- hel i of . aspx i r ondo1976@ot mai | . com Bl ock 6
66. 249. 64. 145 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/113-10222- he/ i gf . aspx Bl ock 6
180. 76. 15. 158 Chi na 147.237.77. 17 |nazi .idf.i |0 stri but ed Whaut hori zed URL Access on 147.237.77.17/ Bl ock 6
180. 76. 15. 12 Chi na 147.237.77. 17 |nazi .idf.i|D stribut ed Whaut hori zed URL Access on 147.237.77.17/ Bl ock 6
66. 249. 64. 8 | srael 147.237.77. 17 |nazi .idf .i [Mil ti pl e Uhaut hori zed URL Access from 66. 249. 64. 8 B ock 6
109. 66. 153. 54 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php Bl ock 6
188. 165. 15. 181 |Rance 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3775- he/ i gf . aspx Bl ock 6
68. 180. 228. 160 |lhited Sates [147.237.77. 17 |nazi . i df . i jUhaut hori zed URL Access to nazi.idf.il/14-he Bl ock 6
180. 76. 15. 151 Chi na 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ Bl ock 6
66. 249. 64. 124 | srael 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to nazi.idf.il/14-7711-he Bl ock 6
52.24.202.216 |lhited Sates |147.237.77.17 |nazi.idf.i [INJLL Character in Mt hod B ock 6
157.55.39. 146 |Lhited Sates [147.237. 77. 17 |nazi .idf.i|D stributed Lhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 6
157.55.39.10  |Wwited Sates [147. 237. 77. 17 |nezi .i of .i ;h_a;iggr_';?ec’ Alf"&g';cizzs? /:t\i;iZA' ! g":&_'!;%;s ;i516' he/ A—AvR—ACA—AA—8€" |5 6
207.46.13. 143 |lhited Sates [147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 3/ 7333.j pg Bl ock 6
87. 68. 16. 10 | srael 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77. 17/ 4944- hel i gf . aspx B ock 6
66. 249. 64. 150 | srael 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
180. 76. 15. 159  |Chi na 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ Bl ock 6
180. 76. 15. 13 Chi na 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77.17/ Bl ock 6
66. 249. 64. 8 | srael 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to nazi.idf.il/14-7707-he Bl ock 6
46. 19, 85. 180 srael 147 237 77. 17 \razi i of i Par anet gr_Typg Mol ati on Mast er SucHeader $ucSear ch@nt rol $t xt Search in B ock 6
waw mazi L i df. i |/ 14-heli gf . aspx
157.55.39.80  |Wited Sates [147. 237. 77. 17 |nezi .i f . ;h_a;iggr_';?ec’ Alf"&g';cizzs? /:t\i;iZA' ! g":&_'!;%;s ;i516' he/ A—AvR—ACA—AA—8€" |5 6
142.54.184.178 |lhited Sates |[147.237.77. 17 |nazi.idf.i[Mil tipl e Whaut hori zed URL Access from 142.54.184. 178 Bl ock 6
68. 180. 228. 160 |lhited Sates |147.237.77. 17 |nazi .idf.i |Uhaut hori zed UR. Access to nazi.idf.il/6216-he/igf.aspx),\h B ock 6
66. 249. 64. 124 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx Bl ock 6
180. 76. 15. 153 Chi na 147.237.77. 17 |nazi .idf.i |D stributed Uhaut hori zed URL Access on 147.237.77.17/ Bl ock 6
Unhaut hori zed URL Access to
157.55.39.180 |lhited Sates [147.237.77. 17 |mazi .idf.i|ww nazi .idf.il/599-heli gf . aspx&a=u&ei =t hgi t oot | m goi kngl sf &ed=0cbhqgf j ad&usg |B ock 6
=af gqj cne_kOj | 7d6l 9f - 7f r dr pk8wh6t opw
66. 249. 64. 2 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed UR. Access to nazi.idf.il/14-7708-he Bl ock 6
157.55. 39. 11 Lhited Sates |147. 237. 77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 6
220. 181. 132. 220|Chi na 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx Bl ock 6
66. 249. 64. 155 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 6
180. 76. 15. 161  |Chi na 147.237.77.17 |nazi .idf .i |Oi stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
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