
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

455

816
2432
4048
5664
7280
8896

104112120128136144152160168176184192200208215223231239247255263271279287295303311319327335343351359367375383391399407415423431439447455

452

ma
zi
.i
df
.i
l

Top Attackers 

95.86.103.20, Israel

142.54.184.178, United States

66.249.64.124, Israel

192.117.170.194, Israel

157.55.39.80, United States

68.180.228.160, United States

66.249.64.8, Israel

157.55.39.132, United States

37.26.148.150, Israel

207.46.13.143, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

 09-01-2015 to 09-02-2015 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

46.19.85.56 Israel 147.237.77.17 mazi.idf.il 7120: TCP: Segment Overlap With Different Data, e.g., Fragroute Permit 2

46.121.252.255 Israel 147.237.77.17 mazi.idf.il 7120: TCP: Segment Overlap With Different Data, e.g., Fragroute Permit 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.64.2 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 4

37.237.116.246 Iraq 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 2

84.61.177.60 Germany 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

183.146.71.189 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

193.107.17.72 Russian Federation 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

180.250.133.115 Indonesia 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

185.23.122.220 Spain 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

46.19.85.168 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 25

2.52.174.230 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 25

81.17.31.214 Switzerland 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 25

46.19.86.211 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 25

81.17.31.214 Switzerland 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 25

46.19.85.56 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 22

46.19.86.171 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.19.85.164 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.19.86.215 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.19.85.36 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 6

46.19.85.48 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

37.142.236.205 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

37.142.236.205 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.86.102 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.155 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.56 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

87.68.16.10 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

66.249.64.35
United
States

147.237.77.17 mazi.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

46.19.85.20 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

202.180.34.186 Japan 147.237.77.17 mazi.idf.ildrop SAM rule drop 2

46.19.86.186 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.85.180 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

2.54.167.132 Israel 147.237.77.17 mazi.idf.ilWeb Server Enforcement Violation Web Servers Slow HTTP Denial of Service reject 2

188.120.148.221 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

80.246.133.133 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.86.172 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

84.94.76.15 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.86.222 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.64 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.122 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

80.246.133.133 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.172 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

2.54.35.61 Israel 147.237.77.17 mazi.idf.ilWeb Server Enforcement Violation Web Servers Slow HTTP Denial of Service reject 1

84.94.76.15 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

62.117.37.106 Egypt 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.8 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

209.126.230.75
United
States

147.237.77.17 mazi.idf.ilWeb Server Enforcement Violation Masscan Port Scanner reject 1

46.19.85.215 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

95.86.103.20 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 60

192.117.170.194 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 18

142.54.184.178 United States 147.237.77.17 mazi.idf.ilPHP Attempt Block 12

77.75.79.54
Czech
Republic

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/9/8699.jpg Block 12

37.26.148.150 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
www.mazi.idf.il/6547-he/igf.aspx

Block 12

46.19.85.168 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/images/transvideocounter.gif Block 12

157.55.39.80 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8344-he Block 12

180.76.15.14 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

66.249.64.21 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
igf.idf.il/mobile/templatecontrols/pictureinfo/pictureinfo.aspx

Block 6

46.19.86.5 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 6

157.55.39.132 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/6/1446.jpg Block 6

207.46.13.45 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 6

66.249.64.124 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/general/×” Block 6

180.76.15.154 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

180.76.15.9 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

66.249.64.2 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 6

157.55.39.35 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/2/9302.jpg Block 6

109.66.153.54 Israel 147.237.77.17 mazi.idf.ilPHP Attempt Block 6

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8333-he Block 6

188.138.17.205 France 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

180.76.15.138 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

66.249.64.124 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 66.249.64.124 Block 6

52.24.202.216 United States 147.237.77.17 mazi.idf.ilIllegal Byte Code Character in Method Block 6

157.55.39.132 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/8/7588.jpg Block 6

142.54.184.178 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 6

207.46.13.143 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

79.180.12.82 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/6440-9729-he/igf.aspxlirondo1976@hotmail.com

Block 6

66.249.64.145 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-10222-he/igf.aspx Block 6

180.76.15.158 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

180.76.15.12 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

66.249.64.8 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 66.249.64.8 Block 6

109.66.153.54 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 6

188.165.15.181 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3775-he/igf.aspx Block 6

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-he Block 6

180.76.15.151 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

66.249.64.124 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-7711-he Block 6

52.24.202.216 United States 147.237.77.17 mazi.idf.ilNULL Character in Method Block 6

157.55.39.146 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 6

157.55.39.10 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/5551-11516-he/Ã—Å¾Ã—Â©Ã—Å“Ã—â€˜
Ã—â„¢Ã—Â? Ã—Â§Ã—â€?Ã—â„¢Ã—Å“Ã—â€?.aspx

Block 6

207.46.13.143 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/3/7333.jpg Block 6

87.68.16.10 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4944-he/igf.aspx Block 6

66.249.64.150 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

180.76.15.159 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

180.76.15.13 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

66.249.64.8 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-7707-he Block 6

46.19.85.180 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
www.mazi.idf.il/14-he/igf.aspx

Block 6

157.55.39.80 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/5551-11516-he/Ã—Å¾Ã—Â©Ã—Å“Ã—â€˜
Ã—â„¢Ã—Â? Ã—Â§Ã—â€?Ã—â„¢Ã—Å“Ã—â€?.aspx

Block 6

142.54.184.178 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 142.54.184.178 Block 6

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/6216-he/igf.aspx),\h Block 6

66.249.64.124 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/700-he/bayabashaarchive.aspx Block 6

180.76.15.153 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

157.55.39.180 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
www.mazi.idf.il/599-he/igf.aspx&sa=u&ei=thgitootlm_goikmqlsf&ved=0cbqqfjad&usg
=afqjcne_k0jl7d6l9f-7frdrpk8wb6topw

Block 6

66.249.64.2 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-7708-he Block 6

157.55.39.11 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 6

220.181.132.220 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 6

66.249.64.155 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 6

180.76.15.161 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6
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