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Top Attackers

109. 65. 105. 98, |srael

188. 165. 15. 181, France

66. 249. 64. 150, | srael
13.17.125.9, lhited Sates
142.54.184.178, lhited Sates
66. 249. 64. 145, |srael

194.90. 184. 43, |srael

80. 246. 130. 20, | srael

66. 249. 64. 155, | srael

66. 249. 64. 26, | srael
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




08-31-2015 to 09-01-2015

|Top Attackers In IPS|
Attacker Address

|Attacker Geo |Target Addr ess
46.120. 132. 129

|Ste

|Sgnature |mvi ce Action |Oount |
| srael 147.237.77.17 |mazi.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per nit 1
149. 78. 40. 148 | srael 147.237.77.17 |nazi.idf.il [7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per mt 1




08-31-2015 to 09-01-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |gte |9 gnature | count
66. 249. 64. 124 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 6
66. 249. 64. 8 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 208 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
58.55.121. 17 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.143. 18. 32 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
190. 128. 221. 130 Par aguay 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
190. 128. 221. 130 Par aguay 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
106. 137.118. 149 Japan 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
190. 128. 221. 130 Par aguay 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1




08-31-2015 to 09-01-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

‘Nama

Sgnature

85. 130. 226. 150 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 77
46. 19. 85. 90 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 36
46. 19. 85. 90 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 36
46.19. 85. 102 | srael 147.237.77. 17 |nazi . i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 10
85. 130. 216. 188 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 5
46. 19. 85. 244 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 4
37.142.223. 244 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d sequence nunber noni t or 4
188. 120. 148. 244 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 30 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 27 | srael 147.237.77. 17 |nazi . i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 86. 148 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
66. 249. 64. 30 Uited Sates |147. 237 77. 17 lnazi i of . i Sreanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 4
Ret r ansni ssi on dr opped.
46. 19. 85. 65 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 85. 200 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.38. 95 | srael 147.237.77. 17 |nazi . i df . i |Véb Server Enforcenent M ol ation VWb Servers S ow HITP Denial of Service rej ect 2
80. 246. 133. 92 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber noni t or 2
202. 180. 34. 186 |Japan 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 2
5.22.130. 137 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 85. 143 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
188. 120. 148. 158|l srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 2
46.120. 132. 129 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
199. 203. 215. 1 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different wndow scal e |nonitor 1
109. 65. 96. 19 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber alert 1
70.208.159.41 |lhited Sates |147.237.77.17|nazi.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 144 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 158 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 88 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
62.219.196. 135 |Israel 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
109. 65. 96. 19 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Invalid ACK nunber noni t or 1
70.208.159.41 |lhited Sates |147.237.77.17|nazi.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
46. 19. 85. 195 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 89 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
194.90. 184.43 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 86. 76 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 106 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 1
109. 186. 59. 120 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 1
77.237.138.51 (FZpeu?:)Ihl c 147.237.77. 17 |nazi .idf .i {Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
46.19. 86. 221 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
194. 90. 184. 43 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 1
5.22.130. 226 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 1
70.208.159.41 |lhited Sates |147.237.77.17|nazi.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
46.19. 86. 133 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 66 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
80. 246. 133. 92 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber alert 1




08-31-2015 to 09-01-2015

|Top Attackers In V\AF|

Devi ce

‘Attacker G0 |Target Address |[Ste ‘S gnature Acti on ‘Count
109. 65. 105. 98 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif Bl ock 24
13.17.125.9 Lhited Sates |[147.237.77. 17 |nazi.idf.i |0 stributed Uhaut horized URL Access on nazi.idf.il/tenpl ates/ newslist/undefined Bl ock 18
80. 246. 130. 20 |l srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned Bl ock 12
194. 90. 184. 43 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter.gif Bl ock 12
180. 76. 15. 141 |Chi na 147.237.77. 17 |nazi .idf.i |D stri buted Uhaut hori zed URL Access on 147.237.77.17/ Bl ock 6
180. 76. 15. 14 Chi na 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ Bl ock 6
207.46.13.102 |lhited Sates [147.237.77.17 |nmazi.idf.i|Uhauthorized URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ vodchannel /  |B ock 6
- - JUhaut hori zed URL Access to
66. 249. 64. 150 |l srael 147.237.77. 17 |nazi . i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bt ock 6
66. 249. 64. 26 | srael 147.237.77. 17 |nazi .i df . i [Paraneter Type Mol ation TabNumin igf.idf.il/3793-he/i gf . aspx Bl ock 6
180. 76. 15. 161 |Chi na 147.237.77. 17 |nazi .idf.i |D stri but ed Whaut hori zed URL Access on 147.237.77.17/ Bl ock 6
180. 76. 15. 135 |Chi ha 147.237.77. 17 |nazi . i df .i |Di stri buted Uhaut hori zed URL Access on 147.237.77. 17/ Bl ock 6
142.54.184.178 |Lhited Sates |147.237.77.17 |nazi.idf.i|Miltiple Uauthorized URL Access from 142.54.184. 178 Bl ock 6
77.126.142. 218 |l srael 147.237.77. 17 |nazi .i df . i [Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned Bl ock 6
188. 165. 15. 181 |Fance 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 6216- he/ i gf . aspx Bl ock 6
66. 249. 64. 145 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 6645- 10135- he/ i gf . aspx Bl ock 6
66. 249. 64. 2 | srael 147.237.77. 17 |nazi . i df . i jUnhaut hori zed URL Access to nazi.idf.il/591- he/ handasa. aspx Bl ock 6
180. 76. 15. 142 |Chi ha 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ Bl ock 6
180. 76. 15. 21 Chi na 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ Bl ock 6
89. 138. 201. 27 |l srael 147.237.77. 17 |nazi .i df . i [Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned Bl ock 6
66. 249. 64. 155 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4623- he/ i gf . aspx Bl ock 6
.. JUhauthori zed URL Access to
66. 249. 64. 26 | srael 147.237.77. 17 |nazi . i df . i i of.icf.il/nitenpl at econtrdl s/ pi ct urei nf of pi ct urei nf o, aspx Bl ock 6
188. 165. 15. 181 |Fance 147.237.77. 17 |nazi .idf.i |D stributed Unhaut hori zed URL Access on 147.237.77. 17/ 3849-5035- he/ i gf . aspx Bl ock 6
180. 76. 15. 136 |Chi na 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ Bl ock 6
142.54.184.178 |Lhited Sates |147.237.77.17|nazi.idf.i|PHP Attenpt Bl ock 6
77.237.138.51 g&%ﬂc 147.237.77.17 |nazi . i df . i |Uhaut hor i zed URL Access to / B ock 6
66. 249. 64. 150 |l srael 147.237.77. 17 |nazi . i df . i |D stributed Uhaut hori zed URL Access on 147.237.77. 17/ Bl ock 6
.. . JUhauthori zed URL Access to
66.249.64.8 I st ael 147.237.77. 17 |nazi i df .| nazi.idf.il/mtenpl atecontrol s/ picturei nfol pi cturei nfo. aspx Bl ock 6
180. 76. 15. 146 |Chi na 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code Bl ock 6
180. 76. 15. 23 Chi na 147.237.77. 17 |nazi . i df .i |D stributed Uhaut hori zed URL Access on 147.237.77. 17/ Bl ock 6
66. 249. 64. 155 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 6
188. 165. 15. 181 |Fance 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77.17/ 4166- hel i gf . aspx Bl ock 6
66. 249. 64. 124 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/  |B ock 6
180. 76. 15. 140 |Chi na 147.237.77. 17 |nazi .idf.i |D stributed Uhaut hori zed URL Access on 147.237.77.17/ Bl ock 6
157.55.39.131 |lhited Sates |147.237.77.17|nazi.idf.i|D stributed Lhauthorized URL Access on nazi.idf.il/tenpl at es/ newsl i st/ undefi ned Bl ock 6
79.182. 35. 152 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx Bl ock 6
207. 46. 13. 86 Lhited Sates |[147.237.77. 17 |nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ Bl ock 6
66. 249. 64. 150 |l srael 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77.17/ 6298- hel i gf . aspx Bl ock 6
.. . JUhauthori zed URL Access to
66.249.64.16 |l srael 147.237.77. 17 @2t At o e it el at econt rol s/ pi cture nf of pi ct ur el 1 0. aspx Bl ock 6
180. 76. 15. 148 |Chi ha 147.237.77. 17 |nazi . i df .i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ Bl ock 6
180. 76. 15. 27 Chi na 147.237.77. 17 |nazi . i df . i |D stributed Uhaut hori zed URL Access on 147.237.77. 17/ Bl ock 6
109. 186. 32. 33 |l srael 147.237.77. 17 |nazi .i df . i [Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned Bl ock 6
68. 180. 228. 160 |Lhited Sates [147.237.77. 17 |nazi.idf.i|Uaut hori zed UR. Access to nmazi.idf.il/14-8331-he Bl ock 6
188. 165. 15. 181 |Fance 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4466- he/ i gf . aspx Bl ock 6
66. 249. 64. 145 |l srael 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ Bl ock 6
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