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Top Attackers



08-30-2015 to 08-31-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

|Atacker Geo |Target Address |Ste

|9 gnature | Device Action |DP location. Location |Count |
66. 249. 64. 2 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 6
66. 249. 64. 124 | srael 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3
212.179. 64. 162 | srael 147.237.77.17 |nazi.idf.il |Bock Udp Al Nets drop BBL- | srael 3




08-30-2015 to 08-31-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste

|Sgnature |mvi ce Action |Oount |
87.69. 123. 186 | srael 147.237.77.17 |mazi.idf.il |CLO00004: HITP. options nethod (M crosoft) B ock 2
79.176. 175. 85 | srael 147.237.77.17 |nazi.idf.il [7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per mt 1
79.181. 208. 215 | srael 147.237.77.17 |nazi.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Per mit 1




08-30-2015 to 08-31-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |gte |9 gnature | count |
80. 251. 235. 152 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
94. 102. 49. 102 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
203. 194. 234. 109 Hong Kong 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
222.69.94. 13 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
93. 174. 93. 100 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
203. 194. 234. 109 Hong Kong 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
222.69. 94, 13 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




08-30-2015 to 08-31-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name | gnature | Device Action  |Count |
46.19. 85. 219 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval id ACK nunber noni t or 26
46. 19. 85. 89 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 17
46.19. 85. 219 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber alert 16
31.210. 186. 159 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 9
46.19.85.7 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 9
46.19. 86. 187 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 9
46. 19. 85. 236 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 9
46. 19. 86. 82 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
46.19. 86. 163 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 8
94. 230. 86. 175 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19.86.5 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 85. 109 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 4
46. 19. 86. 64 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
85. 64. 124. 204 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
5. 144. 59. 29 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
192. 116. 128. 90 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 2
5.22.129. 11 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 2
85. 130. 203. 8 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 2
109. 253. 144. 195 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
31.154. 92. 126 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 1
84. 109. 243. 65 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Inval i d sequence nunber noni t or 1
80. 246. 133. 159 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 89 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 14 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 1
84.108. 15. 130 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46. 117. 98. 200 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 1
109. 253. 147. 161 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber alert 1
85.64. 14. 4 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
80. 246. 133. 194 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 28 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 1
94. 230. 86. 227 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
5.22.129. 46 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 1
84.108. 62. 99 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber alert 1
54.244. 22. 103 Lhited Sates |147.237.77.17 nazi.idf.il |[drop SAMrul e drop 1
46. 19. 85. 126 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
109. 253. 147. 161 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 1
80. 246. 133. 207 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 66 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 1
109. 64. 175. 89 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
84.108. 62. 99 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
66. 249. 64. 21 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 178 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 1
176. 12. 150. 34 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 1
46.19. 85. 14 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber alert 1
84.108. 15. 130 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber alert 1
46. 19. 86. 250 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 249 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1




08-30-2015 to 08-31-2015

|Top Attackers In V\AF|

Devi ce

At acker

Geo Target Address |Ste ‘S gnature Action ‘Count
212.76.105. 46 |lsrael 147.237.77. 17 |nazi .idf.i|D stributed Lhaut hori zed URL Access on nazi.idf.il/inages/transvi deocounter. gif B ock 12
66. 249. 64. 155 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 12
180. 76. 15. 23 Chi na 147.237.77. 17 |nazi .idf .i |Di stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 12
79.183.19.112 [ srael 147.237.77. 17 |nazi i of i (¥ 2TeLer Type Mol ation Mast er$uctbader $ucSear chontr ol $txt Search in B ock 12
wan nazi L i df.i |/ 14-heli gf . aspx
89. 139. 42. 24 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx B ock 6
79.176. 131. 224 |l srael 147.237.77. 17 |nazi .i df . i |PHP Att enpt B ock 6
66. 249. 64. 150 |l srael 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
188. 165. 15. 181 |Fance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/591-heli gf . aspx B ock 6
180. 76. 15. 34 Chi na 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
66. 249. 64. 124 |l srael 147.237.77. 17 |nazi . i df .i {MIl ti pl e Whaut hori zed URL Access from 66. 249. 64. 124 B ock 6
2 5432 195 srael 147 237 77. 17 \razi i o i Par anet gr_Typg Mol ati on Mast er SucHeader $ucSear ch@nt rol $t xt Search in B ock 6
wn nazi L i df . il /14-heli gf . aspx
Lhi ted .. lUnauthorized URL Access to mazi.idf.il/113-11581- he/ A—AA—AA—A? A—AE™A—AH
157. 55. 39. 254 Sates 147.237.77. 17 |nazi . i df . i A—a€cA—A“A—aECA—A? . aspx B ock 6
81.218.56.171 |[lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storagel/files/3/2273.pg B ock 6
Lhi ted .. . |Unaut horized URL Access to wwv mazi.idf.il/113-11269- he/ A—A" A—a€¢A—aE"A—aE
207.46.13.102 |g s [M7-287. 77 A7 G2 T INGA po  A_ae?A_acceA_acA_A  A_ac?A_a€"A_A?. aspx Bock |6
66. 249. 64. 198 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to www nazi.idf.il/tenpl at es/ shared/ user control s/ newsgal | ery/ B ock 6
180. 76. 15. 149 |Chi na 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
66. 249. 64. 145 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 5484- 7282- he/ i gf . aspx B ock 6
66. 249. 64. 2 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / x” B ock 6
180. 76. 15. 18 Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
Unaut hori zed URL Access to
95. 86. 111. 57 | srael 147.237.77. 17 |nazi . i df . i |nazi . i df . i |/ 7246- 11466- he/ i of . aspx&a=u&ved=0ca8qf j acahukew avb2l ut hhahvl j t skhvo5bd |B ock 6
u&si g2=j 6okpgzkf 8b4gj ux7yvgs5a&usg=af gj cngct hr xg3ei xdzt oyozxdhpbf wlng
79.176. 131. 224 |l srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to igf.idf.il/xnhrpc. php B ock 6
66. 249. 64. 155 |l srael 147.237.77. 17 |nazi .i df .i |Di stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
192. 116. 128. 90 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5039- he/ i gf . aspx B ock 6
180. 76. 15. 138 |Chi na 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 6
66. 249. 64. 124 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 6
2.54.136. 11 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/ B ock 6
157. 55. 39. 254 Lah;::g 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/14-10106- he B ock 6
82.80.193.236 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 1351. j pg B ock 6
207. 46. 13. 112 ;h;ttsg 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
66. 249. 64. 203 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to www nazi.idf.il/14-10106- he B ock 6
66. 249. 64. 145 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/t enpl at econt rol s/ pi ct urei nf o/ pi ct urei nfo. aspx |B ock 6
180. 76. 15. 160 |Chi na 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
66. 249. 64. 16 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/mtenpl atecontrol s/ pictureinfol pi ctureinfo. aspx B ock 6
180. 76. 15. 21 Chi na 147.237.77. 17 |nazi .idf.i|D stributed Whaut hori zed URL Access on 147.237.77.17/ B ock 6
151.80. 31. 140 |Italy 147.237.77. 17 |nazi .idf.i |D stri buted Whaut hori zed URL Access on 147.237.77.17/robot s. t xt B ock 6
79.181.11. 167 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 6
207.46.13.76 gq:atts: 147.237.77. 17 |nazi .idf .i|D stri buted Whaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 6
180. 76. 15. 143 |Chi na 147.237.77. 17 |nazi .idf.i|D stributed Whaut hori zed UL Access on 147.237.77.17/ B ock 6
66. 249. 64. 145 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
66. 249. 64. 2 | srael 147.237.77. 17 |nazi .idf.i |Mul ti pl e Uhaut hori zed URL Access from 66. 249. 64. 2 B ock 6
180. 76. 15. 12 (hi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
82. 166. 23. 32 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif B ock 6
207. 46. 13. 122 ;h;ttsg 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
66. 249. 64. 208 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to waw nazi . i df.il/tenpl at es/ shared/ user cont r ol s/ vodchannel / B ock 6
66. 249. 64. 150 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
188. 165. 15. 181 |Fance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4315- he/ i gf . aspx B ock 6
66. 249. 64. 26 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/nobile/tenpl atecontrols/picturei nfol pi ctureinfo.aspx |B ock 6
157. 55. 39. 166 ;h;::: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
66. 249. 64. 155 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 5221-6390- he/ i gf . aspx B ock 6
207. 46.13. 94 léh;sg 147.237.77. 17 |mazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
180. 76. 15. 146 |Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
66. 249. 64. 145 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3697- 10782- he/ i gf . aspx B ock 6
66. 249. 64. 2 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 6
180. 76. 15. 15 Chi na 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 6
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