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Top Attackers 

66.249.64.155, Israel

66.249.64.2, Israel

66.249.64.145, Israel

66.249.64.124, Israel

180.76.15.23, China

157.55.39.254, United States

188.165.15.181, France

79.176.131.224, Israel

66.249.64.150, Israel

79.183.19.112, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.64.2 Israel 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 6

66.249.64.124 Israel 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 3

212.179.64.162 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 3

 08-30-2015 to 08-31-2015 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

87.69.123.186 Israel 147.237.77.17 mazi.idf.il C1000004: HTTP: options method (Microsoft) Block 2

79.176.175.85 Israel 147.237.77.17 mazi.idf.il 7120: TCP: Segment Overlap With Different Data, e.g., Fragroute Permit 1

79.181.208.215 Israel 147.237.77.17 mazi.idf.il 7120: TCP: Segment Overlap With Different Data, e.g., Fragroute Permit 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

80.251.235.152 Russian Federation 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

94.102.49.102 Netherlands 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

203.194.234.109 Hong Kong 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 2048 1

222.69.94.13 China 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 4096 1

93.174.93.100 Netherlands 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

203.194.234.109 Hong Kong 147.237.77.17 mazi.idf.il ET SCAN NMAP -f -sS 1

222.69.94.13 China 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

 08-30-2015 to 08-31-2015 



Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

46.19.85.219 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 26

46.19.85.89 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 17

46.19.85.219 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 16

31.210.186.159 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

46.19.85.7 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

46.19.86.187 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

46.19.85.236 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

46.19.86.82 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

46.19.86.163 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 8

94.230.86.175 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 6

46.19.86.5 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

46.19.85.109 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

46.19.86.64 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

85.64.124.204 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

5.144.59.29 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

192.116.128.90 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence SYN retransmit with different window scale monitor 2

5.22.129.11 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 2

85.130.203.8 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 2

109.253.144.195 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

31.154.92.126 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

84.109.243.65 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid sequence number monitor 1

80.246.133.159 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.86.89 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.85.14 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

84.108.15.130 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.117.98.200 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

109.253.147.161 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 1

85.64.14.4 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

80.246.133.194 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.85.28 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

94.230.86.227 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

5.22.129.46 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

84.108.62.99 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 1

54.244.22.103 United States 147.237.77.17 mazi.idf.il drop SAM rule drop 1

46.19.85.126 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

109.253.147.161 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

80.246.133.207 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.85.66 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

109.64.175.89 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

84.108.62.99 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

66.249.64.21 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.85.178 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

176.12.150.34 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.85.14 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 1

84.108.15.130 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 1

46.19.86.250 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.85.249 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

212.76.105.46 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/images/transvideocounter.gif Block 12

66.249.64.155 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 12

180.76.15.23 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 12

79.183.19.112 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
www.mazi.idf.il/14-he/igf.aspx

Block 12

89.139.42.24 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5187-he/igf.aspx Block 6

79.176.131.224 Israel 147.237.77.17 mazi.idf.ilPHP Attempt Block 6

66.249.64.150 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 6

188.165.15.181 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/591-he/igf.aspx Block 6

180.76.15.34 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

66.249.64.124 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 66.249.64.124 Block 6

2.54.32.195 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
www.mazi.idf.il/14-he/igf.aspx

Block 6

157.55.39.254
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/113-11581-he/Ã—Å“Ã—Å“Ã—Â? Ã—â€™Ã—â€˜
Ã—â€¢Ã—Å“Ã—â€¢Ã—Âª.aspx

Block 6

81.218.56.171 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/3/2273.jpg Block 6

207.46.13.102
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to www.mazi.idf.il/113-11269-he/Ã—Â¨Ã—â€¢Ã—â€˜Ã—â€
¢Ã—Ëœ, Ã—â€?Ã—â€œÃ—â€¢Ã—Â¨ Ã—â€?Ã—â€˜Ã—Â?.aspx

Block 6

66.249.64.198 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 6

180.76.15.149 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

66.249.64.145 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5484-7282-he/igf.aspx Block 6

66.249.64.2 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/general/×” Block 6

180.76.15.18 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

95.86.111.57 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/7246-11466-he/igf.aspx&sa=u&ved=0ca8qfjacahukewjavb2luthhahvljtskhvo5bd
u&sig2=j6okpgzkf8b4gjux7yvg5a&usg=afqjcngcthrxg3eixdztoyozxdhpbfw1ng

Block 6

79.176.131.224 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/xmlrpc.php Block 6

66.249.64.155 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

192.116.128.90 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5039-he/igf.aspx Block 6

180.76.15.138 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

66.249.64.124 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 6

2.54.136.11 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/ Block 6

157.55.39.254
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10106-he Block 6

82.80.193.236 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/1351.jpg Block 6

207.46.13.112
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 6

66.249.64.203 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/14-10106-he Block 6

66.249.64.145 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx Block 6

180.76.15.160 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

66.249.64.16 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/m/templatecontrols/pictureinfo/pictureinfo.aspx Block 6

180.76.15.21 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

151.80.31.140 Italy 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 6

79.181.11.167 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 6

207.46.13.76
United
States

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 6

180.76.15.143 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

66.249.64.145 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

66.249.64.2 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 66.249.64.2 Block 6

180.76.15.12 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

82.166.23.32 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 6

207.46.13.122
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 6

66.249.64.208 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/templates/shared/usercontrols/vodchannel/ Block 6

66.249.64.150 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

188.165.15.181 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4315-he/igf.aspx Block 6

66.249.64.26 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/mobile/templatecontrols/pictureinfo/pictureinfo.aspx Block 6

157.55.39.166
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 6

66.249.64.155 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5221-6390-he/igf.aspx Block 6

207.46.13.94
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 6

180.76.15.146 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

66.249.64.145 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3697-10782-he/igf.aspx Block 6

66.249.64.2 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/700-he/bayabashaarchive.aspx Block 6

180.76.15.15 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6
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