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Top Attackers

66. 249. 64. 124, | srael

66. 249. 93. 238, | srael

66. 249. 64. 145, | srael

66. 249. 64. 155, | srael

68. 180. 228. 160, Lhited Sates
188. 165. 15. 181, France
79.181. 141. 54, |srael
2.54.37.6, Israel

66. 249. 64. 150, | srael
157.55.39.108, Lhited Sates




08-29-2015 to 08-30-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address
66. 249. 64. 124

|Atacker Geo |Target Address

|gte

|S gnature | Device Action |DPlocation. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1324
66. 249. 93. 238 | srael 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 490




08-29-2015 to 08-30-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste |Sgnature |mvi ce Action |Coum |
5.102.197.171 | srael 147.237.77.17 |mazi.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per nit 2
109. 67. 109. 2 | srael 147.237.77.17 |nazi.idf.il [7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per mt 1
79.181. 97. 154 | srael 147.237.77.17 |nazi.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Per mit 1
149. 78. 201. 158 Lhited Sates |147.237.77.17 nazi.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Permit 1
81. 218. 144. 203 | srael 147.237.77.17 |nazi.idf.il [7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per mt 1
93.173. 5. 156 | srael 147.237.77.17 |mazi.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per nit 1
37.26.149. 192 | srael 147.237.77.17 |mazi.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per nit 1




08-29-2015 to 08-30-2015

|Top Attackers In |D|

Attacker Address|Attacker Geo |Target Address |Ste | gnature | count |
66.249.64.124 |Lhited Sates 147.237.77. 17 |nazi . i of .i J[ET SCAN NVAP -sA (2) 8
198. 36. 50. 80 Lhited Sates 147.237.77. 17 |nazi .i df .i JET SCAN Potential SSH Scan 1
91.220.163. 43 |krai ne 147.237.77. 17 |nazi .i df .i [ET SCAN NVAP -sS wi ndow 1024 1
95.106. 119. 24 [Russi an Federation |147.237.77. 17 |nazi .i df.i l|ET SCAN Potential SSH Scan 1
183. 60. 175. 149 |Chi na 147.237.77. 17 |nazi .i df .i |[ET SCAN NVAP -f -sS 1
183. 60. 175. 149 |Chi na 147.237.77. 17 |nazi .i df .i [ET SCAN NVAP -sS wi ndow 3072 1
189. 202. 241. 84 |Mexi co 147.237.77. 17 |nazi . i df .i [ET SCAN NVAP -sS wi ndow 4096 1
196.47.173.21 |Qte Dlvoire 147.237.77. 17 |nazi .i df .i [ET SCAN NVAP -sS wi ndow 4096 1
94.102. 48. 193  |Net her| ands 147.237.77. 17 |nazi .i df .i JET SCAN Potential SSH Scan 1
121. 15.202. 84 |China 147.237.77. 17 |nazi . i df.i ||ET SCAN Behavi oral Lhusual | y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
183. 60. 175. 149 |Chi na 147.237.77. 17 |nazi .i df .i [ET SCAN NVAP -sS wi ndow 2048 1
189. 202. 241. 84 |Mexi co 147.237.77. 17 |nazi .i df .i [ET SCAN NVAP -sS wi ndow 3072 1
196.47.173.21 |Qte Dlvoire 147.237.77. 17 |nazi . i df .i [ET SCAN NVAP -sS wi ndow 3072 1




08-29-2015 to 08-30-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address [Ste | Name |9 gnature | Devi ce Action |Count
31.210. 186. 159 |l srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval id ACK nunber noni t or 18
5.29.178.194 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Inval id ACK nunber noni t or 16
46. 19. 86. 82 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 16
46. 19. 85. 48 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 13
46. 19. 86. 98 | srael 147.237.77.17 |nazi.idf.il|Bad TGP sequence Inval id ACK nunber noni t or 9
46. 19. 85. 56 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 9
5.102. 254. 204 |l srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval id ACK nunber noni t or 9
46. 19. 86. 55 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Inval id ACK nunber noni t or 9
46. 19. 85. 65 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 9
81.218. 144. 203 |l srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different wndow scal e |nonitor 9
79. 183. 55. 69 | srael 147.237.77. 17 |nazi.idf.il|Bad TGP sequence SYNretransmit wth different wndow scal e |nonitor 8
46.19. 86. 230 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
54.244.22.103 |lhited Sates 147.237.77. 17 |nazi.idf.il|drop dr op 4
46. 19. 86. 95 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Inval id ACK nunber noni t or 4
5.22. 130. 245 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 3
54.244.22.103 |lhited Sates 147.237.77. 17 |nazi.idf.il|drop SAMrul e drop 3
213.57.166. 252 |l srael 147.237.77. 17 |nazi.idf.il|Bad TGP sequence Inval id ACK nunber alert 2
213.57.166.252 |lsrael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 2
194.225.185.5 [lran, Islanmc Republic of |147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
46.19. 86. 221 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 238 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
37.46.39.211 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
77.237.138. 202 |Czech Republic 147.237.77. 17 |nazi.idf.il|B ock HTTP Non Conpliant |Response out of state noni t or 1
194.225.185.5 |lran, Islamc Republic of [147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 20 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 86. 155 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 48 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber alert 1
46.19. 86. 193 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 149 | srael 147.237.77. 17 |nazi.idf.il|Bad TGP sequence Inval id ACK nunber noni t or 1
37. 46. 39. 47 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1




08-29-2015 to 08-30-2015

|Top Attackers In V\AF|

Devi ce

‘Attacker G0 |Target Address |Ste ‘S gnat ure Action ‘Count
2.54.37.6 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 12
79.181.141.54 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 12
66. 249. 64. 155 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/5010- 8769- he/ i gf . aspx B ock 6
66. 249. 64. 145 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4146- hel i gf . aspx B ock 6
180. 76. 15. 149 |Chi na 147.237.77. 17 |nazi .idf.i|D stributed Whaut hori zed URL Access on 147.237.77. 17/ B ock 6
180. 76. 15. 5 Chi na 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ B ock 6
157.55.39.108 |Lhited Sates |147.237.77.17|nazi.idf.i|D stributed Unaut hori zed URL Access on 147.237.77.17/robot s. t xt B ock 6
68. 180. 228. 160 |Lhited Sates |147.237.77.17|nazi.idf.i|Wauthori zed URL Access to nazi.idf.il/5676-7827-he/ifg. aspx B ock 6
188. 165. 15. 181 |Fance 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 70- he/ i gf . aspx B ock 6
66. 249. 64. 150 |lsrael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 6369- 9586- he/ i gf . aspx B ock 6
66. 249. 64. 2 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 6
180. 76. 15. 25 Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
157.55.39.237 [Uhited Sates [147.237.77. 17 |nazi i cf .| xma:tth;' aZ:sX LR Access to v mazi . 1df.11/113-11269- he/ x"xmxed, xxe Bl ock 6
85. 250. 85. 119 |l srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/si p _storage/fil es/ 7/ 1087. | pg B ock 6
66. 249. 64. 155 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
180. 76. 15. 156 |Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
66. 249. 64. 145 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/ 4170- he/ i gf . aspx B ock 6
180. 76. 15. 10 Chi na 147.237.77. 17 |nazi .idf.i|D stributed Whaut hori zed URL Access on 147.237.77. 17/ B ock 6
157.55.39. 108 |[Lhited Sates |147.237.77.17|nazi.idf.i|Uauthorized URL Access to 147.237.77.17/si p_storage/fil es/ 4/ 3544. | pg B ock 6
77.237.138. 202 ggj‘gﬂc 147. 237. 77. 17 |nazi .i of . i Uhaut hori zed LR Access to / B ock 6
207. 46. 13. 76 Lhited Sates |147.237.77.17|nazi.idf.i|lUhaut horized URL Access to 147.237.77.17/robots. t xt B ock 6
66. 249. 64. 150 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
66. 249. 64. 16 | srael 147.237.77. 17 |nazi.idf.i |Paraneter Type M ol ati on TabNumin igf.idf.il/3793-he/igf. aspx B ock 6
180. 76. 15. 135 [Chi na 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 6
157.55. 39. 253 |lLhited Sates |147.237.77. 17 |nazi.idf.i|lhaut hori zed URL Access to nazi.idf.il/14-7712-he B ock 6
93.172. 155. 193 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx B ock 6
68. 180. 228. 160 |Lhited Sates |147.237.77.17|nazi.idf.i|Waut horized UL Access to nazi.idf.il/14-10104- he B ock 6
188. 165. 15. 136 |Fance 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/594- he/ i gf . aspx B ock 6
66. 249. 64. 145 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 4439-he/ i gf . aspx B ock 6
180. 76. 15. 12 Chi na 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 6
157.55.39. 180 [Lhited Sates |147.237.77.17|nazi.idf.i|Uhaut horized URL Access to 147.237.77.17/sip _storage/fil es/ 8/ 7588. | pg B ock 6
66. 249. 64. 155 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4623- he/ i gf . aspx B ock 6
66. 249. 64. 145 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
180. 76. 15. 143 |Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
157 55.39 253 |Wited Sates |147. 237 77. 17 |vmzi i of i XL?a:;;(()ri zed URL Access to mazi.idf.il/3728-11581- he/ xoexgex? x'Xx'xexgexs B ock 6
109. 253. 159. 82 |l srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. j pg B ock 6
68. 180. 228. 160 |Lhited Sates |147.237.77.17|nazi.idf.i|Uaut hori zed URL Access to nazi.idf.il/14-8335-he B ock 6
188. 165. 15. 181 |Fance 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/113- he/i gf . aspx B ock 6
66. 249. 64. 145 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 5222- 6398- he/ i gf . aspx B ock 6
5.102.197. 171 |lsrael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 6
180. 76. 15. 19 Chi na 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ B ock 6
157.55.39.181 |lLhited Sates |147.237.77.17|nazi.idf.i|Unaut horized UR. Access to 147.237.77.17/si p_storage/fil es/ 6/ 7406. | pg B ock 6
81. 218. 144. 203 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 6
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