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213.57.202. 177, |srael

66. 249. 64. 150, | srael

188. 165. 15. 136, France

66. 249. 64. 155, | srael
93.173.187. 207, |srael

79.181. 34.102, |srael

46.116. 142. 117, | srael
77.75.78.162, Czech Republic
81. 218. 146. 180, |srael
68.180.228. 160, Lhited Sates




08-28-2015 to 08-29-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

|Atacker Geo |Target Address |Ste

|9 gnature | Device Action |DP location. Location |Count |
103. 231. 104. 90 147.237.77.17 |nazi.idf.il |Frk _Under Attack_Con_Tcp drop BBL- Fr ankf urt 2
66. 249. 64. 124 | srael 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




08-28-2015 to 08-29-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |S te |S gnat ure |mvi ce Action |Ooum |
31.154. 148. 83 | srael 147.237.77.17 |mazi.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per nit 1
93. 173. 45. 47 | srael 147.237.77.17 |nazi.idf.il [7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per mt 1
84. 94. 40. 144 | srael 147.237.77.17 |nazi.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Per mit 1
85. 25. 100. 194 Ger many 147.237.77.17 |nazi.idf.il |C1000106: HITP. naj estic bot B ock 1
91. 229. 61. 122 Net her | ands 147.237.77.17 |nazi.idf.il [7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per mt 1




|Top Attackers In |D|

08-28-2015 to 08-29-2015

Attacker Address |Attacker Geo | Target Address |gte |9 gnature |count |
197. 200. 236. 26 Ageria 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 2
85. 142. 20. 210 Russi an Federation 147.237.77. 17 nazi.idf.il Tehila - Perl LW with fake user agent 1
93. 174. 93. 100 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
117.135. 163. 104 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
193. 107. 16. 206 Russi an Federation 147.237.77.17 nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
194.116. 183. 155 Pol and 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
203. 115. 93. 156 Indi a 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
23.234.51.12 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
93. 62. 222. 84 Italy 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
94. 102. 49. 102 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
117.135. 163. 104 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NMVAP -sS wi ndow 2048 1
193. 107. 16. 206 Russi an Federation 147.237.77. 17 nazi . idf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 68. 36. 51 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 39. 222. 253 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5800- 5820 1




08-28-2015 to 08-29-2015

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

dgnature

Geo
37.26. 148, 217 | srael 147.237. 77. 17 \vazi i of i Sreanming Engine: TCP Segnent Linit |TCP segment out of maxi numal | oned sequence. drop 295
Enf or cenent Packet dropped.
79.183. 16. 230 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SN retransmit wth different w ndow scal e noni t or 96
46. 19. 85. 19 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 26
46.19. 85. 19 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber alert 25
5.22.129.174 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 9
46.19. 85. 128 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 9
54. 244, 22. 103 g];::: 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 8
87.98.217. 58 France 147.237.77. 17 |nazi .idf.i|drop SAMrul e drop 6
37.26.148. 217 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence noni t or 4
2.52.137. 26 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
85. 130. 241. 220 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
5.102.217.219 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransnmit wth different w ndow scal e noni t or 4
199. 30. 24. 255 g‘;ttees 147.237.77. 17 |nazi . idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 2
46. 19. 86. 95 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
31.210. 186. 153 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 2
5.22.129. 37 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
37.26.147.227 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
46. 19. 86. 76 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 1
23.101. 61,176 |1ted 147.237.77. 17 |nazi .i of .i [ nstant Messengers I nstant nessenger pattern found, application: monitor |1
Sates Skype

109. 186. 180. 39 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
2.52.137. 26 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 1
85. 65. 149. 217 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 86. 150 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 128 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber aert 1
212.179.21.194 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 1
5.22.129. 186 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
104. 167. 98. 27 147.237.77. 17 |nazi .i df . i |Véb Server Enforcenent Mol ation Masscan Port Scanner rej ect 1
176. 13. 12. 250 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence I nval i d ACK nunber alert 1
85. 130. 241. 93 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 86. 175 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
37.26.148.217 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 1
212.179.21.194 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
5.22.130. 180 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
109. 67. 114. 20 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
80. 246. 130. 141 |l srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 86. 103 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 23 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
37.26. 147. 227 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
176. 13. 12. 250 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.120. 232. 109 |l srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.19. 86. 11 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 1
212.179.172. 219|l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 186. 180. 39 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 1
84.108.183. 197 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 86. 147 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
46. 19. 85. 33 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 1




08-28-2015 to 08-29-2015

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

Target Address

dte

‘ Sgnature

Devi ce

‘Count

Action

213.57.202. 177 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/newslist/undefined B ock 48
93.173.187. 207 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nmazi.idf.il/sip storagel/files B ock 18
46.116. 142. 117 |lsrael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl at es/ newsl i st/ undefined Bl ock 12
77.75.78. 162 gg}‘;ﬂ . 147.237.77. 17 |mezi i df . i |Unaut hori zed URL Access to nazi.idf.il/sip_storagelfiles/9/8699.) pg B ock 12
81.218. 146. 180 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 12
79.181. 34. 102 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 12
188. 165. 15. 136 |Fance 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 675-he/i gf . aspx B ock 6
68. 180.228. 160 |Lhited Sates [147.237.77. 17 |nazi .idf.i|Uhaut hori zed UR. Access to nazi.idf.il/sip storage/files B ock 6
66. 249. 64. 155 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3728- 8808- he/ i gf . aspx B ock 6
180. 76. 15. 158 Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
180. 76. 15. 34 Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
66. 249. 64. 2 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 6
157.55.39. 108 |lLhited Sates |147.237. 77. 17 |nazi . idf.i|Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
79.183. 16. 230 | srael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 6
188. 165. 15. 136 |Fance 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4169- he/ i gf . aspx B ock 6
66. 249. 93. 204 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/si p_storage/fil es/ 7/ 1087. j pg B ock 6
66. 249. 64. 150 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 5221-6395- he/ i gf . aspx B ock 6
180. 76. 15. 152 Chi na 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
180. 76. 15. 19 Chi na 147.237.77. 17 |nazi .idf .i|Unaut hori zed URL Access to 147.237.77.17/ B ock 6
Unaut hori zed URL Access to
95. 86. 72. 47 | srael 147.237.77. 17 |nazi . i df . i |nazi . i df . i |/ 4146- he/ i gf . aspx&a=u&ved=0cagqf j aaahukew couj s9svhahxbf 9skht j sat 4&u |B ock 6
sg=af gj cnel | r va9f wdl bykj wi auvokvhdpcg
207. 46. 13. 26 Lhited Sates |147.237. 77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
180. 76. 15. 159  [Chi na 147.237.77. 17 |nazi.idf.i|D stributed Waut hori zed URL Access on 147.237.77.17/ B ock 6
66. 249. 64. 155 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
180. 76. 15. 134 Chi na 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
66. 249. 64. 150 | srael 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
157.55.39.116 |lhited Sates [147.237. 77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/5914- 8458- he/ i gf . aspx B ock 6
188. 165. 15. 136 |Fance 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 4172-he/i gf . aspx B ock 6
66. 249. 93. 212 | srael 147.237.77. 17 |nazi .idf.i|D stributed Lhauthorized URL Access on 147.237.77.17/sip storage/files/7/1087.jpg |B ock 6
66. 249. 64. 150 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
180. 76. 15. 152 Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
180. 76. 15. 30 Chi na 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
46.117. 63. 40 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/571- he/i gf . aspx B ock 6
117.78. 13. 54 Chi na 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to igf.idf.il/14-he B ock 6
79.177.171. 184 |lsrael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocounter. gif B ock 6
207. 46. 13. 47 Lhited Sates |147.237. 77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/sip storagel/fil es/ 2/ 8232.j pg B ock 6
180. 76. 15. 161 Chi na 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
66. 249. 81. 214 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 6
66. 249. 64. 150 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
180. 76. 15. 148 |Chi na 147.237.77. 17 |nazi .idf.i|D stri buted Waut hori zed URL Access on 147.237.77.17/ B ock 6
157.55.39.180 |lhited Sates [147.237.77. 17 |nazi.idf.i|Waut hori zed URL Access to 147.237.77.17/sip storage/ fil es/9/5099. j pg B ock 6
84. 108. 238. 45 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 6
188. 165. 15. 136 |Rance 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 599- he/i gf . aspx B ock 6
68. 180.228. 160 |Lhited Sates [147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to nazi.idf.il/14-8348-he B ock 6
66. 249. 64. 155 | srael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77.17/ 3728-6976- he/ i gf . aspx B ock 6
180. 76. 15. 154  |Chi na 147.237.77. 17 |nazi .idf . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 6
180. 76. 15. 33 Chi na 147.237.77. 17 |nazi.idf.i|D stri buted Waut hori zed URL Access on 147.237.77.17/ B ock 6
46.120. 132. 129 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 6
141.212.122. 202|hited Sates [147. 237. 77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
213.57.167. 32 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx B ock 6
180. 76. 15. 163 Chi na 147.237.77. 17 |nazi .idf.i|D stri buted Whaut hori zed URL Access on 147.237.77. 17/ B ock 6
66.249. 81. 220 |l srael 147.237.77. 17 |nazi.idf.i|D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl at es/ newsl i st/ undefined B ock 6
66. 249. 64. 150 | srael 147.237.77. 17 |n@azi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5039- he/ i gf . aspx B ock 6
180. 76. 15. 150 |Chi na 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 6
157.55.39.237 |Whited Sates |147. 237. 77. 17 |nazi i of . i lx','fx"f‘:’;h;srri)xzed R Access to winmazi.idf. 1/113-11269-hef x"xexxax, xixxex Bl ock 6
5.102.217.219 |lsrael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3848-5222- he/ i gf . aspx B ock 6
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