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Top Attackers 

66.249.67.41, Israel

77.127.181.200, Israel

84.228.143.14, Israel

213.151.58.189, Israel

164.138.120.198, Israel

79.182.177.188, Israel

79.182.66.122, Israel

82.166.23.97, Israel

82.145.223.69, Europe

141.212.122.3, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.67.41 Israel 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 900

212.179.64.162 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

77.127.181.200 Israel 147.237.77.17 mazi.idf.il7120: TCP: Segment Overlap With Different Data, e.g., Fragroute Permit 65

37.78.244.169 Russian Federation 147.237.77.17 mazi.idf.il12348: HTTP: PHP-CGI Query String Parameter Command Injection Vulnerability Block 4

173.48.141.204 United States 147.237.77.17 mazi.idf.ilC1000004: HTTP: options method (Microsoft) Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

52.76.73.144 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 3072 1

119.235.50.45 India 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

122.10.102.49 Hong Kong 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

191.5.237.92 Brazil 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

218.65.30.107 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

104.192.0.20 147.237.77.17 mazi.idf.il ET SCAN Potential VNC Scan 5900-5920 1

122.10.102.47 Hong Kong 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

187.120.39.79 Brazil 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

218.18.37.226 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

77.127.181.200 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence SYN retransmit with different window scale monitor 108

46.19.85.233 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 36

66.249.93.238 United States 147.237.77.17 mazi.idf.il drop drop 36

46.19.85.233 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 36

66.249.93.238 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 25

66.249.93.238 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 25

46.19.85.231 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 21

46.19.86.96 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 17

46.19.85.73 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 16

77.125.109.61 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence SYN retransmit with different window scale alert 14

77.125.109.61 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence SYN retransmit with different window scale monitor 14

176.12.145.54 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence SYN retransmit with different window scale monitor 11

82.145.223.69 Europe 147.237.77.17 mazi.idf.il drop SAM rule drop 9

46.120.230.38 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

46.19.86.96 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 9

31.210.186.128 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

46.117.106.57 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

46.19.85.68 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 6

46.19.85.68 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 5

46.117.106.57 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 5

46.19.86.37 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 5

46.19.85.215 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 5

46.19.85.45 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

85.65.197.159 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

46.120.230.38 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 4

54.244.22.103 United States 147.237.77.17 mazi.idf.il drop SAM rule drop 3

199.203.215.1 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 2

188.120.148.234 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 2

46.19.86.69 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.85.220 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 1

199.203.215.1 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 1

46.19.86.241 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.85.179 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

87.69.98.150 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.85.220 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

85.65.197.159 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 1

46.19.85.238 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.85.204 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

80.246.133.22 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 1

212.179.218.43 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

37.26.147.212 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

80.246.133.22 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.86.109 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

85.130.237.232 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

213.151.58.189 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/5772-8123-he/igf.aspx&sa=u&ved=0ca8qfjadahukewjl8vwohsrhahvksrok
hxxwd68&usg=afqjcnhbuhhedrboobs7csauz49n1awh8g

Block 18

84.228.143.14 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 18

164.138.120.198 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 12

79.182.66.122 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 12

79.182.177.188 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 12

157.55.39.247 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/70-he/igf.aspx Block 6

82.166.23.97 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/xmlrpc.php Block 6

77.125.109.61 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 6

66.249.64.2 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/700-he/bayabashaarchive.aspx Block 6

188.165.15.136 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5576-he/igf.aspx Block 6

180.76.15.19 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

141.212.122.3 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to /x Block 6

82.145.223.69 Europe 147.237.77.17 mazi.idf.ilIllegal Byte Code Character in Header Value Block 6

66.249.67.92 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8350-he Block 6

213.57.188.188 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/newslist/undefined Block 6

180.76.15.33 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

31.154.148.165 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/4070-11595-he/×ž×—×œ×§×ª ×ª×›× ×•
×Ÿ ×•×‘×§×¨×”.aspx

Block 6

84.111.60.241 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 6

77.127.181.200 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4944-he/igf.aspx Block 6

66.249.67.61 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 6

207.46.13.37 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 6

180.76.15.20 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6

157.55.39.57 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 6

82.145.223.69 Europe 147.237.77.17 mazi.idf.ilMultiple Illegal Byte Code Character in Header Value from 82.145.223.69 Block 6

66.249.93.212 Israel 147.237.77.17 mazi.idf.il
Distributed Unauthorized URL Access on
147.237.77.17/sip_storage/files/7/1087.jpg

Block 6

180.76.15.159 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

46.19.86.168 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 6

176.12.138.28 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
www.mazi.idf.il/6216-he/igf.aspx

Block 6

66.249.67.73 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 6

212.143.166.245 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/newslist/undefined Block 6

180.76.15.22 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

157.55.39.125 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4982-5635-he/igf.aspx Block 6

82.166.23.97 Israel 147.237.77.17 mazi.idf.ilPHP Attempt Block 6

213.163.66.185 Netherlands 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.igf.idf.il/robots.txt Block 6

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-5475-he Block 6

46.117.181.242 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 6

180.76.15.162 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 6

176.12.145.54 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 6

91.98.85.87
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/tmunblock.cgi Block 6

66.249.67.80 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8348-he Block 6

212.179.146.134 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 6

180.76.15.23 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 6
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