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08-27-2015 to 08-28-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address
66. 249. 67. 41

|Atacker Geo |Target Address

|gte

|S gnature | Device Action |DPlocation. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 900
212.179. 64. 162 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 3




08-27-2015 to 08-28-2015

|Top Attackers In IPS|

At t acker Address|AItacker Geo |Target Addr ess |Ste

|Sgna1ure |Davice Acti0n|Count\
77.127.181. 200 |l srael 147.237.77. 17 |nazi . i df.il|7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fagroute Permt 65
37.78.244.169 |Russian Federation [147.237.77.17 |nazi.idf.il|12348: HITP. PH>-G3 Query Sring Paraneter Conmand | njection Vil nerability |B ock 4
173.48.141. 204 |Lhited Sates 147.237.77. 17 |nazi . i df . i |CLO0O0004: HTTP:. options method (M crosoft) B ock 1




08-27-2015 to 08-28-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count
52.76.73. 144 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
119. 235. 50. 45 Indi a 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
122.10. 102. 49 Hong Kong 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
191. 5. 237. 92 Brazil 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
218. 65. 30. 107 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
104. 192. 0. 20 147.237.77.17 nazi.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
122.10. 102. 47 Hong Kong 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
187.120. 39. 79 Brazil 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
218. 18. 37. 226 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




08-27-2015 to 08-28-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name | gnature | Device Action  |Count |
77.127.181. 200 | srael 147.237.77.17 nazi .idf.il |Bad TCOP sequence SYNretransmt wth different w ndow scal e noni t or 108
46.19. 85. 233 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 36
66. 249. 93. 238 Lhited Sates |147.237.77.17 nazi.idf.il |drop dr op 36
46.19. 85. 233 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber aert 36
66. 249. 93. 238 Lhited Sates |147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber alert 25
66. 249. 93. 238 Lhited Sates |147.237.77.17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 25
46.19. 85. 231 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 21
46. 19. 86. 96 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 17
46.19. 85. 73 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 16
77.125.109. 61 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence SYNretransmit wth different w ndow scal e aert 14
77.125.109. 61 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 14
176. 12. 145. 54 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 11
82. 145. 223. 69 Eur ope 147.237.77. 17 nazi .idf.il |drop SAMrul e drop 9
46. 120. 230. 38 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 86. 96 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber alert 9
31.210. 186. 128 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 9
46.117. 106. 57 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 9
46. 19. 85. 68 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 6
46. 19. 85. 68 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Inval i d ACK nunber aert 5
46.117. 106. 57 | srael 147.237.77.17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber alert 5
46. 19. 86. 37 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 215 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 45 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
85. 65. 197. 159 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 4
46. 120. 230. 38 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invalid ACK nunber aert 4
54.244.22. 103 Lhited Sates |147.237.77.17 nazi .idf.il |drop SAMrul e drop 3
199. 203. 215. 1 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 2
188. 120. 148. 234 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 69 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 220 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber aert 1
199. 203. 215. 1 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber alert 1
46.19. 86. 241 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 179 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
87.69. 98. 150 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 220 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
85. 65. 197. 159 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber aert 1
46.19. 85. 238 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 204 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 1
80. 246. 133. 22 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber alert 1
212.179. 218. 43 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
37.26. 147. 212 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
80. 246. 133. 22 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 1
46.19. 86. 109 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
85. 130. 237. 232 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 1
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213.151. 58. 189 |l srael 147.237.77. 17 |nazi .idf.i|mazi .idf.il/5772-8123- he/ i gf . aspx&a=u&ved=0ca8qf j adahukewj | 8vwohsr hahvksr ok |B ock 18
hxxwd68&usg=af gj cnhbuhhedr boobs7csauz49nlawh8g
84.228. 143. 14 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 18
164. 138. 120. 198|l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 12
79.182. 66. 122 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 12
79.182.177.188 |lsrael 147.237.77. 17 |nazi .idf.i|Uaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 12
157.55. 39. 247 |lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 70- he/ i gf . aspx B ock 6
82. 166. 23. 97 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed UR. Access to ww nazi.idf.il/xmrpc. php B ock 6
77.125.109. 61 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/sip_storage/fil es/ 7/ 1087. j pg B ock 6
66. 249. 64. 2 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 6
188. 165. 15. 136 |Fance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 5576- hel i gf . aspx B ock 6
180. 76. 15. 19 Chi na 147.237.77. 17 |nazi .idf .i|Unaut hori zed URL Access to 147.237.77.17/ B ock 6
141.212.122.3 |Lhited Sates 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to /X B ock 6
82. 145.223. 69 |Europe 147.237.77. 17 |nazi.idf.i|l11egal Byte Gode Character in Header Val ue B ock 6
66. 249. 67. 92 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8350-he B ock 6
213.57.188. 188 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/tenpl ates/newslist/undefined B ock 6
180. 76. 15. 33 Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
31.154. 148. 165 |[Israel 147.237.77. 17 |nazi .idf . i xmvaitozgéj?g’. l:;JxAccess to mzi. idf.11/4070- 11595 e/ xzx—xoex@x xtox x: B ock 6
84.111. 60. 241 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 6
77.127.181.200 |lsrael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-he/ i gf . aspx B ock 6
66. 249. 67. 61 | srael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 6
207.46. 13. 37 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
180. 76. 15. 20 Chi na 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 6
157. 55. 39. 57 Lhited Sates 147.237.77. 17 |nazi .1 df.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
82.145. 223. 69  |Eur ope 147.237.77. 17 |nazi.idf.i|Miltiple |llegal Byte Gode Character in Header Val ue from 82. 145. 223. 69 B ock 6
.. . .{0Ostributed Unaut hori zed URL Access on
66. 249. 93. 212 | srael 147.237.77. 17 |nazi .idf . i 147.237.77. 17/ si p_st or age/ fi | es/ 7/ 1087. j pg B ock 6
180. 76. 15. 159  [Chi na 147.237.77. 17 |nazi.idf.i|D stributed Waut hori zed URL Access on 147.237.77.17/ B ock 6
46. 19. 86. 168 | srael 147.237.77. 17 |nazi .1 df.i|Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 7/ 1087. | pg B ock 6
176.12. 138.28 |1 srael 147 237, 77. 17 \razi i of i Par anet er 'Typ('e Molati on.Mast er $ucHeader $ucSear chQont rol $t xt Search in B ock 6
WA nazi . i df . i |/ 6216-he/ i gf . aspx
66. 249. 67. 73 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 6
212.143. 166. 245]I srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed UR. Access to igf.idf.il/tenpl ates/newslist/undefined B ock 6
180. 76. 15. 22 Chi na 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77. 17/ B ock 6
157.55.39. 125 |lLhited Sates 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 4982-5635- he/ i gf . aspx B ock 6
82.166. 23. 97 I srael 147.237.77. 17 |nazi . i df . i |PHP At t enpt Bl ock 6
213.163. 66. 185 |Net her| ands 147.237.77. 17 |nazi . i df . i |{Uhaut hori zed URL Access to waw igf.idf.il/robots.txt B ock 6
68. 180. 228. 160 |lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 6
46.117.181. 242 |l srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocounter. gif B ock 6
180. 76. 15. 162  |Chi na 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77.17/ B ock 6
176. 12. 145. 54 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/sip_storage/fil es/ 7/ 1087. j pg B ock 6
91.98. 85. 87 IF;;EH :z' 2‘:" 147.237.77. 17 |nazi .i of .i {Unaut hor i zed URL Access to 147. 237.77. 17/ t munbl ock. cgi B ock 6
66. 249. 67. 80 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8348-he B ock 6
212.179. 146. 134|l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 6
180. 76. 15. 23 Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 6
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