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M 46. 19. 85.112, |srael
188. 165. 15. 136, France

W 85. 64.224. 119, |srael
149.78.77. 88, |srael

M 66. 249.67. 61, |srael

M 213.57.103. 224, |srael

¥ 109. 65. 75. 148, | srael

M 109. 64.198.51, |srael
180. 76. 15. 20, Chi na

M 180. 76. 15. 163, Chi na
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08-25-2015 to 08-26-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |S te |S gnat ure |mvi ce Action |Coum |
46.19. 85. 112 | srael 147.237.77.17 |mazi.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per nit 26
213.57.103. 224 | srael 147.237.77.17 |nazi.idf.il [7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per mt 10
37.26.149. 130 | srael 147.237.77.17 |nazi.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Per mit 2
84.111. 115. 209 | srael 147.237.77. 17 nazi.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Permit 1

109. 65. 75. 148 | srael 147.237.77.17 |nazi.idf.il [7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per mt 1

194. 90. 83. 233 | srael 147.237.77.17 |mazi.idf.il |CL000004: HITP:. options nethod (M crosoft) B ock 1
77.126.218. 141 | srael 147.237.77.17 |mazi.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per nit 1




08-25-2015 to 08-26-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count |
218. 65. 30. 107 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 2
66. 249. 67. 41 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
94. 102. 48. 193 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
124. 158. 10. 166 i et nam 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
5. 154. 39. 104 Ronani a 147.237.77.17 nazi.idf.il ET SCAN Potential SSH Scan 1
85.173.122. 122 Russi an Federation 147.237.77.17 nazi.idf.il ET SCAN Potential SSH Scan 1
104.192. 0. 20 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




08-25-2015 to 08-26-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name | gnature | Device Action  |Count |
46.19. 85. 112 | srael 147.237.77.17 nazi .idf.il |Bad TCOP sequence Inval id ACK nunber noni t or 65
46.19. 85. 166 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval i d ACK nunber alert 49
46.19. 85. 166 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 49
37.26.148. 184 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 37
194. 90. 198. 147 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 36
46.19. 85. 112 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber aert 35
46.19. 86. 150 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 20
199. 30. 25. 255 Lhited Sates |147.237.77.17 nazi .idf.il |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 17
84.94.198. 122 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber alert 16
84.94.198. 122 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 16
46. 19. 85. 244 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 13
31.210. 186. 168 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 10
46. 19. 85. 12 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 8
212.235. 98. 139 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 86. 140 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 208 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 1 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
87.69. 180. 74 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 4
46. 19. 86. 84 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 86. 211 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber alert 4
46.19. 85. 208 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber alert 4
64. 46. 23. 242 Canada 147.237.77. 17 nazi.idf.il [Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 3
46. 19. 85. 104 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 2
46.19. 86.211 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 2
64. 46. 23. 242 Canada 147.237.77. 17 nazi.idf.il |[Bad TCP sequence SN retransmit wth different w ndow scal e aert 2
46.19. 85. 183 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 1
31.210.187. 141 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
46.19. 86. 183 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 22 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 196 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 1
188. 120. 148. 183 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
85. 65. 197. 159 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 1
37.26. 149. 228 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 235 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 185 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber alert 1
147.226.214. 187 Lhited Sates |147.237.77.17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber aert 1
37.26.148. 184 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Inval i d ACK nunber aert 1
46. 19. 86. 46 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 1
85. 130. 240. 235 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
80. 246. 130. 247 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber aert 1
2.52.146. 132 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 185 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 1
147.226.214. 187 Lhited Sates |147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
84. 228. 85. 147 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 1
46. 19. 86. 52 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
46.19. 85. 183 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber aert 1
87.69. 180. 74 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 85. 76 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 1
80. 246. 130. 247 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 196 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval i d ACK nunber alert 1




08-25-2015 to 08-26-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo Target Address |Ste ‘S gnature Action ‘Count
85. 64.224. 119 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 15
149. 78. 77. 88 lsrael 147 237, 77. 17 \razi i of i Paf_arr_et er Type Mol a_lti on Mast er $ucHeader $ucSear ch@ont r ol $t xt Search in B ock 5
nazi .idf.il/5036-he/igf.aspx
84.228.132. 139 |Israel 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 5
188. 165. 15. 136 |FRance 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4058- he/ i gf . aspx B ock 5
66. 249. 67. 61 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4637-5227- he/ i gf . aspx B ock 5
180. 76. 15. 150 Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 5
180. 76. 15. 17 Chi na 147.237.77. 17 |nazi .idf .i|Unaut hori zed URL Access to 147.237.77.17/ B ock 5
109. 65. 75. 148 | srael 147.237.77. 17 |n@azi .idf.i|D stributed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 5
67.229.126. 186 |lhited Sates 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 5
188. 165. 15. 136 |FHance 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3697- 6779- he/ i gf . aspx B ock 5
64. 46. 23. 242 Canada 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/sip_storage/fil es/ 7/ 1087. j pg B ock 5
180. 76. 15. 26 Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 5
157. 55. 39. 86 Lhited Sates 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 4947-8197- he/ i gf . aspx B ock 5
207. 46. 13. 44 Lhited Sates 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/si p _storage/fil es/ 9/5099. j pg B ock 5
66. 249. 67. 67 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 5
252 92 92 | srael 147.237. 77. 17 \vazi i of i iﬁa;;;?ri zed URL Access to mmazi.idf.il/7343-11581- he/ xcexoex? X'x'xexpexe 8 ock 5
180. 76. 15. 152  |Chi na 147.237.77. 17 |nazi.idf.i|D stri buted Waut hori zed URL Access on 147.237.77.17/ B ock 5
180. 76. 15. 20 Chi na 147.237.77. 17 |nazi.idf.i|D stri buted Waut hori zed URL Access on 147.237.77.17/ B ock 5
141.212.122.82 |lLhited Sates 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 5
77.75.76.163 Cech Republic |147.237.77. 17 |nazi.idf.i|Uauthorized UR. Access to nazi.idf.il/sip storage/fil es/ 9 8699.]) pg B ock 5
188. 165. 15. 136 |Fance 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 3834- he/ i gf . aspx B ock 5
66. 249. 67. 34 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ |B ock 5
180. 76. 15. 31 Chi na 147.237.77. 17 |nazi.idf.i|D stri buted Waut hori zed URL Access on 147.237.77.17/ B ock 5
157. 55. 39. 97 Lhited Sates 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 5
104. 250. 147. 218 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/5676-7827-he/ifg. aspx B ock 5
207. 46. 13. 68 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4947- 5686- he/ i gf . aspx B ock 5
66. 249. 67. 73 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 5
31.210. 186. 182 |Israel 147.237.77. 17 |nazi . i of . i i’;i?i“iriiefxﬁx’*?egzp‘x" Wi ezl df . 11/4070- 11595- hel xzx—x0ex§x® gy ooy 5
180. 76. 15. 160 |Chi na 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 5
180. 76. 15. 21 Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 5
149.78.77.88 | srael 147.237.77. 17 |nazi . i of . r;':rszlrfsziTﬁ%s\ﬁ_(;'gzté_%r;/'\i";t.e;j:;Ht"ader$“°Sear chont rol 3t xi Search in B ock 5
77.125.102. 18 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/si p storage/fil es/ 7/ 1087. j pg B ock 5
188. 165. 15. 136 |FHance 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77. 17/ 4054-he/i gf . aspx B ock 5
66. 249. 67. 61 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 5
180. 76. 15. 145 Chi na 147.237.77. 17 |nazi .idf.i|D stri buted Whaut hori zed URL Access on 147.237.77.17/ B ock 5
178.154.243.91 |10 147. 237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to mazi . idf.i1/5580- 7562- he/ i of . asp Bl ock 5
109. 64. 198. 51 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocounter. gif B ock 5
66. 249. 67. 92 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8351-he B ock 5
] .. . {Unauthori zed URL Access to

207.46.13.75 United Sates 147.237.77. 17 nazi i df .| 147.237. 77. 17/ t enpl at econtr ol s/ pi ct urei nf o/ pi ct ur ei nf 0. aspx Bl ock 5
46.19. 85. 180 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/si p storage/fil es/ 1/ 1351. j pg B ock 5
180. 76. 15. 163  |Chi na 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 5
180. 76. 15. 25 Chi na 147.237.77. 17 |nazi .idf.i|D stri buted Whaut hori zed URL Access on 147.237.77. 17/ B ock 5
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