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Top Attackers

M 66. 249. 67. 101, |srael
66. 249. 67. 73, |srael
I 66.249. 67. 61, |srael
66. 249. 67. 67, |srael
M 157.55.39.17, Whited Sates
M 188. 165. 15. 136, France
M 176. 13. 14. 206, |srael
M 66. 249. 67. 34, |srael
180. 76. 15. 149, China
M 80.178.8.197, Israel




08-24-2015 to 08-25-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address
66. 249. 67. 101

|Atacker Geo |Target Address

|gte

|S gnature | Device Action |DPlocation. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 4570
31.168. 133. 226 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 3




08-24-2015 to 08-25-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo \Target Address

|Ste |Sgna1ure |Davice Action |Oount |
81. 218. 48. 37 | srael 147.237.77.17 |nazi.idf.il |CLO00004: HITP:. options nethod (M crosoft) B ock 8
132. 70. 66. 14 | srael 147.237.77.17 |nazi.idf.il |CLO00004: HTTP. options nethod (M crosoft) B ock 6
212.143.169. 169 | srael 147.237.77.17 |mazi.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute Per nit 1




08-24-2015 to 08-25-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count |
66. 249. 67. 34 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
45.114.11. 46 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
78. 68. 25. 94 Sweden 147.237.77. 17 nazi.idf.il Tehila - Perl LW wth fake user agent 1
112. 80. 35. 2 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
88. 135. 40. 83 Iran, |slamc Republic of 147.237.77.17 nazi.idf.il ET SCAN Potential SSH Scan 1
191. 17. 73. 103 Brazil 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




08-24-2015 to 08-25-2015

|Top Attackers In FW |

Atacker Address |Attacker Geo |Target Address |Site | Name |9 gnature | Devi ce Action |Count |
95.199.9. 71 Sweden 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 27
46.19. 85. 117 | srael 147.237.77.17 |nazi.idf.il|{Bad TCP sequence Inval id ACK nunber noni t or 25
37.26. 149. 210 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 18
46. 19. 85. 225 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 17
46. 19. 85. 225 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 16
37.26.149. 210 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 10
46. 19. 85. 196 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 85. 24 | srael 147.237.77.17 |nazi.idf.il|{Bad TCP sequence Inval id ACK nunber noni t or 9
94. 230. 86. 185 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 86. 46 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 9
46.19.85. 71 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 9
87. 68. 50. 84 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 8
79.176.179. 31 | srael 147.237.77.17 |nazi.idf.il|{Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 6
46.19. 85. 187 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
1.136. 96. 98 Australia 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d sequence nunber noni t or 4
46.19. 85. 139 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmit wth different w ndow scal e aert 4
189. 134. 38. 206 |Mexi co 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
5. 22. 130. 246 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
82.166.219. 158 |Israel 147.237.77.17 |nazi.idf.il|{Bad TCP sequence I nval i d sequence nunier noni t or 4
46. 19. 85. 242 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 85. 139 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
79.181.17. 56 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 4
1.136. 96. 98 Australia 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 4
84.111.108.166 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
1.136. 96. 98 Australia 147.237.77.17 |nazi.idf.il|{Bad TCP sequence Inval id ACK nunber noni t or 4
80. 246. 133. 189 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
46. 19. 86. 64 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 40 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19.86.5 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
80. 246. 133. 189 |lIsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 2
2.54.167. 253 | srael 147.237.77.17 |nazi.idf.il|Véb Server Enforcenent Molation |Veb Servers S ow HITP Denial of Service rej ect 2
46. 19. 86. 40 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 1
46.19. 85. 113 | srael 147.237.77.17 |mazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
109. 186. 26. 245 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
37.26. 146. 142 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
37.142.99. 80 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
176.13.2.51 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 1
37.26. 146. 142 | srael 147.237.77.17 |nazi.idf.il|{Bad TCP sequence Inval id ACK nunber noni t or 1
2.52.170. 40 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
46.19. 86. 107 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
199. 203. 93. 50 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
31.154.91. 26 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber aert 1
46.19. 85. 223 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 119 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
176.13.2.51 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
2.54. 63. 69 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
79. 60. 140. 237 Italy 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 177 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
199. 203. 93. 50 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
31.154.91. 26 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1




08-24-2015 to 08-25-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |Target Address |Ste ‘S gnat ure Acti on ‘Count
66. 249. 67. 67 I srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ Bl ock 10
180. 76. 15. 137 Chi na 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ Bl ock 10
66. 249. 67. 61 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4146-he/i gf . aspx B ock
180. 76. 15. 32 Chi na 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ B ock
157. 55. 39. 38 Lhited Sates |147.237.77. 17 |nazi . i df.i|Uhaut hori zed URL Access to 147.237.77.17/sip storage/ fil es/ 2/ 9302. | pg B ock
213. 8. 245. 50 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files/8/ 2508. ) pg B ock
109. 160. 213. 124|l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock
66. 249. 67. 73 I srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ robot s. t xt Bl ock
188. 165. 15. 136 |Fance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 5069- he/i gf . aspx B ock
180. 76. 15. 144  |Chi na 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ B ock
66. 249. 67. 61 | srael 147.237.77. 17 |nazi . i df . i |{Uhaut hori zed URL Access to 147.237.77.17/ Bl ock
176.13. 14. 206 |1 srael 147 237.77. 17 \azi i of i Par anet er 'Typt'a Mol ati on.Mast er $ucHeader $ucSear chGont r ol $t xt Search in B ock
WA nazi . i df . i |/ 6547-he/ i gf . aspx

157. 55. 39. 29 Lhited Sates |147.237.77. 17 |nazi.idf.i|D stributed Lhaut hori zed URL Access on wwn nazi . i df . il/599-he/t ot chani m aspx B ock
207. 46.13. 79 Lhited Sates |147.237.77. 17 |nazi.idf.i|D stributed Unaut hori zed UR. Access on 147.237.77. 17/ B ock
80. 178. 8. 197 | srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt Bl ock
66. 249. 67. 73 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/113-11068- he/ i gf . aspx B ock
180. 76. 15. 163 Chi na 147.237.77. 17 |nazi .idf.i {D stributed Unaut hori zed URL Access on 147.237.77.17/ Bl ock
66. 249. 67. 61 I srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ robot s. t xt Bl ock
180. 76. 15. 135 |Chi na 147.237.77. 17 |n@zi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ B ock
157.55.39.187 |lhited Sates |147.237.77. 17 |nazi.idf.i|Unaut hori zed URL Access to waw nazi . i df.il/599- he/t ot chani m aspx B ock
46.19. 85. 139 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/si p _storage/fil es/ 1/ 1351. j pg Bl ock
213.151.44.68 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock
157.55. 39. 17 Lhited Sates |147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ robot s. t xt Bl ock
77.75.76. 164 gﬁ)ﬂ c 147.237.77. 17 |nazi . i df.i|Uhaut hori zed URL Access to nazi.idf.il/sip_storagel/files/9/8699.|pg B ock
188. 165. 15. 136 |FHance 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 6051-he/i gf . aspx B ock
180. 76. 15. 149 Chi na 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77. 17/ B ock
66. 249. 67. 67 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 4936- 9454- he/ i gf . aspx B ock
66. 249. 67. 61 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/ 165- 6969- he/ i gf . aspx B ock
180. 76. 15. 5 Chi na 147.237.77. 17 |n@zi .idf.i |D stributed Uhaut hori zed URL Access on 147.237.77. 17/ B ock
157. 55. 39. 32 Lhited Sates |147.237.77. 17 |nazi.idf.i|D stributed Unaut hori zed UR. Access on 147.237.77. 17/ B ock

Uhaut hori zed URL Access to wwv mazi.idf.il/3697-9630-he/igf. aspx 10 A—a€A—
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207.46.13.116 |lhited Sates |147.237.77. 17 |nazi .idf.i A A_actA_ae A_AvA—_ae"A_A" 2010 B ock
80.178. 8. 197 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock
66. 249. 67. 73 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4944-he/ i gf . aspx B ock
188. 165. 15. 105 |Rance 147.237.77. 17 |nazi .idf.i|D stributed Unhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock
.. JUnaut hori zed URL Access to
66. 249. 67. 61 | srael 147.237.77. 17 |nazi i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx Bl ock
176. 12. 139. 42 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 7/ 1087. j pg B ock
66. 249. 67. 34 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock
220. 181. 132. 220|Chi na 147.237.77. 17 |n@zi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock
157. 55. 39. 17 Lhited Sates |147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 3/ 7333. ] pg B ock
79.176.179. 31 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock
189. 134. 38. 206 |Mexi co 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 7/ 1087. j pg B ock
180. 76. 15. 149  |Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock
66. 249. 67. 73 | srael 147.237.77. 17 |nazi .idf.i|D stri buted Whaut hori zed URL Access on 147.237.77.17/ B ock
66. 249. 67. 61 | srael 147.237.77. 17 |n@zi . i df . i {Unhaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock
180. 76. 15. 26 Chi na 147.237.77. 17 |nazi .idf.i|D stributed Uaut hori zed URL Access on 147.237.77.17/ B ock
157. 55. 39. 32 Lhited Sates |147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 2/ 8232. ] pg B ock
212.235.98. 139 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock
82.166. 152. 130 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/newslist/undefined B ock
66. 249. 67. 73 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 571-he/i gf . aspx B ock
188. 165. 15. 136 |Fance 147.237.77. 17 |n@azi . i df . i |{Uhaut hori zed URL Access to 147.237.77. 17/ 4146- hel i gf . aspx B ock
180. 76. 15. 141  [Chi na 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ B ock
66. 249. 67. 67 | srael 147.237.77. 17 |nazi .idf.i|D stributed Waut hori zed URL Access on 147.237.77.17/ B ock
66. 249. 67. 34 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock
176.13. 14. 206 |1 srael 147 237. 77. 17 \azi i of i Par anet gr_Typt_a Mol ati on Mast er SucHeader $ucSear ch@ont r ol $t xt Search in B ock
W mazi L i df i |/ 14-hel i gf . aspx
157. 55. 39. 17 Lhited Sates |147.237.77. 17 |nazi . i df.i|Uhaut hori zed URL Access to 147.237.77.17/sip storage/ fil es/ 6/ 1446. | pg B ock
193. 169. 70. 108 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 3/ 1613. | pg B ock
79.181.17. 56 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 7/ 1087. j pg B ock
180. 76. 15. 159  |Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock
66. 249. 67. 73 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock
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