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Top Attackers 

66.249.67.101, Israel

66.249.67.73, Israel

66.249.67.61, Israel

66.249.67.67, Israel

157.55.39.17, United States

188.165.15.136, France

176.13.14.206, Israel

66.249.67.34, Israel

180.76.15.149, China

80.178.8.197, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.67.101 Israel 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 4570

31.168.133.226 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

81.218.48.37 Israel 147.237.77.17 mazi.idf.il C1000004: HTTP: options method (Microsoft) Block 8

132.70.66.14 Israel 147.237.77.17 mazi.idf.il C1000004: HTTP: options method (Microsoft) Block 6

212.143.169.169 Israel 147.237.77.17 mazi.idf.il 7120: TCP: Segment Overlap With Different Data, e.g., Fragroute Permit 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.67.34 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

45.114.11.46 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

78.68.25.94 Sweden 147.237.77.17 mazi.idf.il Tehila - Perl LWP with fake user agent 1

112.80.35.2 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

88.135.40.83 Iran, Islamic Republic of 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

191.17.73.103 Brazil 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

95.199.9.71 Sweden 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 27

46.19.85.117 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 25

37.26.149.210 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 18

46.19.85.225 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 17

46.19.85.225 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 16

37.26.149.210 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 10

46.19.85.196 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.19.85.24 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

94.230.86.185 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.19.86.46 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.19.85.71 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

87.68.50.84 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 8

79.176.179.31 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 6

46.19.85.187 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

1.136.96.98 Australia 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 4

46.19.85.139 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale alert 4

189.134.38.206 Mexico 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

5.22.130.246 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

82.166.219.158 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 4

46.19.85.242 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.139 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

79.181.17.56 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

1.136.96.98 Australia 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

84.111.108.166 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

1.136.96.98 Australia 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

80.246.133.189 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.86.64 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.86.40 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.86.5 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

80.246.133.189 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 2

2.54.167.253 Israel 147.237.77.17 mazi.idf.ilWeb Server Enforcement Violation Web Servers Slow HTTP Denial of Service reject 2

46.19.86.40 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.85.113 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

109.186.26.245 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

37.26.146.142 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

37.142.99.80 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

176.13.2.51 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

37.26.146.142 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

2.52.170.40 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.107 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

199.203.93.50 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

31.154.91.26 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.85.223 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.119 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

176.13.2.51 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

2.54.63.69 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

79.60.140.237 Italy 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.177 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

199.203.93.50 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

31.154.91.26 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

66.249.67.67 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 10

180.76.15.137 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 10

66.249.67.61 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4146-he/igf.aspx Block 5

180.76.15.32 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

157.55.39.38 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/2/9302.jpg Block 5

213.8.245.50 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/8/2508.jpg Block 5

109.160.213.124 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 5

66.249.67.73 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 5

188.165.15.136 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5069-he/igf.aspx Block 5

180.76.15.144 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

66.249.67.61 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 5

176.13.14.206 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
www.mazi.idf.il/6547-he/igf.aspx

Block 5

157.55.39.29 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on www.mazi.idf.il/599-he/totchanim.aspx Block 5

207.46.13.79 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

80.178.8.197 Israel 147.237.77.17 mazi.idf.ilPHP Attempt Block 5

66.249.67.73 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-11068-he/igf.aspx Block 5

180.76.15.163 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

66.249.67.61 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 5

180.76.15.135 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

157.55.39.187 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/599-he/totchanim.aspx Block 5

46.19.85.139 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/1351.jpg Block 5

213.151.44.68 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 5

157.55.39.17 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 5

77.75.76.164
Czech
Republic

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/9/8699.jpg Block 5

188.165.15.136 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/6051-he/igf.aspx Block 5

180.76.15.149 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

66.249.67.67 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4936-9454-he/igf.aspx Block 5

66.249.67.61 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/165-6969-he/igf.aspx Block 5

180.76.15.5 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

157.55.39.32 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

207.46.13.116 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to www.mazi.idf.il/3697-9630-he/igf.aspx 10 Ã—â€˜Ã—
Â Ã—â€¢Ã—â€˜Ã—Å¾Ã—â€˜Ã—Â¨ 2010

Block 5

80.178.8.197 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 5

66.249.67.73 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4944-he/igf.aspx Block 5

188.165.15.105 France 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 5

66.249.67.61 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 5

176.12.139.42 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 5

66.249.67.34 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/700-he/bayabashaarchive.aspx Block 5

220.181.132.220 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 5

157.55.39.17 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/3/7333.jpg Block 5

79.176.179.31 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5187-he/igf.aspx Block 5

189.134.38.206 Mexico 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 5

180.76.15.149 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 5

66.249.67.73 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

66.249.67.61 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 5

180.76.15.26 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

157.55.39.32 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/2/8232.jpg Block 5

212.235.98.139 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 5

82.166.152.130 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/newslist/undefined Block 5

66.249.67.73 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 5

188.165.15.136 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4146-he/igf.aspx Block 5

180.76.15.141 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 5

66.249.67.67 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

66.249.67.34 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 5

176.13.14.206 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
www.mazi.idf.il/14-he/igf.aspx

Block 5

157.55.39.17 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/6/1446.jpg Block 5

193.169.70.108 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/3/1613.jpg Block 5

79.181.17.56 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 5

180.76.15.159 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 5

66.249.67.73 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 5
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