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M 188. 165. 15. 148, France
142.54.184.181, Whited Sates
M 180.76.15.5, China
180. 76. 15. 151, China
M 84.108. 145.53, |srael
M 157.55.39.115, Whited Sates
[ 5.29.32. 244, |srael
M 178.8.110. 4, Gernmany
66. 249. 67. 73, |srael
M 87.69.191. 155, |srael
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08-22-2015 to 08-23-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste |Sgnature Devi ce Action | Count
5.22.130. 142 | srael 147.237.77.17 |mazi.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Per nit 1




08-22-2015 to 08-23-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste | gnature | count |
45.114.11. 48 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 2
104.192. 0. 20 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
195. 5. 219. 114 France 147.237.77. 17 nazi.idf.il Tehila - Perl LW wth fake user agent 1
199. 241. 137. 246 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
45.114.11. 49 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1
194. 44.129. 79 Wkrai ne 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
199. 203. 59. 121 | srael 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1
219.151.12.3 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




08-22-2015 to 08-23-2015

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Sgnature

Ceo

46.19. 85. 215 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 81
46.19. 85. 132 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 36
46.19. 85. 132 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 36
46.19. 85. 141 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 25
157. 55. 39. 231 g‘;ttees 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 21
46. 19. 86. 26 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 10
46.120. 230. 38 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
5.22.130. 142 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 85. 216 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 9
93.113.125. 11 |Romani a 147. 237 77 17 \nazi i o i Sreamng Engine: TCP Segnent Linit |[TCP segnent out of maxi mumal | oned sequence. drop 9
Enf or cenent Packet dropped.
46. 19. 86. 68 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
46. 19. 85. 37 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 8
87.69.191. 155 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 5
46. 19. 85. 244 | srael 147.237.77. 17 |nazi .i df . i [Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 85. 147 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d sequence nunber noni t or 4
46. 19. 85. 25 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 147 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 4
46.19. 85. 147 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 4
46.120. 230. 38 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 4
84.228.175.119 |lsrael 147.237.77. 17 |nazi .i df . i [Bad TCP sequence SYNretransnmit wth different wndow scal e noni t or 2
213.57. 165. 61 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber noni t or 2
37.46. 39. 34 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval id ACK nunber noni t or 2
62.219.114.75 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 2
46.19. 86. 197 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 2
109. 186. 175. 190|! srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 37 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber alert 1
70.192. 231. 34 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i [Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 86. 84 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 122 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
93.113.125.11 |Romani a 147.237.77. 17 |nazi .i df . i [Bad TCP sequence Inval id ACK nunber alert 1
80. 246. 130. 127 |l srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
87.68. 78. 93 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval i d sequence nunber noni t or 1
70.192. 231. 34 g;:: 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Invalid sequence nunber noni t or 1
46.19. 86. 109 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
93.113.125.11 |Ronani a 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 123 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval id ACK nunber noni t or 1
80. 246. 133.23 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 86. 57 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
188. 120. 148. 164 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 58 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
87.69. 191. 155 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber alert 1
5. 102. 254. 206 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval id ACK nunber noni t or 1
77.125.99. 83 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 35 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
80. 246. 133. 23 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
70.192. 231. 34 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i [Bad TCP sequence Invalid ACK nunber aert 1
188. 120. 148. 183l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 122 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber alert 1
5. 144. 59. 29 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
80. 246. 130. 127 |l srael 147.237.77. 17 |nazi .i df . i [Bad TCP sequence Inval id ACK nunber alert 1




08-22-2015 to 08-23-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo [Target Address|Ste ‘S’ gnature Acti on ‘Count
84.108. 145. 53 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 10
180. 76. 15. 151 Chi na 147.237.77. 17 |nazi .idf.i|D stri buted Whaut hori zed URL Access on 147.237.77.17/ Bl ock 10
5.29. 32. 244 | srael 147.237.77. 17 |nazi . i df .i|Waut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ newsgal | ery/ B ock 10
178.8.110. 4 Cer many 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 10
142.54.184.181 [lLhited Sates |147.237.77. 17 |nazi.idf.i |PHP Attenpt Bl ock 10
180. 76. 15. 5 Chi na 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ Bl ock 10
157. 56. 0. 167 Lhited Sates [147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefined Bl ock 10
87.69. 191. 155 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 10
: .. . .{Uhaut hori zed URL Access to
174.129. 237. 157|Uhited Sates |147.237. 77. 17 nazi i df .| nazi.idf.il/foruns/tenpl ates/foruns/foruns/tenpl ates/foruns/forunslist.aspx? ang=he Bt ock >
142.54.184. 181 |Lhited Sates |147.237.77. 17 |nazi.idf.i|Mil tipl e Unauthori zed URL Access from 142. 54. 184. 181 B ock 5
207. 46. 13. 43 Lhited Sates |147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 5
66. 249. 67. 73 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ Bl ock 5
180. 76. 15. 15 Chi na 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/ B ock 5
157.55.39.115 |Uhited Sates [147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to nazi.idf.il/4054-he/i gf . aspxAEACACAESA-ACA? B ock 5
93.113.125.11 |Ronani a 147.237.77. 17 |nazi . i df . i |Unhaut hori zed UR. Access to /nowherereal | y Bl ock 5
77.75.76. 167 g;i(t:)n c 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to nazi.idf.il/sip_storage/files/ 9/ 8699.]pg Bl ock 5
188. 165. 15. 148 |Fance 147.237.77. 17 |nazi . i df .i|Unaut hori zed URL Access to 147.237.77.17/ 6166- he/ i gf . aspx B ock 5
180. 76. 15. 135 [Chi na 147.237.77. 17 |nazi.idf.i|D stributed Waut hori zed URL Access on 147.237.77.17/ Bl ock 5
66. 249. 67. 41 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ Bl ock 5
207.46.13. 118 Lhited Sates |147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ Bl ock 5
84.228. 72. 163 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to 147.237.77.17/si p_storage/fil es/ 7/ 1087. j pg Bl ock 5
66. 249. 67. 73 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 5
188. 165. 15. 148 |Fance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx B ock 5
180. 76. 15. 31 Chi na 147.237.77. 17 |nazi .idf.i|D stributed Waut hori zed URL Access on 147.237.77.17/ Bl ock 5
37.142. 64. 50 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4637-5227- he/ i gf . aspx Bl ock 5
] - .lUnaut hori zed URL Access to mazi.idf.il/113-11701- he/ A—ACA—ACA—A2 A—A? A
157.55.39.248 |lWhited Sates |147.237.77. 17 |nazi .idf.i ACA—A* A—a€?A—aeo A—Aj A—a€tA—AoA—a,0A—A?. aspx B ock 5
94.230. 86. 220 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx Bl ock 5
188. 165. 15. 148 |Fance 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 96- he/i gf . aspx Bl ock 5
77.127.134. 163 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to ww nazi.idf.il/sip storage Bl ock 5
180. 76. 15. 137 Chi na 147.237.77. 17 |nazi .idf.i|D stri buted Whaut hori zed URL Access on 147.237.77.17/ Bl ock 5
66. 249. 67. 48 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/14-10106- he Bl ock 5
142.54.184.181 |lhited Sates |147.237.77. 17 |nazi . i df.i|Unhaut hori zed URL Access to nazi.idf.il/xnhrpc. php Bl ock 5
213.151. 34. 214 |lsrael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 2/ 8232. | pg B ock 5
84.228.175.119 |Israel 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to 147.237.77.17/sip storage/fil es/ 1/ 1351. | pg Bl ock 5
66. 249. 67. 80 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/ newslist/undefi ned Bl ock 5
188. 165. 15. 148 |Rance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4355- he/ i gf . aspx Bl ock 5
180. 76. 15. 32 Chi na 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ Bl ock 5
46.19. 85. 124 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 5
95. 86. 74. 181 | srael 147.237.77. 17 |nazi . i df .i|Unaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx B ock 5
188. 165. 15. 214 |Rance 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 5
79.181.182.48 [ srael 147.237.77. 17 |nazi . i of i (P 2L er Type Mol ation Mst erSuctbader SucSear chQontr ol $txt Search in B ock 5
WAN mazi . i df . i1/ 14-he/i gf . aspx

66. 249. 67. 48 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-5475-he Bl ock 5
180. 76. 15. 142 |Chi na 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/ B ock 5
180. 76. 15. 8 Chi na 147.237.77. 17 |nazi .idf.i|D stributed Waut hori zed URL Access on 147.237.77.17/ Bl ock 5
157.55.39. 115 |lLhited Sates |147.237.77. 17 |nazi .idf .i|Uhaut hori zed URL Access to nazi.idf.il/14-8330-he Bl ock 5
68. 180.228. 160 |lhited Sates |147.237. 77. 17 |nazi . i df . i |lhaut hori zed UR. Access to nazi.idf.il/tenpl at es/ shared/ user control s/ newsgal | ery/ Bl ock 5
188. 165. 15. 148 |Fance 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 5374-hel i gf . aspx Bl ock 5
180. 76. 15. 134 Chi na 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ Bl ock 5
46. 19. 85. 161 | srael 147.237.77. 17 |nazi . i df .i|Unaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx B ock 5
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