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Top Attackers 

188.165.15.148, France

142.54.184.181, United States

180.76.15.5, China

180.76.15.151, China

84.108.145.53, Israel

157.55.39.115, United States

5.29.32.244, Israel

178.8.110.4, Germany

66.249.67.73, Israel

87.69.191.155, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

5.22.130.142 Israel 147.237.77.17 mazi.idf.il 7120: TCP: Segment Overlap With Different Data, e.g., Fragroute Permit 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

45.114.11.48 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 2

104.192.0.20 147.237.77.17 mazi.idf.il ET SCAN Potential VNC Scan 5900-5920 1

195.5.219.114 France 147.237.77.17 mazi.idf.il Tehila - Perl LWP with fake user agent 1

199.241.137.246 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

45.114.11.49 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

194.44.129.79 Ukraine 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

199.203.59.121 Israel 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

219.151.12.3 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

46.19.85.215 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 81

46.19.85.132 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 36

46.19.85.132 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 36

46.19.85.141 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 25

157.55.39.231
United
States

147.237.77.17 mazi.idf.ildrop SAM rule drop 21

46.19.86.26 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 10

46.120.230.38 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

5.22.130.142 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.19.85.216 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

93.113.125.11 Romania 147.237.77.17 mazi.idf.il
Streaming Engine: TCP Segment Limit
Enforcement

TCP segment out of maximum allowed sequence.
Packet dropped.

drop 9

46.19.86.68 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.19.85.37 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 8

87.69.191.155 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.85.244 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.147 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 4

46.19.85.25 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.147 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

46.19.85.147 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.120.230.38 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

84.228.175.119 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 2

213.57.165.61 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

37.46.39.34 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

62.219.114.75 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 2

46.19.86.197 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

109.186.175.190 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.37 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

70.192.231.34
United
States

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.84 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.122 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

93.113.125.11 Romania 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

80.246.130.127 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

87.68.78.93 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 1

70.192.231.34
United
States

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 1

46.19.86.109 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

93.113.125.11 Romania 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.123 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

80.246.133.23 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.86.57 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

188.120.148.164 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.58 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

87.69.191.155 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

5.102.254.206 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

77.125.99.83 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.35 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

80.246.133.23 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

70.192.231.34
United
States

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

188.120.148.183 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.122 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

5.144.59.29 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

80.246.130.127 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

84.108.145.53 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 10

180.76.15.151 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 10

5.29.32.244 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 10

178.8.110.4 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 10

142.54.184.181 United States 147.237.77.17 mazi.idf.ilPHP Attempt Block 10

180.76.15.5 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 10

157.56.0.167 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 10

87.69.191.155 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 10

174.129.237.157 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/forums/templates/forums/forums/templates/forums/forumslist.aspx?lang=he

Block 5

142.54.184.181 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 142.54.184.181 Block 5

207.46.13.43 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 5

66.249.67.73 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 5

180.76.15.15 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 5

157.55.39.115 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/4054-he/igf.aspxÃ£Â¢Ã¢â€šÂ¬Ã¢Â? Block 5

93.113.125.11 Romania 147.237.77.17 mazi.idf.ilUnauthorized URL Access to /nowherereally Block 5

77.75.76.167
Czech
Republic

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/9/8699.jpg Block 5

188.165.15.148 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/6166-he/igf.aspx Block 5

180.76.15.135 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

66.249.67.41 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 5

207.46.13.118 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 5

84.228.72.163 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 5

66.249.67.73 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 5

188.165.15.148 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5187-he/igf.aspx Block 5

180.76.15.31 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

37.142.64.50 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4637-5227-he/igf.aspx Block 5

157.55.39.248 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/113-11701-he/Ã—Â©Ã—Â¢Ã—ÂªÃ—Â? Ã—
Â©Ã—Å“ Ã—â€?Ã—â€ºÃ—Â¡Ã—â€¢Ã—Â¤Ã—â„¢Ã—Â?.aspx

Block 5

94.230.86.220 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5216-he/igf.aspx Block 5

188.165.15.148 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/96-he/igf.aspx Block 5

77.127.134.163 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/sip_storage Block 5

180.76.15.137 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

66.249.67.48 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10106-he Block 5

142.54.184.181 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 5

213.151.34.214 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/2/8232.jpg Block 5

84.228.175.119 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/1351.jpg Block 5

66.249.67.80 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/newslist/undefined Block 5

188.165.15.148 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4355-he/igf.aspx Block 5

180.76.15.32 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 5

46.19.85.124 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 5

95.86.74.181 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 5

188.165.15.214 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 5

79.181.182.48 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
www.mazi.idf.il/14-he/igf.aspx

Block 5

66.249.67.48 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-5475-he Block 5

180.76.15.142 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 5

180.76.15.8 China 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 5

157.55.39.115 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8330-he Block 5

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 5

188.165.15.148 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5374-he/igf.aspx Block 5

180.76.15.134 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 5

46.19.85.161 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 5
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