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03-15-2016 to 03-16-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address
81. 218. 65. 210

| Attacker Geo | Target Address |Ste

| gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
| srael 147.237.77. 17 nazi .idf.il Bl ock_Udp All _Nets drop BBL.- | srael 51
159. 104. 163. 18 Uni ted Ki ngdom 147.237.77. 17 nazi . idf.il Invalid TGP H ags drop Net V- London 1
159. 104. 163. 17 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il Invalid TGP H ags drop Net V- London 1




03-15-2016 to 03-16-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |S gnat ure |Devi ce Action |Oount |
79.179. 26. 189 | srael 147.237.77.17 |nazi.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 52
46.116. 8. 159 | srael 147.237.77.17 |nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 50
149. 78. 179. 92 | srael 147.237.77.17 |nazi.idf.il|CL000138: HITP. prefix 1.0l in the URL B ock 50
46. 116. 26. 121 | srael 147.237.77.17 |nazi.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 40
89. 200. 164. 131 Pol and 147.237.77.17 |nazi.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 26
106. 38. 241. 106 Chi na 147.237.77.17 |nazi.idf.il|CL000071: HTTP: User Agent Sogou-+web+spi der B ock 20
79.180. 2. 176 | srael 147.237.77.17 |nazi.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 6
79. 180. 202. 146 | srael 147.237.77.17 |nazi.idf.il|Cl000138: HITP. prefix 1.01 in the URL B ock 6
66. 249. 65. 18 | srael 147.237.77.17 |nazi.idf.il|CL000138: HITP. prefix 1.0l in the URL B ock 6
23.91.70. 44 Lhited Sates 147.237.77.17 |nazi.idf.il|6134: HITP. SQ Injection Variable Declarati on Bvasi on B ock 6
213. 244. 82. 142 Pal estinian Territory, Qcupied |147.237.77.17 |nazi.idf.il|Cl000138: HITP. prefix 1.01 in the URL B ock 4
66. 249. 65. 22 | srael 147.237.77.17 |nazi.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 4
66. 249. 65. 26 | srael 147.237.77.17 |nazi.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 3
51. 255. 36. 85 Uni ted Ki ngdom 147.237.77.17 |nazi.idf.il |Cl000074: HITP: naj estic bot B ock 2
212.199. 224. 24 | srael 147.237.77.17 |nazi.idf.il|CL000138: HITP. prefix 1.0l in the URL B ock 2
46. 19. 86. 43 | srael 147.237.77.17 |nazi.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
109. 65. 191. 176 | srael 147.237.77.17 |nazi.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
192.117. 150. 233 |l srael 147.237.77.17 |nazi.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
5.22.131.12 | srael 147.237.77.17 |nazi.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
91.121.221. 15 France 147.237.77.17 |nazi.idf.il |Cl000074: HITP: naj estic bot B ock 2
151. 80. 31. 140 Italy 147.237.77.17 |nazi.idf.il|Cl000146: HITP. AhrefBot craw er B ock 1
66. 249. 65. 81 | srael 147.237.77.17 |nazi.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
157. 55. 39. 193 Lhited Sates 147.237.77.17 |nazi.idf.il|Cl000138: HITP. prefix 1.01 in the URL B ock 1
66.249.78. 174 | srael 147.237.77.17 |nazi.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
207.46. 13. 10 Lhited Sates 147.237.77.17 |nazi.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1




03-15-2016 to 03-16-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |S gnature | count
23.91.70. 44 Lhited Sates 147.237.77. 17 nazi.idf.il SQ Injection - Select Fom 6
80. 82. 79. 104 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 103. 252. 60 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
202.71. 25. 29 I ndia 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
94. 102. 48. 194 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
202.71.25. 29 I ndi a 147.237.77. 17 nazi .idf.il ET SCAN NVAP -f -sS 1




03-15-2016 to 03-16-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

‘Nama

Sgnature

77.42.180. 184 Lebanon 147.237.77. 17 |nazi .i df . i |SYN Att ack SYN - > SYN- ACK -> Ti nmeout rej ect 1785
98.7.73. 145 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN - > SYN- ACK - > Ti meout rej ect 68
81.218.28.226 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 10
46. 116. 26. 121 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
37.26.149.232 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNtACK retransnit with different w ndow scal e |nmonitor 8
2.52.129. 34 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
2.54.33.127 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 5
149. 78. 14. 88 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
213.57.151.49 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 4
213.57.151. 49 | srael 147.237.77. 17 |nazi . i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 4
62.90.193. 240 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d sequence nunier noni t or 4
185. 3. 147. 198 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 3
5.22.135.187 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 3
207.241. 237. 223|Whited Sates 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
5.102.242.9 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
2.52.130. 60 | srael 147.237.77. 17 |nazi .i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 96 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
2.54.6.89 I'sr ael 147.237.77.17 |nazi i of . | \AWZ asfi'r;]e' Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 2
5.28.171. 247 | srael 147.237.77. 17 |nazi . i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
46.19. 85. 114 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.148.35 I'sr ael 147.237.77.17 |nazi .i of . “\M; asteir(;’ne’ Enf or cenent Vb Servers Sow HITP Denial of Service rej ect 2
74.82.47. 34 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.243.31. 2 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
206. 45. 156. 34  |Canada 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
93. 178. 106. 254 gz:;;nl on 147.237.77. 17 |nazi .i df . i |SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 1
81.218. 251. 250 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
64.125.239.54 |lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
212.40.139. 38 |Lebanon 147.237.77. 17 |nazi . i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 253. 201. 96 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
84.108. 157. 182 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
46.117.175. 194 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
23.101.61.176 |lreland 147.237.77. 17 |nazi .i df . i [ nstant Messenger s Isrl?tpaem messenger pattern found, application: noni t or 1
184.105. 139. 112|lhited Sates 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
82. 80. 193. 240 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 1
68. 180. 229. 109 |Lhited Sates 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 114 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber aert 1
188. 120. 148. 242|l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
132. 72.10. 190 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber alert 1
84.111. 225. 33 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
52.13.52.172 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN - > SYN- ACK - > Ti neout rej ect 1
207.241.237. 227 |Whited Sates 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN - > SYN- ACK -> Ti neout rej ect 1
185. 3. 144. 75 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
100.0.213.161 |lLhited Sates 147.237.77. 17 |nazi . i df . i ISYN At t ack SYN -> SYN-ACK -> RST rej ect 1
82. 80. 193. 240 | srael 147.237.77. 17 |nazi . i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 1
74.82.47. 22 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
198. 148. 27. 5 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
5. 102. 195. 239 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
132. 72.10. 190 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
85.214.11.209 |Ger many 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
81.218.251. 250 |Israel 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber alert 1




03-15-2016 to 03-16-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address ‘Attacker G0 |Target Address|Ste ‘S gnature Acti on ‘Count
109. 253. 218. 36 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files/3/11683.)p Bl ock 3
109. 65. 12. 110 | srael 147.237.77. 17 |nazi .idf.i|D stributed Lhaut hori zed URL Access on nazi.idf.il/sip storage/fil es/3/11683.jp Bl ock 2
197. 38.175. 202 |Egypt 147.237.77. 17 |nazi .idf . i |PHP Ait enpt B ock 2
197. 38. 175. 202 |Egypt 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to nmazi.idf.il/xnrpc. php Bl ock 2
95.86.117. 73 | srael 147.237.77. 17 |nazi .idf.i|Mil tipl e Uhaut hori zed URL Access from 95. 86. 117. 73 B ock 2
149. 88. 59. 246 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3850-5187- he/ i gf . aspx B ock 1
109. 253. 143. 181 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Lhaut hori zed UR. Access on nazi.idf.il/sip storage/fil es/3/11683.jp Bl ock 1
81. 218. 28. 226 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 1351. j pg Bl ock 1
54. 67. 55. 75 Lhited Sates |[147.237.77.17|nazi.idf.i|D stributed PHP Attenpt B ock 1
207.241.229.49 |lhited Sates |147.237.77.17|nazi.idf.i|lhaut hori zed UR. Access to mazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ Bl ock 1
5.28.191. 224 | srael 147.237.77. 17|nazi .idf . i |PHP Attenpt B ock 1
130. 193. 51. 60 :Z:::Inl on 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to mazi.idf.il/5580-7562-he/idf . asp Bl ock 1
Unaut hori zed URL Access to
95. 86.117. 73 | srael 147.237.77. 17 |nazi . idf.i|mazi . i df.il/4250- he/i gf . aspx&a=u&ed=0ahukewi _05i dg8pl ahwj xi wkhf 85benyf ggkm |B ock 1
ae&usg=af gj cnesokl bk2213hj 5f bnbssr zpwnr pg
77.75.79.101 %ﬁ;ﬂ c 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip_storagel/files/9/8699.|pg B ock 1
31.210.179.25 [israel 147.237.77. 17 |razi i o . (F2F ATeLer Type Mol ati on Nast er $uckeader SucSear chbnt rol $txt Search in B ock 1
nazi .idf.il/55 heligf.aspx
212.116.164. 20 |lsrael 147.237.77. 17 |nazi .idf.i|D stributed Lhaut hori zed URL Access on nazi.idf.il/sip storage/fil es/3/11683.jp Bl ock 1
176.13.14. 174 |l srael 147.237.77. 17 |nazi.idf.i|Dstributed Lhaut hori zed UR. Access on nazi.idf.il/sip storage/fil es/3/11683.|p B ock 1
109. 253. 218. 36 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Lhaut hori zed UR. Access on nazi.idf.il/sip storage/files/3/11683.jp Bl ock 1
82.166.253.36 |lsrael 147.237.77. 17|nazi .idf.i|D stributed PP Attenpt B ock 1
54.67.55. 75 Lhited Sates [147.237.77.17|nazi.idf.i|Wauthori zed URL Access to waw mazi . idf.il/wp-1ogin. php B ock 1
5.28.191. 224 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnhrpc. php Bl ock 1
207.241. 229. 224|lhited Sates [147.237.77. 17 |nazi.idf.i|Uaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 1
149.50.36.209 |lLhited Sates |[147.237.77.17|nazi.idf.i|D stributed PH? Attenpt B ock 1
79.180. 34. 127 | srael 147.237.77. 17 |nazi .i df .i [Mil ti pl e Uhaut hori zed URL Access from 79. 180. 34. 127 B ock 1
40.77.167.79  |nited Sates |147.237.77.17 |nazi . idf. i |NAULNOMT zed URL Access to B ock 1
W nazi . i df . i1/t enpl at es/ shar ed/ user control s/ newsgal | ery/
212.150. 71. 177 |lsrael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to nazi.idf.il/sip storage Bl ock 1
5.22.131. 82 | srael 147.237.77. 17 |nazi .idf.i|D stributed PH? At t enpt B ock 1
82. 166. 253. 36 | srael 147.237.77. 17 |nazi .idf .i |0 stri buted Uhaut hori zed UR. Access on nazi.idf.il/xnrpc. php B ock 1
68. 180.229. 109 |lhited Sates |147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
10. 67. 137. 61 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 1
208.115.111. 75 |lhited Sates [147.237.77.17|nazi.idf.i|Wauthorized URL Access to nazi.idf.il/14-8333-he Bl ock 1
149.50.36. 209 |lhited Sates |147.237.77.17|nazi.idf.i|Uhaut horized URL Access to nmazi.idf.il/xnhrpc. php Bl ock 1
109. 65. 208. 42 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/599-en/idf.aspx B ock 1
79.180. 34. 127 | srael 147.237.77. 17 |nazi . i df . i |PHP At t enpt B ock 1
46.19. 85. 10 | srael 147.237.77. 17 |nazi .idf.i|D stributed Lhaut hori zed UR. Access on nazi.idf.il/sip storage/files/3/11683.jp B ock 1
5.22.131. 82 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnhrpc. php Bl ock 1
109. 253. 218. 190|l srael 147.237.77. 17 |nazi .idf.i|D stributed Lhaut hori zed UR. Access on nazi.idf.il/sip storage/files/3/11683.jp Bl ock 1
68. 180.229. 109 |lhited Sates |147.237.77.17|nazi.idf.i|Uauthori zed URL Access to nazi.idf.il/5676-7827-he/ifg. aspx Bl ock 1
10. 67. 137. 61 | srael 147.237.77. 17 |nazi . i df.i|Uaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 1
Unaut hori zed URL Access to
..o maziLidf L i1/ 6939-10885- hel i gf . aspx&a=u&ed=0ahukewj gkooovnpl ahvgwywkhal6c3
212.76.120. 188 I srael 147.237.77. 17 nazi . i df .1 agqoubcdi wew&si gZ:andkvmc7?uprf':3Lyhj yueq&usg=af qj c\::h(lopt kCTj) ngOg)l/\Anbz 0xg8hre B ock !
55s0(q
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