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B 157.150.193.3, Lhited Sates
192. 116. 239. 196, | srael

W 79.176.193. 45, |srael
93.172.8.191, Israel

W 31. 210. 186. 157, |srael

W 84.108. 208. 184, |srael

[ 81.218.65.210, |srael

W 31.210.181. 168, |srael
66. 249. 65. 18, | srael

W 2 54.137.53, Israel




03-14-2016 to 03-15-2016

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste | gnature | Device Action |CP1ocation. Location |Count |
157.150. 193. 3 Lhited Sates 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop Net V- London 918

81. 218. 65. 210 | srael 147.237.77.17 |nazi.idf.il [B ock Wp Al Nets drop BBL- | srael 39
37.26. 146. 224 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop Net V- London 1

103. 235.242.51  |Chi na 147.237.77.17 |nazi.idf.il |L4 Source or Dest Port Zero drop BBL- Fr ankf urt 1
159.104. 163.17 |United Kingdom [147.237.77.17 |nazi.idf.il |Invalid TGP H ags dr op Net V- London 1

159. 104. 163. 18 Uni ted Kingdom [147.237.77.17 |nmazi.idf.il |Invalid TQP H ags drop Net V- London 1




03-14-2016 to 03-15-2016

|Top Attackers In IPS|

Attacker Address |Attacker Go |Tar get Address |S te |S gnat ure |Devi ce Action \Ooum
192. 116. 239. 196 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 450
79.176. 193. 45 | srael 147.237.77.17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 394
93.172.8.191 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 114
31. 210. 186. 157 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 50
84. 108. 208. 184 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 46
31.210. 181. 168 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 26
66. 249. 65. 18 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 11
2.54.137.53 | srael 147.237.77.17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 10
79.177.204. 115 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 10
82.193.127. 15 Lkrai ne 147.237.77. 17 nazi.idf.il C1000074: HTTP. naj estic bot B ock 5
66. 249. 65. 18 Lhited Sates 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
62.210. 115. 133 F ance 147.237.77. 17 nazi.idf.il CL000074: HITP. naj estic bot B ock 4
72.13.87. 202 Lhited Sates 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 3
37. 46. 38. 40 | srael 147.237.77.17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
95. 86. 114. 209 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
77.125. 159. 35 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
62.219. 96. 2 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 2
176.9. 131. 69 Ger nany 147.237.77. 17 nazi.idf.il CL000074: HITP. naj estic bot B ock 2
84.94.223. 111 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 2
46. 19. 85. 29 | srael 147.237.77.17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
212.76.106. 72 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
109. 64. 21, 222 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
65. 55. 210. 70 Lhited Sates 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 2
69. 30. 198. 242 Lhited Sates 147.237.77. 17 nazi.idf.il CL000074: HITP. naj estic bot B ock 2
46. 19. 85. 149 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 2
217.132.53. 119 | srael 147.237.77.17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
109. 67. 7. 148 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
199. 30. 24, 212 Lhited Sates 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
157. 55. 39. 193 Lhited Sates 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 1
207.46.13. 10 Lhited Sates 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 1
10.0.0.7 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 1
66. 249. 65. 22 | srael 147.237.77.17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1




03-14-2016 to 03-15-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste | gnature | Count |
66. 249. 93. 63 Lhited Sates 147.237.77. 17 nazi . idf.il ET SCAN NVAP -sA (2) 2
66. 249. 65. 18 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
198. 20. 69. 98 Lhited Sates 147.237.77. 17 nazi.idf.il ET DROP Dshi el d B ock Listed Source 1
211. 149. 156. 87 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 253. 96. 122 Chi na 147.237.77.17 nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
175. 100. 5. 215 Canbodi a 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
208. 80. 155. 214 Lhited Sates 147.237.77. 17 nazi.idf.il Tehila - Perl LV wth fake user agent 1
58. 253. 96. 122 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
58. 253. 96. 122 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1




03-14-2016 to 03-15-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
46. 19. 85. 139 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber alert 49
46.19. 85. 139 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 49
46.19. 85. 150 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 36
46.19. 85. 150 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber alert 36
46. 19. 85. 100 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 28
46. 19. 85. 16 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber alert 25
46. 19. 85. 16 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 25
46. 19. 85. 100 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 25
46.19. 85. 34 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 16
185. 24. 205. 87 | srael 147.237.77. 17 |nazi.idf.il[SYN Attack SYN -> SYN-ACK -> RST rej ect 16
46. 19. 85. 34 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber alert 16
5.28.131. 167 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST alert 9
94. 228. 34. 248 Uni ted Kingdom |147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 9
81.218.251.252 |[Israel 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 9
5. 28.131. 167 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 9
94. 230. 86. 248 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 7
46.116. 26. 121 | srael 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 5
85. 64. 176. 44 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber alert 4
199. 203. 215. 1 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
87.71.58. 37 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.121. 96. 55 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
91. 200. 12. 136 Lkrai ne 147.237.77. 17 |nazi.idf.il|{drop SAMrul e drop 4
85. 64. 176. 44 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
192. 116. 239. 196 |l srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber alert 4
5.22.131. 76 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
37. 26. 149. 221 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
84.94.47.122 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence SYNretransmt wth different wndow scal e |nonitor 4
192. 116. 239. 196 |l srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 4
2.52.187.50 | srael 147.237.77.17 |nazi .idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 3
157. 150. 193. 3 Lhited Sates 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 2
84.94.32.197 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
79.176. 193. 45 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
94. 228. 34. 248 Uni ted Kingdom |147.237.77.17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber alert 2
2.54.161.2 | srael 147.237.77. 17 |nazi.idf.il|Véb Server Enforcenent Molation |Véb Servers S ow HITP Denial of Service rej ect 2
82.193. 127. 15 kr ai ne 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
185. 3. 147. 47 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 1
2.52.187.50 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
64.125.239.210 |[Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
157. 55. 39. 193 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
85. 65. 199. 133 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
216.243.31. 2 Lhited Sates 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
37.46. 39. 123 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 1
84.94. 115. 189 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d sequence nunier noni t or 1
193. 105. 134. 220 |Sweden 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.12.51. 17 Romani a 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 75 |lhited Sates 147.237.77. 17 |nazi.idf.il[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.52.2.39 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber alert 1
46.121. 96. 55 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 1
141.212.122.75 |lhited Sates 147.237.77.17 |nazi .idf.il|SYN Attack SYN -> SYN- ACK -> RST rej ect 1
89. 138. 93. 112 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1




03-14-2016 to 03-15-2016

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

Ste

Devi ce

‘ Target Address

‘S’gnature

Action

‘Count

95. 86. 114. 209 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 7
95. 86. 125. 75 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 3
70.187.177. 167 |lhited Sates 147.237.77. 17 |nazi . i df . i |Uaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 2
37 46.39. 123 lsrael 147 237, 77. 17 \nazi i df i Par anet er _Typg M ol ation _Mast er $ucHeader $ucSear chGont rol $t xt Search in B ock 2
wan nazi L i df . i |/ 4384- hel i gf . aspx
109. 253. 147. 155|l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage Bl ock 2
: .. . .{Unaut hori zed URL Access to
65.208.151. 115 [Uhited Sates  |147.237.77. 17|mazi. idf. i} v o6 1) shar ed user cont r ol s/ banner s/ mazi . i df . i 1/ 113- 10481- he/ pi wi k. php B ock !
149.78.114. 10 | srael 147.237.77. 17 |nazi .i df .i |0 stri but ed Lhaut hori zed UR. Access on nazi.idf.il/xnhrpc. php Bl ock 1
104. 131. 147. 112|lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx Bl ock 1
37.26. 147. 166 | srael 147.237.77. 17 |mazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg Bl ock 1
117.78.13. 29 Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/14-he Bl ock 1
94.230. 86. 248 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 1
66. 249. 65. 18 | srael 147.237.77. 17 |nazi . i df . i |{Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ general /n Bl ock 1
157.55.39.193 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/ [ B ock 1
109. 64. 188. 204 |l srael 147.237.77. 17 |nazi .i df . i |[PHP Att enpt Bl ock 1
79.176.210. 158 |l srael 147.237.77. 17 |nazi .i df . i |[PHP At t enpt Bl ock 1
141.212.122.64 |lhited Sates 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to /X Bl ock 1
68. 180. 229. 109 |lhited Sates 147.237.77. 17 |nazi .idf.i |Mil ti pl e Unaut hori zed URL Access from 68. 180. 229. 109 Bl ock 1
178. 216. 200. 48 |Pol and 147.237.77. 17 |mazi . i df . i {Unaut hori zed URL Access to testpl. pi wo. pil a. pl /t est proxy. php Bl ock 1
109. 64. 188. 204 |l srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed UR. Access to nazi.idf.il/xnhrpc. php Bl ock 1
79.176.210. 158 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/xnhrpc. php Bl ock 1
65.208. 151. 115 |Lhited Sates 147.237.77. 17 |nazi .i df . i |[PHP At t enpt Bl ock 1
149. 78.114. 10 | srael 147.237.77. 17 |nazi .idf .i |0 stributed PHP At enpt Bl ock 1
68. 180. 229. 109 |lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8330-he Bl ock 1
5.255.253.65 | ooolo 147.237.77.17 |nazi . i df .i |Uhaut hori zed LR Access to mazi.idf.il/5580- 7562-he/i gf . asp Bl ock 1
213.177.107. 202 :ZZ::FI on 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/14-he/ Bl ock 1
84.94.47.122 | srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850-5187- he/ i gf . aspx Bl ock 1
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