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194.177.16. 3, |srael
82.145. 219. 154, Eur ope
82. 145. 222. 111, Europe
77.125.7.72, |srael
5.22.135.219, Israel
109. 67. 175. 24, |srael
66. 249. 64. 124, | srael
54.72.182.187, Ireland
66.249.64. 2, |srael
66.249. 64. 8, |srael
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|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Geo

|gte

| gnature

| Devi ce Action

| P I ocat i on. Locat i on

|Oount

82. 145. 219. 154 Eur ope 147.237.77. 17 nazi.idf.il Bl ock | p Vb In drop Net V- London 17
82.145.222. 111 Eur ope 147.237.77. 17 nazi.idf.il Bl ock | p_V¢b In drop Net V- London 13
54.72.182.187 Irel and 147.237.77. 17 nazi.idf.il Bl ock_Ulp Al _Nets drop Net V- London 9
179. 43. 144. 33 Sni tzerl and 147.237.77. 17 nazi.idf.il B ock Np Al _Net drop Net V- London 1
184. 105. 139. 90 Lhited Sates 147.237.77. 17 nazi.idf.il B ock Np Al Net drop Net V- London 1
184.105. 139. 116 Lhited Sates 147.237.77. 17 nazi.idf.il Bock Np All Net drop Net V- London 1
185.94.111. 1 147.237.77. 17 nazi.idf.il Bl ock_Udp All _Nets drop Net V- London 1
185. 130. 5. 201 147.237.77. 17 nazi.idf.il Bl ock_Udp Al _Nets drop Net V- London 1




03-12-2016 to 03-13-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste |Sgnature |Devi ce Action |Oount |
194.177.16. 3 | srael 147.237.77. 17 |nazi.idf.il|Cl000138: HITP. prefix 1.01 in the URL B ock 66
77.125.7.72 | srael 147.237.77.17 |mazi.idf.il|C1000138: HITP:. prefix 1.01 in the URL Bl ock 10
5.22.135.219 | srael 147.237.77. 17 |nazi.idf.i1|C1000138: HITP. prefix 1.01 in the URL Bl ock 10
109. 67. 175. 24 | srael 147.237.77. 17 |nazi.idf.il|Cl000138: HITP. prefix 1.01 in the URL B ock 10
66. 249. 64. 124 | srael 147.237.77.17 |mazi.idf.il|C1000138: HITP. prefix 1.01 in the URL B ock 9
66. 249. 64. 2 | srael 147.237.77. 17 |nazi.idf.i1|Cl000138: HITP. prefix 1.01 in the URL Bl ock 5
151. 80. 31. 151 Italy 147.237.77. 17 |nazi.idf.il|Cl000146: HITP. AhrefBot craw er B ock 3
66. 249. 64. 8 | srael 147.237.77.17 |mazi.idf.il|C1000138: HITP:. prefix 1.01 in the URL Bl ock 3
65. 55. 210. 222 Lhited Sates |147.237.77. 17 |nazi.idf.il1|C1000138: HITP. prefix 1.01 in the URL Bl ock 2
207.46. 13. 10 Lhited Sates |147.237. 77. 17 |nazi.idf.il|Cl000138: HITP. prefix 1.01 in the URL B ock 2
5.9.85.4 Ger many 147.237.77.17 |nazi.idf.il|Cl000074: HITP. naj estic bot B ock 2
151. 80. 31. 152 Italy 147.237.77. 17 |nazi.idf.il|Cl000146: HITP. AhrefBot craw er B ock 2
184. 19. 86. 115 Lhited Sates |147.237.77.17 |nazi.idf.il|CLO00074: HTTP:. najestic bot B ock 2
213. 8.204. 37 | srael 147.237.77.17 |mazi.idf.il|CL000138: HITP:. prefix 1.01 in the URL Bl ock 2
66. 249. 79. 162 | srael 147.237.77. 17 |nazi.idf.i1|C1000138: HITP. prefix 1.01 in the URL Bl ock 1
207.46. 13. 30 Lhited Sates |147.237. 77. 17 |nazi.idf.il|Cl000138: HITP. prefix 1.01 in the URL B ock 1
207.46. 13. 83 Lhited Sates |147.237.77.17 |nazi.idf.il|Cl000138: HITP. prefix 1.01 in the URL B ock 1
52. 33. 227. 96 Lhited Sates |147.237.77. 17 |nazi.idf.i1|17272: HITP. Suspi ci ous Wser-Agent (WndowsNTI) Wth No Separating Space Bl ock 1




03-12-2016 to 03-13-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count |
66. 249. 82. 234 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
40.117. 103. 99 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 240. 192. 138 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 119 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
218. 246.0.97 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
52.11.196. 117 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 1024 1
178. 63. 11. 208 Cer nany 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




03-12-2016 to 03-13-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
31. 168. 16. 60 | srael 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 71
46.19. 85. 253 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 25
84.94.179. 240 | srael 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 25
46. 19. 85. 253 | srael 147.237.77.17 |nazi.idf.il [Bad TCP sequence Inval id ACK nunber noni t or 25
46.121. 239. 175 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 12
84.228.195. 197 | srael 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 9
109. 186. 175. 190 |[Israel 147.237.77.17 |nazi.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 9
31. 146. 154. 219 Geor gi a 147.237.77.17 |mazi.idf.il |Bad TOP sequence |SYNretransmt wth different w ndow scal e noni t or 9
46. 117. 145. 68 | srael 147.237.77.17 |nazi.idf.il [Bad TCP sequence noni t or 8
46. 116. 174. 47 | srael 147.237.77.17 |nazi.idf.il [Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 6
81.218. 142. 45 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 4
2.52.135.170 | srael 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 4
31.14. 89. 98 Romani a 147.237.77.17 |mazi.idf.il [Bad TCP sequence Inval i d ACK nunber aert 4
185. 3. 147. 198 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
85. 64. 130. 138 | srael 147.237.77.17 |nazi.idf.il [Bad TCP sequence Inval id ACK nunber noni t or 4
31.14. 89. 98 Romani a 147.237.77.17 |nazi.idf.il [Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 153 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
85. 130. 255. 197 | srael 147.237.77.17 |mazi.idf.il [Bad TCP sequence Inval id ACK nunber noni t or 4
84.228. 195. 197 | srael 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
151. 80. 31. 150 Italy 147.237.77.17 |nazi.idf.il |drop SAMrul e drop 3
46.116. 211. 107 | srael 147.237.77.17 |nazi.idf.il [Bad TCP sequence |SYNbEACK retransmit with different w ndow scal e noni t or 3
46.117. 80. 182 | srael 147.237.77.17 |nazi.idf.il [Bad TCP sequence Inval id ACK nunber alert 2
46.117. 145. 68 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACGK nunber noni t or 2
46. 120. 86. 14 | srael 147.237.77.17 |mazi.idf.il [Bad TCP sequence Inval id ACK nunber aert 2
46.117. 80. 182 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 2
46.117. 145. 68 | srael 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
46. 120. 86. 14 | srael 147.237.77.17 |nazi.idf.il [Bad TCP sequence Inval id ACK nunber noni t or 2
46. 117. 145. 68 | srael 147.237.77.17 |nazi.idf.il [Bad TCP sequence Inval id ACK nunber alert 2
46.117. 159. 218 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACGK nunber noni t or 1
149. 88. 215. 81 | srael 147.237.77.17 |mazi.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 1
104. 45. 18. 178 Lhited Sates |147.237.77.17 |nazi.idf.il|Instant Messengers |instant messenger pattern found, application: Skype noni t or 1
46.19. 85. 194 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
85. 65. 63. 164 | srael 147.237.77.17 |nazi.idf.il [Bad TCP sequence Inval id ACK nunber noni t or 1
23.101.61.176 Irel and 147.237.77.17 |nazi.idf.il [Instant Messengers |[instant nessenger pattern found, application: Skype noni t or 1
216.243.31. 2 Lhited Sates |147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
61. 8. 232. 237 S ngapor e 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN- ACK -> Ti neout rej ect 1
184. 105. 139. 80 Lhited Sates |147.237.77.17 |nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
149. 88. 66. 132 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 1
46.116. 211. 107 | srael 147.237.77.17 |nazi.idf.il [Bad TCP sequence Inval id ACK nunber noni t or 1
89. 139. 248. 226 | srael 147.237.77.17 |nazi.idf.il |[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
85. 64. 130. 138 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 1
73. 205. 69. 158 Lhited Sates [147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
207.46. 13. 10 Lhited Sates |147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
109. 64. 106. 57 | srael 147.237.77.17 |nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> RST rej ect 1
85. 130. 251. 94 | srael 147.237.77.17 |nazi.idf.il [Bad TCP sequence Inval id ACK nunber noni t or 1
218. 22.211. 69 Chi na 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
61. 8. 232. 253 S ngapor e 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
149. 88. 66. 132 | srael 147.237.77.17 |mazi.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 1
46.116. 211. 107 | srael 147.237.77.17 |nazi.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
94. 230. 93. 58 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
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31.168.173. 118 |l srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 3
46.117. 155. 148 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 2
46. 120. 24. 238 |l srael 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to igf.idf.il/tenpl ates/newslist/undefined B ock 2
66. 249. 64. 175 |lsrael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx B ock 2
66. 249. 64. 2 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-he B ock 1
40.77. 167. 61 Lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
85. 250. 162. 191 |l srael 147.237.77. 17 |mazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg B ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
31.146. 154. 219 [Georgi a 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 3/ 1613. | pg B ock 1
194.177.16.3 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned B ock 1
77.75.76. 166 Czech Republic [147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/sip storage/fil es/9/8699.]pg B ock 1
66. 249. 64. 16 | srael 147.237.77. 17 |nazi .i df . i [Lhaut hori zed URL Access to igf.idf.il/tenpl ates/shared/ usercontrol s/ newsgal | ery/ B ock 1
40.77.167. 61 Lhited Sates 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
94.159. 179. 67 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned B ock 1
66. 249. 83. 251 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- hel i gf . aspx B ock 1
31 168. 16. 60 I sral 147 237 77. 17 \rnazi i of i Par anet er Typ_e Vol ati on Mast er $ucHeader $ucSear chGont rol $t xt Search in B ock 1
W nazi . i df . i1/ 14-hefi gf . aspx
207. 46. 13. 10 Lhited Sates 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to www nazi . i df.il/120- he/ heer. aspx B ock 1
81.218. 142. 45 |lsrael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg B ock 1
46.116. 174. 47 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4944- he/ i gf . aspx B ock 1
130.193.51.60 [ 8 147.237.77. 17 |nazi . i df .i |Uhaut hori zed LR Access to mazi.idf.il/5580- 7562- he/i gf . asp Bl ock 1
68. 180. 229. 97 |lhited Sates 147.237.77. 17 |nazi .idf . i |D stri buted Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
46.121. 239. 175 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
207. 46. 13. 83 Lhited Sates 147.237.77. 17 |nazi .idf.i |D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl at es/ newsl i st/ undefined B ock 1
85. 64. 130. 138 |l srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
46.117. 80. 182 |l srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to igf.idf.il/tenpl at es/ newsli st/ undefi ned B ock 1
149. 88. 67. 138 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx B ock 1
68. 180. 230. 40 |lLhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
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