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03-11-2016 to 03-12-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo

| Target Address

|9 gnature

| Devi ce Action

| P I ocat i on. Locat i on

|Oount

82. 145. 221. 24 Eur ope 147.237.77. 17 nazi.idf.il Bl ock | p Vb In drop Net V- London 12
54.72.182. 187 Irel and 147.237.77. 17 nazi . idf.il Bl ock Udp All _Nets drop Net V- London 8
82. 145. 219. 192 Eur ope 147.237.77. 17 nazi.idf.il Bl ock _Ip Véb In drop Net V- London 6
79.179.131. 128 | srael 147.237.77. 17 nazi.idf.il ock_ Wdp Al _Nets drop BBL- | srael 5
208. 67. 1. 50 Lhited Sates 147.237.77. 17 nazi.idf.il B ock Np Al Net drop Net V- London 1




03-11-2016 to 03-12-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste |Sgna1 ure |Devi ce Action \Ooum \
2.54.34.102 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP: prefix 1.01 in the URL B ock 122
149. 50. 68. 219 Lhited Sates 147.237.77. 17 nazi .idf.il C1000138: HITP. prefix 1.01 in the URL B ock 22
213. 8. 204. 56 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 12
2.52.19. 154 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 10
66. 249. 66. 181 | srael 147.237.77.17 nazi .idf.il C1000138: HITP. prefix 1.01 in the URL B ock 10
85. 65. 126. 218 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP: prefix 1.01 in the URL B ock 9
66. 249. 64. 124 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP: prefix 1.01 in the URL B ock 4
46. 19. 86. 86 | srael 147.237.77. 17 nazi .idf.il C1000138: HITP. prefix 1.01 in the URL B ock 3
66. 249. 64. 2 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 3
31.210.187. 162 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 64. 8 | srael 147.237.77. 17 nazi .idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
89. 163. 148. 58 Ger many 147.237.77. 17 nazi.idf.il CLl000074: HITP. naj estic bot B ock 2
46. 4. 87. 105 Ger many 147.237.77. 17 nazi.idf.il CL000074: HITP. naj estic bot B ock 2




03-11-2016 to 03-12-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste |S gnature | count |
66. 249. 64. 124 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 66. 181 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
178. 63. 11. 208 Cer many 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




03-11-2016 to 03-12-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |S gnature |Devi ce Action |Count |
79.179. 12. 28 | srael 147.237.77.17 |nazi.idf.il |Bad TOP sequence |SYNretransnit wth different w ndow scal e noni t or 328
192. 243. 55. 129 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtAK retransmt wth different w ndow scal e noni t or 119
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtACK retransnit with different w ndow scal e noni t or 98
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtACK retransnit with different w ndow scal e noni t or 95
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtAXK retransmt wth different w ndow scal e noni t or 90
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtAXK retransmt with different w ndow scal e noni t or 89
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 85
192. 243. 55. 129 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 83
192. 243. 55. 131 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtACK retransnit with different w ndow scal e noni t or 83
192. 243. 55. 129 Doni ni ca 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 79
192. 243. 55. 137 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtAK retransmt wth different w ndow scal e noni t or 76
192. 243. 55. 133 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPACXK retransmt with different w ndow scal e noni t or 75
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 69
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 69
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nazi.idf.il [Bad TCP sequence |lnvalid ACK nunber noni t or 69
192. 243. 55. 134 Doni ni ca 147.237.77.17 |mazi.idf.il [Bad TCP sequence |l nvalid ACK nunber noni t or 68
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 67
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 65
46. 19. 85. 129 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 65
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 62
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nmazi.idf.il |[SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 58
192. 243. 55. 137 Doni ni ca 147.237.77.17 |mazi.idf.il [Bad TCP sequence |l nvalid ACK nunber noni t or 55
192. 243. 55. 131 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 54
192. 243. 55. 131 Doni ni ca 147.237.77.17 |nmazi.idf.il |[SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 53
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 52
192. 243. 55. 129 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 52
46.19. 85. 129 | srael 147.237.77.17 |nazi.idf.il [Bad TCP sequence |lnvalid ACK nunber alert 50
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il [Bad TCP sequence |l nvalid ACK nunber aert 50
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 48
192. 243. 55. 129 Doni ni ca 147.237.77.17 |mazi.idf.il [Bad TCP sequence |lnvalid ACK nunber alert 48
192. 243. 55. 137 Doni ni ca 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 45
192. 243. 55. 133 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 45
192. 243. 55. 131 Doni ni ca 147.237.77.17 |nazi.idf.il [Bad TCP sequence noni t or 44
192. 243. 55. 133 Doni ni ca 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 42
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |Invalid ACK nunber alert 41
192. 243. 55. 134 Doni ni ca 147.237.77.17 |mazi.idf.il [Bad TGP sequence |lnvalid ACK nunber alert 40
46. 19. 85. 229 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 36
192. 243. 55. 133 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 36
46.19. 85. 229 | srael 147.237.77.17 |nazi.idf.il [Bad TCP sequence |lnvalid ACK nunber noni t or 36
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il [Bad TCP sequence |l nvalid ACK nunber aert 36
192. 243. 55. 131 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACK nunber alert 32
192. 243. 55. 137 Doni ni ca 147.237.77.17 |mazi.idf.il [Bad TGP sequence |lnvalid ACK nunber alert 30
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 28
192. 243. 55. 133 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 27
192. 243. 55. 137 Doni ni ca 147.237.77.17 |nazi.idf.il [Bad TCP sequence noni t or 24
46.19. 85. 241 | srael 147.237.77.17 |mazi.idf.il [Bad TCP sequence |l nvalid ACK nunber noni t or 13
5. 29. 181. 200 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 11
185. 3. 147. 219 | srael 147.237.77.17 |mazi.idf.il [Bad TCP sequence |lnvalid ACK nunber noni t or 8
46. 19. 85. 181 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 8
85. 64. 201. 222 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 4




03-11-2016 to 03-12-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |Target Address |Ste ‘S gnature Action ‘Count
62. 0. 6. 222 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 5
192. 243. 55. 138 |Doni ni ca 147.237.77. 17 |nazi .idf.i|Mil ti pl e Uhaut hori zed URL Access from 192. 243. 55. 138 B ock 2
64.62.219. 164 |nited Sates |147. 237 77 17 lvazi i of i Par_an_et er Type c_JI ation Mast er $ucHeader $ucSear chGont r ol $t xt Search in B ock 2
nazi .idf.il/14-heligf.aspx
192. 243. 55. 137 |Donini ca 147.237.77. 17 |nazi .i df .i {MIl ti pl e Unhaut hori zed URL Access from 192. 243. 55. 137 B ock 2
.. {Unauthorized URL Access to
81.13.112. 116 fireland 147.237.77. 17 |nazi . df .| nazi . i df.il/3834-8550- he/i gf . aspx&oci d=3_ynmwxyuxwf hen&i ngur | = Bl ock !
192. 243. 55. 135 |Domi ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files B ock 1
192. 243. 55. 129 |Donmi ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8334-he B ock 1
79.179.12. 28 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4223- he/ i gf . aspx B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to igf.idf.il/14-10104- he B ock 1
141.212.122. 160|Lhited Sates |147.237.77.17|nazi.idf.i|Uhaut horized UR. Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
68. 180.230. 40 |lhited Sates |147.237.77.17|nazi.idf.i|D stributed Unhaut hori zed URL Access on 147.237.77.17/robot s. t xt B ock 1
207.241.229. 223|lhited Sates |147.237.77. 17 |nazi.idf.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 64. 2 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
Unaut hori zed URL Access to
mazi.idf.il/sip_storage/files/ 1/ 6491. | pg&n=274&h=1848&¢ei =- ccoul crm8nct abz_i cqgbw&
31.13.112.122 |lreland 147.237.77. 17 |nazi . i df . i [zoomF1&i act =hc&vpx=417&vpy=330&dur =487&hovh=147&hovw=219&t x=138&t y=7 |B ock 1
2&si g=101167425656837045517&page=1&t bnh=141&t bnw=210&st art =0&ndsp=26&
ved=1t:429,r:8,s:0,i:90
192. 243. 55. 136 |Dom ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/ general /n B ock 1
192. 243. 55. 131 |Donini ca 147.237.77. 17 |nazi .i df .i {MIl ti pl e Unhaut hori zed URL Access from 192. 243. 55. 131 B ock 1
87.69. 102. 245 |l srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 66. 182 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4146- he/ i gf . aspx B ock 1
192. 243. 55. 138 |Doni ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-4983-he B ock 1
- .. . .JUnauthorized URL Access to
192.243. 55133 | Doni ni ca 147.237.77. 17 |nazi . i of .| igf.idf.il/tenpl ates/newslist/wwu i di egogo. cond proj ect s/ 121440 Bl ock !
149. 78. 105. 168 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
77.75.78.167 ggj%rl c 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip_storage/files/9/8699.|pg B ock 1
213.57.70.3 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
66. 249. 64. 35 | srael 147.237.77. 17 |nazi .i df .i |Unaut hori zed URL Access to mmazi.idf.il/7343-11581- he/ Niviaa NXD. aspx B ock 1
40.77.167. 61 Lhited Sates |[147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
192. 243. 55. 131 |Donini ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8347-he B ock 1
87.69. 165. 33 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 1
66. 249. 66. 182 |l srael 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
192. 243. 55. 138 |Domi ni ca 147.237.77.17 |nazi . i df . i |Unaut hori zed UR. Access to mazi.idf.il/113-11581-he/ ND0OA NXD. aspx Bl ock 1
64. 79. 85. 205 Lhited Sates |[147.237.77.17|nazi.idf.i|Whaut horized URL Access to nazi.idf.il/shared/ usercontrol s/ vodchannel / B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77. 17 |nazi .i df .i |Unaut hori zed URL Access to igf.idf.il/113-11581-he/ NDIA NDD. aspx B ock 1
181. 28. 115. 157 |Argenti na 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/favi con. i co B ock 1
79.176. 193. 41 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/sip _storage/fil es/ 1/ 1351. j pg B ock 1
66. 249. 64. 185 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 1
45. 55, 145. 48 147.237.77. 17 |nazi . i df . i {Unaut hori zed Met hod HEAD for 147.237.77.17/ B ock 1
192. 243. 55. 137 |Donmi ni ca 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-7708-he B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 17 |nazi .i df .i {MIl ti pl e Uhaut hori zed URL Access from 192. 243. 55. 133 B ock 1
130. 193. 51. 60 :ZZ::FI on 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to mazi.idf.il/5580-7562-he/i gf . asp B ock 1
68.180.228. 160 |Lhited Sates |147.237.77.17|nazi.idf.i|hauthorized URL Access to nazi.idf.il/6216-he/igf.aspx),\h B ock 1
194.153. 113. 13 |Ger many 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 64. 2 | srael 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to nazi.idf.il/14-4980- he B ock 1
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