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Top Attackers 

84.111.226.232, Israel

93.172.251.21, Israel

66.249.66.181, Israel

176.106.41.12, Palestinian Territory, Occupied

149.78.233.58, Israel

95.86.114.209, Israel

212.143.40.28, Israel

54.72.182.187, Ireland

46.19.85.21, Israel

156.199.93.207, null
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

54.72.182.187 Ireland 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop NetV-London 14

121.127.7.51 Philippines 147.237.77.17 mazi.idf.il Invalid TCP Flags drop NetV-London 1

184.105.139.80 United States 147.237.77.17 mazi.idf.il Block_Ntp_All_Net drop NetV-London 1

184.105.139.93 United States 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop NetV-London 1

89.248.160.132 Netherlands 147.237.77.17 mazi.idf.il block-sp-traf1 forward DP-Tehila 1

184.105.247.235 United States 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop NetV-London 1

89.248.160.132 Netherlands 147.237.77.17 mazi.idf.il block-sp-traf1 forward NetV-London 1

89.248.172.207 Netherlands 147.237.77.17 mazi.idf.il Block_Ntp_All_Net drop NetV-London 1

121.127.7.48 Philippines 147.237.77.17 mazi.idf.il Invalid TCP Flags drop NetV-London 1

121.127.7.49 Philippines 147.237.77.17 mazi.idf.il Invalid TCP Flags drop NetV-London 1
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Top Attackers In IPS
Attacker
Address

Attacker Geo Target Address Site Signature
Device
Action

Count

84.111.226.232 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 122

93.172.251.21 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 82

66.249.66.181 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 62

176.106.41.12
Palestinian Territory,
Occupied

147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 50

149.78.233.58 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 27

212.143.40.28 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 18

95.86.114.209 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 10

46.19.85.21 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 10

66.249.66.187 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 6

66.249.66.184 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 3

78.46.50.246 Germany 147.237.77.17 mazi.idf.ilC1000074: HTTP: majestic bot Block 2

46.19.86.221 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 2

5.9.85.4 Germany 147.237.77.17 mazi.idf.ilC1000074: HTTP: majestic bot Block 2

176.13.0.31 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 2

62.210.97.48 France 147.237.77.17 mazi.idf.ilC1000074: HTTP: majestic bot Block 2

84.228.155.9 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 2

66.249.66.137 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 2

66.249.66.141 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 1

151.80.31.151 Italy 147.237.77.17 mazi.idf.ilC1000146: HTTP:  AhrefBot crawler Block 1

40.77.167.104 United States 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 1

207.46.13.30 United States 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 1

89.216.115.6 147.237.77.17 mazi.idf.il
17272: HTTP: Suspicious User-Agent (WindowsNT) With No Separating
Space

Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.66.181 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

142.0.39.178 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

104.128.144.131 Canada 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 4096 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 120

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 116

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 113

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 112

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 110

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 109

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 105

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 100

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 98

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 93

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 91

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 85

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 85

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 81

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 79

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 76

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 68

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 67

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 66

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 64

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 64

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 62

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 61

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 61

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 61

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 60

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 58

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 58

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 57

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 56

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 55

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 53

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 52

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 48

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 48

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 47

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 45

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 44

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 40

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 36

46.19.85.165 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 36

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 36

46.19.85.165 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 36

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 35

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 34

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 32

46.19.85.212 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 32

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 31

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 31

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 28
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

95.86.114.209 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 8

93.172.251.21 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 5

93.172.251.21 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 93.172.251.21 Block 4

156.199.93.207 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 3

156.199.93.207 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 3

156.199.25.11 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 2

156.199.25.11 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 2

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.136 Block 2

66.249.66.184 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 66.249.66.184 Block 1

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-4980-he Block 1

192.243.55.129 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/general/ה Block 1

156.199.164.191 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

66.249.66.181 Israel 147.237.77.17 mazi.idf.ilParameter Type Violation PageNum in mazi.idf.il/700-he/igf.aspx Block 1

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/vodchannel/ Block 1

156.199.22.162 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7710-he Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10106-he Block 1

207.232.29.186 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 207.232.29.186 Block 1

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-5475-he Block 1

192.243.55.129 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8333-he Block 1

66.249.66.182 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5034-he/igf.aspx Block 1

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8347-he Block 1

2.54.31.159 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/1351.jpg Block 1

192.243.55.135 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8350-he Block 1

156.199.25.11 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

104.131.211.12 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5676-7827-he/ifg.aspx Block 1

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery Block 1

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/5551-11516-he/משלבים קהילה.aspx Block 1

87.70.39.107 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

66.249.66.184 Israel 147.237.77.17 mazi.idf.ilParameter Type Violation PageNum in mazi.idf.il/700-he/igf.aspx Block 1

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8334-he Block 1

192.243.55.130 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7712-he Block 1

156.199.164.191 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

66.249.66.181 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-5475-he Block 1

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/vodchannel Block 1

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8346-he Block 1

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7711-he Block 1

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7707-he Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8335-he Block 1

207.232.29.186 Israel 147.237.77.17 mazi.idf.ilPHP Attempt Block 1

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.138 Block 1

192.243.55.129 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10104-he Block 1

66.249.66.182 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/700-he/igf.aspx Block 1

37.26.149.223 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

192.243.55.135 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/3728-11581-he/ללא גבולות.aspx Block 1

121.233.104.67 China 147.237.77.17 mazi.idf.ilParameter Type Violation __EVENTVALIDATION in mazi.idf.il/591-he/igf.aspx Block 1

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.134 Block 1

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/vodchannel Block 1

87.70.39.107 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

66.249.66.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/4070-11595-he/מחלקת תכנון ובקרה.aspx Block 1

192.243.55.130 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10105-he Block 1

181.28.115.157 Argentina 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4637-5227-he/igf.aspx Block 1

66.249.66.181 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8351-he Block 1

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5551-11516-he/משלבים קהילה.aspx Block 1

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7713-he Block 1

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-he Block 1

66.249.66.182 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-he Block 1

192.243.55.129 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10106-he Block 1

66.249.66.72 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to m.mazi.idf.il/7343-11581-he/ללא גבולות.aspx Block 1

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8331-he Block 1

156.199.22.162 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.133 Block 1

89.248.160.132 Netherlands 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.safeskyhacks.com/forums/forum.php Block 1

66.249.66.188 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.131 Block 1

185.106.92.65 147.237.77.17 mazi.idf.ilUnauthorized Request Content Type text/html Block 1

66.249.66.181 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/vodchannel/ Block 1

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/newsgallery Block 1

192.243.55.135 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8335-he Block 1

156.199.25.11 147.237.77.17 mazi.idf.ilPHP Attempt Block 1

104.131.211.12 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 104.131.211.12 Block 1

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8330-he Block 1

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.132 Block 1

77.237.138.202 Czech Republic 147.237.77.17 mazi.idf.ilUnauthorized Method HEAD for / Block 1
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