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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo

| Target Address

|gte

| gnature

| Devi ce Action

| P I ocat i on. Locat i on

|Oount

54.72.182. 187 Irel and 147.237.77. 17 nazi.idf.il Bl ock_Udp All _Nets drop Net V- London 10
212. 143. 254. 66 | srael 147.237.77. 17 nazi.idf.il Bl ock_Udp Al _Nets drop DP-Tehi | a 3
23.228.107. 104 Lhited Sates 147.237.77. 17 nazi.idf.il B ock Np Al _Net drop Net V- London 1
64. 94. 45. 65 Lhited Sates 147.237.77. 17 nazi.idf.il ock Wp Al _Nets drop Net V- London 1
64. 94. 45. 66 Lhited Sates 147.237.77. 17 nazi.idf.il Bl ock_Udp All _Nets drop Net V- London 1
65. 196. 5. 13 Lhited Sates 147.237.77. 17 nazi.idf.il ock Wp Al Nets drop Net V- London 1
141. 255. 164. 234 S tzerl and 147.237.77. 17 nazi.idf.il Bock Np All _Net drop Net V- London 1
184. 105. 139. 100 Lhited Sates 147.237.77. 17 nazi.idf.il B ock Np Al Net drop Net V- London 1
184.105. 139. 118 Lhited Sates 147.237.77. 17 nazi.idf.il Block Np Al _Net drop Net V- London 1




03-09-2016 to 03-10-2016

|Top Attackers In IPS|

Attacker Address \Attacker Go |Target Address |Ste |Sgnalure |Davi ce Action |Oount \
87.79.69. 115 CGer nany 147.237.77. 17 |nazi.idf.il|Cl000138: HITP: prefix 1.01 in the URL B ock 235
149. 78. 35. 121 | srael 147.237.77.17 |nazi.idf.il{Cl000138: HITP:. prefix 1.01 in the URL B ock 26
62.0.102. 70 | srael 147.237.77. 17 |nazi.idf.il|CL000138: HITP. prefix 1.01 in the URL B ock 26
66. 249. 66. 181 | srael 147.237.77. 17 |nazi.idf.il|Cl000138: HITP: prefix 1.01 in the URL B ock 18
66. 249. 66. 178 | srael 147.237.77. 17 |nazi.idf.il|Cl000138: HITP: prefix 1.01 in the URL B ock 9
66. 249. 66. 184 | srael 147.237.77. 17 |nazi.idf.il|CL000138: HITP. prefix 1.01 in the URL B ock 8
66. 249. 66. 129 | srael 147.237.77. 17 |nazi.idf.il|CL000138: HITP. prefix 1.01 in the URL B ock 8
66. 249. 66. 187 | srael 147.237.77.17 |nazi.idf.il{Cl000138: HITP:. prefix 1.01 in the URL B ock 7
66. 249. 93. 5 Lhited Sates |147.237.77. 17 |nazi.idf.il|C1000138: HITP. prefix 1.01 in the URL B ock 4
66. 249. 93. 63 | srael 147.237.77. 17 |nazi.idf.il|Cl000138: HITP: prefix 1.01 in the URL B ock 3
31.168.113. 160 |[Israel 147.237.77. 17 |nazi.idf.il|Cl000138: HITP: prefix 1.01 in the URL B ock 2
66.249. 93.5 | srael 147.237.77. 17 |nazi.idf.il|CL000138: HITP. prefix 1.01 in the URL B ock 2
46. 19. 85. 29 | srael 147.237.77. 17 |nazi.idf.il|CL000138: HITP. prefix 1.01 in the URL B ock 2
212.251.221.118 |Nor way 147.237.77.17 |nazi.idf.il|CLO00074: HITP. naj estic bot B ock 2
157. 55. 2. 164 Lhited Sates |147.237.77. 17 |nazi.idf.il|C1000138: HITP. prefix 1.01 in the URL B ock 2
157. 55. 39. 222 Lhited Sates |147.237.77. 17 |nazi.idf.il|Cl000138: HITP: prefix 1.01 in the URL B ock 1
66. 249. 66. 133 | srael 147.237.77. 17 |nazi.idf.il|Cl000138: HITP: prefix 1.01 in the URL B ock 1
89. 216. 115. 6 147.237.77. 17 |nazi.idf.il|17272: HITP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating Space B ock 1
207. 46. 13. 30 Lhited Sates |147.237.77. 17 |nazi.idf.il|Cl000138: HITP: prefix 1.01 in the URL B ock 1
66. 249. 75. 18 | srael 147.237.77.17 |nazi.idf.il{Cl000138: HITP:. prefix 1.01 in the URL B ock 1
66. 249. 93. 2 | srael 147.237.77. 17 |nazi.idf.il|CL000138: HITP. prefix 1.01 in the URL B ock 1




03-09-2016 to 03-10-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |S gnature | count |
66. 249. 66. 181 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
104. 197. 254. 53 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
104. 197. 254. 53 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
104. 197. 254. 53 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1




03-09-2016 to 03-10-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |S gnature |Devi ce Action |Count |
192. 243. 55. 130 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCOP sequence |SYNtAXK retransmt wth different w ndow scal e noni t or 51
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtAK retransmt wth different w ndow scal e noni t or 50
87.79.69. 115 Ger nany 147.237.77.17 |nazi.idf.il |drop SAMrul e drop 50
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtACK retransnit with different w ndow scal e noni t or 48
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtAXK retransmt wth different w ndow scal e noni t or 44
192. 243. 55. 136 Doni ni ca 147.237.77.17 |mazi.idf.il [Bad TCP sequence |lnvalid ACK nunber noni t or 44
192. 243. 55. 133 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCOP sequence |SYNtAK retransmt wth different w ndow scal e noni t or 42
192. 243. 55. 132 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCOP sequence |SYNPAXK retransmt wth different w ndow scal e noni t or 38
192. 243. 55. 137 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtACK retransnit with different w ndow scal e noni t or 38
192. 243. 55. 130 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 36
192. 243. 55. 130 Doni ni ca 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 36
192. 243. 55. 131 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPACXK retransmt with different w ndow scal e noni t or 35
192. 243. 55. 129 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCOP sequence |SYNtAXK retransmt wth different w ndow scal e noni t or 34
192. 243. 55. 130 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 34
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il [Bad TCP sequence |lnvalid ACK nunber noni t or 32
46.19. 85. 161 | srael 147.237.77.17 |mazi.idf.il [Bad TCP sequence |l nvalid ACK nunber noni t or 32
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 32
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNVAXK retransmt with different w ndow scal e noni t or 31
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 30
192. 243. 55. 133 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 29
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nmazi.idf.il |[SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 28
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 28
192. 243. 55. 137 Doni ni ca 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 27
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nmazi.idf.il |[SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 26
93.173.141. 108 | srael 147.237.77.17 |nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> RST rej ect 25
192. 243. 55. 137 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 24
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nazi.idf.il [Bad TCP sequence |lnvalid ACK nunber noni t or 24
192. 243. 55. 132 Doni ni ca 147.237.77.17 |nazi.idf.il [Bad TCP sequence noni t or 24
192. 243. 55. 129 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 24
192. 243. 55. 133 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 24
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 23
192. 243. 55. 132 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 22
192. 243. 55. 131 Doni ni ca 147.237.77.17 |nazi.idf.il [Bad TCP sequence |l nvalid ACK nunber noni t or 21
192. 243. 55. 133 Doni ni ca 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 21
192. 243. 55. 131 Doni ni ca 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 21
192. 243. 55. 131 Doni ni ca 147.237.77.17 |nazi.idf.il |[Bad TCP sequence noni t or 20
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 20
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 20
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nmazi.idf.il |[SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 19
192. 243. 55. 130 Doni ni ca 147.237.77.17 |nazi.idf.il [Bad TCP sequence |l nvalid ACK nunber aert 19
192. 243. 55. 129 Doni ni ca 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 19
192. 243. 55. 138 Doni ni ca 147.237.77.17 |mazi.idf.il [Bad TGP sequence |lnvalid ACK nunber alert 18
192. 243. 55. 133 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 17
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 17
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il [Bad TCP sequence noni t or 16
87. 69. 149. 147 | srael 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 15
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |Invalid ACK nunber alert 14
192. 243. 55. 129 Doni ni ca 147.237.77.17 |mazi.idf.il [Bad TCP sequence |lnvalid ACK nunber alert 14
87.69. 149. 147 | srael 147.237.77.17 |nazi.idf.il |Bad TCOP sequence |SYNtAXK retransmt wth different w ndow scal e noni t or 14
192. 243. 55. 132 Doni ni ca 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13




03-09-2016

|Top Attackers In V\AF|

to 03-10-2016

Devi ce

Attacker Address |Attacker Geo ‘Tar get Address|Ste ‘S’ gnature Action ‘Count
173.208. 136. 170|lhited Sates 147.237.77. 17 |nazi .idf . i [Mil ti pl e Unaut hori zed URL Access from 173. 208. 136. 170 B ock 121
173.208. 136. 170|Lhited Sates 147.237.77. 17 |nazi .idf.i|Mil ti pl e Adnin B ocki ng from 173. 208. 136. 170 B ock 17
109. 64. 83. 119 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 10
183. 206. 160. 57 |Chi na 147.237.77. 17 |nazi .idf .i |Mul ti pl e Uhaut hori zed URL Access from 183. 206. 160. 57 B ock 5
50.93.198.132 |lhited Sates 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 4
79.179.218. 170 |lsrael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 4
50.93.198.132 |lhited Sates 147.237.77. 17 |mazi .idf . i [Mul ti pl e Uhaut hori zed URL Access from 50. 93. 198. 132 B ock 4
183. 206. 173. 99 |Chi na 147.237.77. 17 |nazi .idf . i |Mul ti pl e Uhaut hori zed URL Access from 183. 206. 173. 99 B ock 3
79.180. 222. 198 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 2
2.52.147. 195 | srael 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to ww nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 1
183. 206. 160. 57 [Chi na 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to mnazi.idf.il/editor/editor/ B ock 1
87.70.48. 31 | srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
68. 180. 228. 160 |wnited Sates 147. 237 77 17 \azi i of i LZJE)TJ(; horized URL Access to mazi.idf.il/3697-9630-he/igf.aspx 10 1an1M B ock 1
192. 243. 55. 130 |Donini ca 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8330-he B ock 1
176. 204. 180. 97 ;:il”t;desﬁrab 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
109. 67. 43. 83 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
81.218.241.25 |lsrael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/ 1. hel/ si debar/sb over_bg. gi f B ock 1
192. 243. 55. 136 |Donini ca 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8331-he B ock 1
66. 249. 66. 129 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 1
37.26.149. 179 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3848- 5222- he/ i gf . aspx B ock 1
87.70. 48. 31 | srael 147.237.77. 17 |nazi . i df . i jUhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
: .. . . JUhauthorized URL Access to
68.180.228.160 |Uhited Sates 147.287.77. 17 |nazi i df .| nazi .idf.il/tenpl at es/ shared/ user cont r ol s/ vodchannel / Bl ock !
54.152. 3. 137 Lhited Sates 147.237.77. 17 |nazi . i df .i |D stri buted PH? Att enpt B ock 1
192. 243. 55. 131 |Donini ca 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
141.212.122.209|lhited Sates 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
85. 65. 185. 40 | srael 147.237.77. 17 |nazi .idf .i |0 stributed PHP At enpt B ock 1
208.115.111. 75 |wited Sates 147.237.77. 17 |razi .i of . 13U NOrT zed UL Access to B ock 1
ww nazi . i df. i1/t enpl at es/ shared/ user control s/ newsgal | ery/
66. 249. 66. 129 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
38. 81. 65. 42 Lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
183. 206. 173. 99 |Chi na 147.237.77. 17 |mazi . i df . i [Uhaut hori zed UR. Access to igf.idf.il/editorol d/ editor/ B ock 1
173.208. 136. 170|Lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed UR. Access to igf.idf.il/acg-nw/asset nanager/asset nanager.asp |B ock 1
192. 243. 55. 131 |Donini ca 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8333-he B ock 1
54.152. 3. 137 Lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed UR. Access to igf.idf.il/wp-Iogin. php B ock 1
183. 206. 160. 57 [Chi na 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to igf.idf.il/editor/fckeditor/editor/ B ock 1
156. 173. 103. 230 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx B ock 1
85. 65. 185. 40 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to mnazi.idf.il/xnrpc. php B ock 1
213.8.46.1 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 4170- he/ i gf . aspx B ock 1
. .. . .JUnauthorized URL Access to
192.243.'55. 129 - |Doni ni ca 147.237.77. 17 |nazi . i df .| nazi . i df.il/tenpl ates/ newsl i st/ww i di egogo. com proj ect s/ 121440 Bl ock !
176. 204. 180. 97 E:;::&Nab 147.237.77. 17 |mazi i of i {Oi stri buted PHP At enpt B ock 1
109. 67. 43. 83 | srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
- .. . .JUnauthorized URL Access to
192.243.55. 132 |Dom ni ca 147.237.77. 17 |nazi . i df .| nazi.idf.il/tenpl at es/ shared/ user cont rol s/ vodchannel / Bl ock !
66. 249. 66. 40 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-7708-he B ock 1

03-09-2016

to 03-10-2016




