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212.25.104. 125, |srael
183. 206. 160. 57, Chi na
66. 249. 66. 184, | srael

66. 249. 66. 181, |srael
203.186. 71. 4, Hong Kong
54.72.182.187, Ireland

66. 249. 66. 187, |srael
79.181.29.139, |srael

109. 160. 175. 127, |srael
77.125. 100. 237, |srael




03-08-2016 to 03-09-2016

|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Geo

|gte

| gnature

| Devi ce Action

| P I ocat i on. Locat i on

|Oount

54.72.182. 187 I rel and 147.237.77. 17 nazi.idf.il Bl ock_Udp All _Nets drop Net V- London 8
71.6.216. 48 Lhited Sates 147.237.77. 17 nazi.idf.il Bl ock_Udp Al _Nets drop Net V- London 1
104. 156. 246. 165 Lhited Sates 147.237.77. 17 nazi.idf.il B ock Np Al _Net drop Net V- London 1
180. 97. 106. 36 Chi na 147.237.77. 17 nazi.idf.il ock Wp Al _Nets drop Net V- London 1
185. 130. 5. 224 147.237.77. 17 nazi.idf.il Bl ock_Udp All _Nets drop Net V- London 1
64.79. 236. 185 Lhited Sates 147.237.77. 17 nazi.idf.il ock Wp Al Nets drop Net V- London 1




03-08-2016 to 03-09-2016

|Top Attackers In IPS|

Attacker Address |Att acker Geo |Tar get Address \S te |S gnat ure | Devi ce Action |Oount \
212. 25. 104. 125 | srael 147.237.77.17 |nazi.idf.il|CL000138: HITP. prefix 1.01 in the URL B ock 82
66. 249. 66. 184 | srael 147.237.77.17 |nazi.idf.il|Cl000138: HITP. prefix 1.01 in the URL B ock 14
66. 249. 66. 181 | srael 147.237.77. 17 |nazi.idf.il|Cl000138: HITP. prefix 1.01 in the URL B ock 12
66. 249. 66. 187 | srael 147.237.77.17 |nazi.idf.il|{Cl000138: HITP. prefix 1.01 in the URL B ock 7
109. 160. 175. 127 |l srael 147.237.77.17 |nazi.idf.il|{Cl000138: HITP. prefix 1.01 in the URL B ock 4
144.76. 93. 46 Cer many 147.237.77.17 |nazi.idf.il|CLO00074: HITP. najestic bot B ock 2
94. 208. 145. 95 Netherlands |147.237.77.17 |nazi.idf.il|Cl000074: HITP. najestic bot B ock 2
203.186.71. 4 Hong Kong 147.237.77.17 |nazi.idf.il|16063: HITP. Suspicious User-Agent (Qpera/8.xx) Likely Wn32/ Ranbyus B ock 2
144.76. 7. 107 Cer many 147.237.77.17 |nazi.idf.il|CLO00074: HITP. najestic bot B ock 2
188. 165. 15. 202 France 147.237.77.17 |nazi.idf.il|{Cl000146: HITP. AhrefBot craw er B ock 1
151. 80. 31. 133 Italy 147.237.77.17 |nazi.idf.il|{Cl000146: HITP. AhrefBot craw er B ock 1
157. 55. 39. 222 Lhited Sates |147.237.77.17 |nazi.idf.il|Cl000138: HITP. prefix 1.01 in the URL B ock 1
207.46. 13. 30 Lhited Sates |147.237.77.17 |nazi.idf.il|Cl000138: HITP. prefix 1.01 in the URL B ock 1
188. 165. 15. 165 France 147.237.77.17 |nazi.idf.il|Cl000146: HITP. AhrefBot craw er B ock 1




03-08-2016 to 03-09-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count
66. 249. 66. 181 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
81. 45. 180. 180 Sai n 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 2
91. 201. 236. 113 Lkrai ne 147.237.77. 17 nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
93. 189. 26. 18 Austria 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 113 Wkrai ne 147.237.77. 17 nazi . idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




03-08-2016 to 03-09-2016

|Top Attackers In FW |

Atacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
31.168. 23. 59 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 64
109. 67. 112. 212 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 30
46.19. 85. 200 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lInvalid ACK nunber noni t or 18
77.126.54. 93 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 16
37.26. 147. 142 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN ACK -> RST rej ect 16
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 14
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence |[SYNtACXK retransmt wth different w ndow scal e noni t or 12
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNFAXK retransnit wth different w ndow scal e noni t or 9
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNtACXK retransnmit wth different w ndow scal e noni t or 9
188. 120. 154. 51 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 9
192. 243. 55. 130 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TOP sequence noni t or 8
46.117. 80. 182 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 8
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 7
192. 243. 55. 130 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNPAXK retransnit wth different w ndow scal e noni t or 7
88. 253. 43. 30 Tur key 147.237.77.17 |nazi.idf.il|drop SAMrul e drop 7
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber alert 7
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 7
192. 243. 55. 129 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCOP sequence |SYNtAXK retransmit wth different w ndow scal e noni t or 7
192. 243. 55. 131 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence |[SYNFACXK retransmit wth different w ndow scal e noni t or 7
192. 243. 55. 132 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNPAXK retransnit wth different w ndow scal e noni t or 6
46.117. 80. 182 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber aert 5
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 5
192. 243. 55. 134 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TOP sequence noni t or 4
31.168. 209. 12 | srael 147.237.77.17 |nazi.idf.il|Bad TCOP sequence |lnvalid sequence nuniber noni t or 4
2.52.167.116 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 4
94. 230. 86. 241 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lInvalid ACK nunber noni t or 4
211.38.165. 1 Korea, Republic of |[147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber alert 4
77.126.54. 93 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lInvalid ACK nunber aert 4
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence noni t or 4
2.52.167.116 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid sequence nunber noni t or 4
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
121.105. 138. 221 |Japan 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
213.57.213.218 | srael 147.237.77.17 |nmazi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192. 243. 55. 131 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence noni t or 4
71.204. 146. 106 Lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 129 Doni ni ca 147.237.77.17 |nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 4
77.126. 54. 93 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 4
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCOP sequence |SYNtAXK retransmit wth different w ndow scal e noni t or 4
98. 19. 222. 133 Lhited Sates 147.237.77.17 |nazi.idf.il|drop SAMrul e drop 4
192. 243. 55. 136 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber alert 4
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 130 Doni ni ca 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
2.52.167.116 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 137 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TOP sequence noni t or 4
192. 243. 55. 137 Doni ni ca 147.237.77.17 |nazi.idf.il|Bad TCOP sequence |SYNtAXK retransmit wth different w ndow scal e noni t or 3
91. 200. 12. 136 Lkr ai ne 147.237.77.17 |nazi.idf.il|drop SAMrul e drop 3




03-08-2016 to 03-09-2016

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

Target Address

Ste

‘S’ gnature

Devi ce

‘Count

Action

183. 206. 160. 57 |Chi na 147.237.77. 17 |nazi .idf.i|Mul ti pl e Uhaut hori zed URL Access from 183. 206. 160. 57 B ock 10
203.186.71. 4 Hong Kong |147.237.77.17|nazi.idf.i|Miltipl e Waut horized URL Access from 203. 186. 71. 4 B ock 5
79.181.29.139 |lsrael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 5
81.218. 8. 60 | srael 147.237.77. 17 |nazi .idf.i|D stribut ed Uhaut hori zed LR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 4
77.125.100. 237 |lsrael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 4
183. 206. 160. 57 [Chi na 147.237.77. 17 |nazi . i df .i [Mil ti pl e Admi n Bl ocki ng from 183. 206. 160. 57 B ock 3
80. 74. 118. 200 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned B ock 2
46.117. 80. 182 | srael 147.237.77. 17 |nazi .idf . i [Mul ti pl e Uhaut hori zed URL Access from46. 117. 80. 182 B ock 2
Unaut hori zed URL Access to
212.76.97. 63 | srael 147.237.77. 17 |mazi .idf .iim mazi . i df . i |1/ 7322- 11795- he/ mazi . aspx&sa=u& ed=0ahukewj qwpwi Ok_| ahwok5okhyb |B ock 2
uc3yqf ggemak&isg=af gqj cngh9i 08t w3f bb4l gxj m _t dvhcb7w
84. 108. 88. 60 | srael 147.237.77. 17 |nazi .idf.i|{Mul ti pl e Uhaut hori zed URL Access from 84. 108. 88. 60 B ock 1
77.75.76.162 (FZpeu?:)Ihl c 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/sip_storage/files/9/8699.|pg B ock 1
62.219.113. 61 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
183. 206. 160. 57 |Chi na 147.237.77. 17 |nazi . i df . i JAdmi n Bl ocki ng B ock 1
68. 180. 228. 160 |lhited Sates |147.237.77. 17 |mazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-7710-he B ock 1
212.235.8.225 |lsrael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 1/ 2061. j pg B ock 1
40. 77. 167. 85 Lhited Sates |147.237. 77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ robots. t xt B ock 1
183. 206. 160. 57 [Chi na 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to mnazi.idf.il/includes/fckeditor/editor/ B ock 1
85. 65. 185. 40 | srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
77.75.76. 167 ggj%rl c 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/sip_storage/files/9/8699.|pg B ock 1
66.249. 66.182 |lhited Sates|147.237.77. 17 |nazi.i df.i |Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx B ock 1
203.186.71. 4 Hong Kong |147.237.77.17|nazi.idf.i|Uhaut horized URL Access to nazi.idf.il/wepdwl | telnzuwnzi 1ndrkza== B ock 1
2.52.162. 27 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
68. 180. 228. 160 |Lhited Sates |147.237.77. 17 |nazi .idf.i|Uhauthori zed URL Access to nazi.idf.il/sip storage/files B ock 1
183. 206. 160. 57 |Chi na 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/scripts/fckeditor/editor/ B ock 1
85. 65. 185. 40 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to igf.idf.il/xnhrpc. php B ock 1
66.249.66.185 |Lhited Sates|147.237.77. 17 |nazi.idf.i|Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5034- he/ i gf . aspx B ock 1
207.241.229. 222|lhited Sates|147.237. 77. 17 |nazi .i df .i |{Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
5.22.134.215 | srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
84.108. 88. 60 | srael 147.237.77. 17 |nazi .idf .i|D stributed PHP At enpt B ock 1
68. 180. 229. 218 |lhited Sates |147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to waww nazi.idf.il/14-8331-he B ock 1
46.117.80.182 |Israel 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 1
183. 206. 160. 57 [Chi na 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to wwv nazi . idf.il/admn/fckeditor/editor/ B ock 1
156. 170. 29. 4 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- hel i gf . aspx B ock 1
66. 249. 66. 185 Lhited Sates|147.237. 77. 17 |nazi . i df.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
5.22.134. 215 | srael 147.237.77. 17 |nazi . i df . i jUhaut hori zed UR. Access to nazi.idf.il/xnrpc. php B ock 1
183. 206. 160. 57 |Chi na 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to mnazi.idf.il/fckeditor/editor/ B ock 1
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