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|gte
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| Devi ce Action

| P I ocat i on. Locat i on
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54.72.182. 187 Irel and 147.237.77. 17 nazi.idf.il Bl ock_Udp All _Nets drop Net V- London 11
108. 186. 168. 25 Lhited Sates 147.237.77. 17 nazi.idf.il B ock Np Al Net drop Net V- London 1
184. 105. 139. 100 Lhited Sates 147.237.77. 17 nazi.idf.il B ock Np Al _Net drop Net V- London 1
209. 126. 105. 33 Lhited Sates 147.237.77. 17 nazi.idf.il B ock Np Al _Net drop Net V- London 1




03-07-2016 to 03-08-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address \Ste \Sgnalure |Davi ce Action |Count |
80.179. 114. 11 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 141
68. 180. 228. 160 Lhited Sates 147.237.77.17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 74
109. 64. 157. 150 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 26
80. 246. 130. 237 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 26
79.179. 209. 128 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP: prefix 1.01 in the URL B ock 25
66. 249. 66. 181 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP: prefix 1.01 in the URL B ock 15
66. 249. 66. 184 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 8
66. 249. 66. 187 | srael 147.237.77.17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 7
81. 109. 65. 38 Uni t ed Ki ngdom 147.237.77. 17 nazi.idf.il C1000074: HITP. maj estic bot B ock 5
84. 108. 31. 210 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
79.182.97. 19 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP: prefix 1.01 in the URL B ock 4
162. 210. 196. 100 Lhited Sates 147.237.77. 17 nazi.idf.il Cl000074: HITP:. maj estic bot B ock 4
79.177.181. 10 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 2
37.26. 149. 169 | srael 147.237.77.17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
213.8.58.181 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
37.26.149. 170 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
37. 26. 149. 210 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP: prefix 1.01 in the URL B ock 2
79. 183. 56. 185 | srael 147.237.77. 17 nazi.idf.il Cl000138: HITP: prefix 1.01 in the URL B ock 2
157. 55. 39. 222 Lhited Sates 147.237.77. 17 nazi.idf.il Cl000138: HITP. prefix 1.01 in the URL B ock 1




03-07-2016 to 03-08-2016

|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |ste |9 gnature | count |
218.108. 132. 58 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
40. 76. 55. 204 Lhited Sates 147.237.77. 17 nazi . idf.il ET SCAN NVAP -sS w ndow 4096 1




03-07-2016 to 03-08-2016

|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address |Ste | Name |S gnature | Device Action  |Count |
212.235.28.71 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 36
46.19. 85. 144 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 20
46.19. 85. 144 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 16
46.19. 85. 186 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 9
79. 179. 33. 205 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 9
46.19. 85. 186 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
37.26. 147. 236 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 9
5.22.130. 229 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 9
46.19. 85. 81 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
46.19. 85. 111 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
87. 70. 67. 66 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 4
5.102.242.191 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
149. 88. 213. 100 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
87.70. 67. 66 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 4
87.70. 67. 66 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
40.77. 167. 35 Lhited Sates 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
84.111.1.129 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 2
37.26. 148. 146 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 69 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 2
37.26. 148. 146 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 2
151. 80. 31. 151 Italy 147.237.77. 17 nazi.idf.il |drop SAMrul e drop 2
46.19. 85. 191 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
109. 253. 145. 97 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
5.22.131.45 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
77.237.138. 202 Cech Republic 147.237.77. 17 nazi.idf.il |Block HTTP Non Conpl i ant Response out of state noni t or 1
216.243.31.2 Lhited Sates 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
46.19. 86. 71 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
185. 93. 185. 246 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
149. 88. 213. 100 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 1
2.52.53. 55 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
84.94.32.197 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 1
68. 51. 127. 204 Lhited Sates 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 1
207. 46. 13. 55 Lhited Sates 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 232 Lhited Sates 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
137.226.113.7 Ger many 147.237.77. 17 nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
85. 65. 22. 139 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 86. 113 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
195. 160. 242. 40 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 1
103. 41. 177. 26 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
5.22.130. 225 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
84.94. 32. 197 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
68. 51. 127. 204 Lhited Sates 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
207.46. 13. 55 Lhited Sates 147.237.77. 17 nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
185. 3. 146. 231 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 81 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 1
149. 88. 74. 125 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 1
80.179.114. 11 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval id ACK nunber alert 1
46.19. 86. 180 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
195. 160. 242. 40 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
37.142.233. 116 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1




03-07-2016 to 03-08-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo ‘Target Address |Ste ‘S‘ gnature Acti on ‘Count
2.70.7.169 Sweden 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 4
103. 41. 177. 26 147.237.77. 17 |nazi .idf .i|Mil tipl e Abnornal |y Long Request from 103.41. 177. 26 Bl ock 4
103. 41. 177. 26 147.237.77. 17 |nazi .idf.i|Mil tiple |11 egal HITP Versi on from103.41. 177. 26 B ock 4
50.93.198.232 |lhited Sates |147.237.77. 17 |mazi.idf.i|Miltipl e Waut hori zed UR. Access from 50.93. 198. 232 Bl ock 2
96. 44. 141. 19 Lhited Sates |147.237.77.17|nazi.idf.i|D stributed PHP Attenpt B ock 2
79.179.209. 128 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
50.93.198.232 |lhited Sates |147.237.77. 17 |nazi.idf.i|D stributed PHP At enpt Bl ock 2
89. 139. 158. 254 |l srael 147.237.77. 17 |nazi .idf.i |0 stributed PHP At enpt Bl ock 1
212. 143. 38. 222 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
66.249. 66.182 |Lhited Sates |147.237.77. 17 |mazi.idf.i|Uaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx Bl ock 1
40.77.167. 4 Lhited Sates |147.237.77.17|nazi.idf.i|lUhaut horized URL Access to 147.237.77.17/robots. t xt B ock 1
185. 24. 76. 132 | srael 147.237.77. 17 |nazi . i df .i |D stributed Uhaut hori zed URL Access on nazi.idf.il/xnhrpc. php B ock 1
104. 236. 244. 67 147.237.77. 17 |mazi .idf . i |Mul ti pl e Uhaut hori zed URL Access from 104. 236. 244. 67 Bl ock 1
103.41. 177. 26 147.237.77. 17 |nazi .i df . i |Abnornal | y Long Request request version Bl ock 1
77.75.77. 36 (FZpeu?:)Ihl c 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip_storage/files/9/8699.|pg Bl ock 1
207.232.29.186 |lsrael 147.237.77. 17 |nazi . i df .i [Mul ti pl e Unaut hori zed URL Access from 207. 232. 29. 186 B ock 1
133. 130. 49. 166 |Japan 147.237.77. 17 |nazi . i df . i f[Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx Bl ock 1
103.41. 177. 26 147.237.77. 17 |mazi .i df . i [Mul ti pl e Uhaut hori zed URL Access from 103. 41. 177. 26 Bl ock 1
89. 139. 158. 254 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
66.249. 66. 182 |Lhited Sates [147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
46. 19, 86. 84 srael 147237 77. 17 \nazi i of i Par anet er Typg Mol ati on Mast er $ucHeader $ucSear chQont r ol $t xt Search in B ock 1
WAN mazi . df . i 1/ 14-he/ i gf . aspx
194. 114. 146. 227l srael 147.237.77. 17 |nazi .idf . i [Mil ti pl e Unaut hori zed URL Access from 194. 114. 146. 227 Bl ock 1
104. 236. 244. 67 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to ww nazi . idf.il/nagento_version B ock 1
103.41.177. 26 147.237.77. 17 |mazi .idf.i|ll11egal HITP Version + nucjs + ".nuconony.comin.js HITP/ 1.1 Bl ock 1
77.237.138. 202 g;%ri . 147.237.77.17 |nazi .i of . i {Unaut hor i zed Met hod HEAD for / B ock 1
207.232.29. 186 |lsrael 147.237.77. 17 |nazi .i df . i |[PHP At t enpt Bl ock 1
52.37.168.145 |lhited Sates |147.237.77.17|nazi.idf.i|D stributed PH? Attenpt B ock 1
31.168.31.178 | srael 147.237.77. 17 |nazi .idf .i|DO stributed PHP At enpt Bl ock 1
149. 78. 243. 186 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/handas B ock 1
103. 41. 177. 26 147.237.77. 17 |nazi .i df . i |Lhaut hori zed LRL Access to igf.idf.il/joinnailinglist.aspx B ock 1
68. 180. 230. 40 |lhited Sates |[147.237.77.17|nazi.idf.i|Waut horized URL Access to 147.237.77.17/robots. t xt B ock 1
46.19. 86. 100 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned Bl ock 1
196. 221. 237. 247 |Egypt 147.237.77. 17 |nazi .idf .i |D stri buted PHP Attenpt B ock 1
109. 65. 175. 36 | srael 147.237.77. 17 |mazi .idf .i|DO stributed PHP At enpt Bl ock 1
212.143. 38.222 |lsrael 147.237.77. 17 |nazi .idf .i|D stributed PHP At enpt B ock 1
52.37.168.145 |lhited Sates |[147.237.77.17|nazi.idf.i|lUhaut horized URL Access to igf.idf.il/wp-Ilogin.php B ock 1
31.168. 31.178 | srael 147.237.77. 17 |mazi . i df . i jUhaut hori zed UR. Access to nazi.idf.il/xnhrpc. php Bl ock 1
185. 24. 76. 132 | srael 147.237.77. 17 |nazi .idf.i|O stributed PHP At enpt Bl ock 1
103. 41. 177. 26 147.237.77. 17 |nazi . i df . i |Lhaut hori zed UR. Access to nazi.idf.il/joinnailinglist.aspx B ock 1
96. 44. 141. 19 Lhited Sates |147.237.77.17|nazi.idf.i|Miltiple Unauthorized UR. Access from 96.44. 141. 19 Bl ock 1
77.75.77.11 g;jgﬂ . 147.237.77. 17 |nazi .i df .i [Unaut hori zed LR Access to nazi.idf.il/sip_storage/files/9/8699. ] pg B ock 1
196. 221. 237. 247 |Rgypt 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to mazi.idf.il/xnrpc. php Bl ock 1
109. 65.175.36 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to mnazi.idf.il/xnmrpc. php Bl ock 1
2.52.5.75 | srael 147.237.77.17 |nazi . i df . i {Unaut hori zed UR. Access to mnazi.idf.il/7343-11581- he/ Nboa XOD. aspx Bl ock 1
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