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03-06-2016 to 03-07-2016

|Top Attackers | n DDoS- Def ence |

| Attacker Geo

| Target Address

Attacker Address |ste |S gnature | Devi ce Action | P I ocat i on. Locat i on |count |
54.72.182. 187 I rel and 147.237.77. 17 nazi . idf.il |Bock Wdp Al _Nets dr op Net V- London 3
136. 243. 48. 86 Ger nany 147.237.77. 17 nazi.idf.il |[JLMPurple Gon Linit Htp drop Net V- London 3
136. 243. 48. 86 Ger many 147.237.77. 17 nazi.idf.il |JLM Under Attack Con Htp drop Net V- London 2
89. 248. 160. 132 Net her | ands 147.237.77. 17 nazi.idf.il |block-sp-trafl drop Net V- London 1
184. 105. 139. 100 Lhited Sates 147.237.77. 17 nazi.idf.il |[Bock Np All Net drop Net V- London 1




03-06-2016 to 03-07-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo \Tar get Address |S te |S gnature | Devi ce Action |Coum |
68. 180. 228. 160 Lhited Sates 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 174
87.69. 120. 61 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 83
77.127.152. 57 | srael 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.0l in the URL B ock 50
109. 64. 239. 33 | srael 147.237.77.17 nazi.idf.il [Cl000138: HITP. prefix 1.01 in the URL B ock 47
79. 180. 202. 146 | srael 147.237.77.17 nazi.idf.il [C1000138: HITP. prefix 1.01 in the URL B ock 43
91.195. 162. 2 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.0l in the URL B ock 15
66. 249. 66. 181 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 11
85. 65. 24. 67 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP:. prefix 1.01 in the URL B ock 10
2.54.8.118 | srael 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 10
149. 88. 223. 106 | srael 147.237.77.17 nazi.idf.il [Cl000138: HITP. prefix 1.01 in the URL B ock 10
23.91.70. 95 Lhited Sates 147.237.77.17 nazi.idf.il [5670: HITP. SQL Injection (SELECT) B ock 6
23.91.70. 95 Lhited Sates 147.237.77. 17 nazi.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 6
66. 249. 66. 184 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.0l in the UL B ock 5
66. 249. 66. 181 Lhited Sates 147.237.77. 17 nazi.idf.il |Cl000138: HITP:. prefix 1.01 in the URL B ock 4
66. 249. 66. 187 | srael 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.0l in the URL B ock 4
106. 38. 241. 106 Chi na 147.237.77.17 nazi.idf.il |C1000071: HTTP: User Agent Sogout+web+spi der B ock 4
37.26. 146. 219 | srael 147.237.77. 17 nazi.idf.il [Cl000138: HITP. prefix 1.01 in the URL B ock 2
41. 230. 14. 223 Tuni si a 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.0l in the URL B ock 2
80. 246. 133. 19 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.0l in the UL B ock 2




03-06-2016 to 03-07-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste | gnature | count |
23.91. 70. 95 Lhited Sates 147.237.77. 17 nazi.idf.il SQ Injection - Select Fom 10

13. 75. 95. 104 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1

13. 75. 95. 104 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1

94. 102. 48. 193 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1

162.219. 2. 60 Canada 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1

13. 75. 95. 104 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 2048 1

104.192. 0. 20 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1

209. 126. 116. 147 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




03-06-2016 to 03-07-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
41.230. 14. 223 Tuni si a 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNretransnit wth different w ndow scal e noni t or 1211
31.168. 16. 60 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 100
46.19. 85. 155 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 51
46. 19. 85. 155 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber alert 36
46. 19. 85. 216 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 25
106. 38.241.106 |China 147.237.77. 17 |nazi.idf.il|drop SAMrul e dr op 17
46. 19. 85. 231 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 16
46.19. 85. 231 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 16
213. 8.204. 78 | srael 147.237.77.17 |nazi.idf.il|drop SAMrul e drop 8
79.127. 43. 222 Iran, Islamc Republic of |147.237.77.17 |mazi.idf.il{Bad TCP sequence |l nvalid ACK nunber alert 6
79.127. 43. 222 Iran, |slanmc Republic of |147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 6
185. 3. 147. 179 | srael 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lInvalid ACK nunber noni t or 5
87.69. 120. 61 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 5
172.56. 42. 198 Lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 4
5. 102. 195. 250 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 4
149. 88. 126. 60 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 4
46. 19. 86. 69 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 4
157. 55. 39. 222 Lhited Sates 147.237.77. 17 |mazi.idf.il|Bad TCOP sequence |l nvalid ACK nunber noni t or 4
46. 19. 86. 92 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 4
79.127. 43. 149 Iran, |slanmc Republic of |147.237.77.17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 2
5.22.131. 86 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 2
136. 243. 5. 215 Cer many 147.237.77. 17 |nazi.idf.il|drop SAMrul e drop 2
85. 93.91. 84 Ger many 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 2
185. 3. 147. 84 | srael 147.237.77. 17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 2
87.69.120. 61 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 2
79.127. 43. 149 Iran, |slanmc Republic of |147.237.77.17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 2
46.19. 85. 195 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 2
178. 137. 209. 205 |krai ne 147.237.77. 17 |nazi.idf.il|drop SAMrul e drop 2
217.132.97.197 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 2
37.46.41. 125 | srael 147.237.77. 17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
81. 65. 166. 149 France 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
5.29. 158. 249 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
157. 55. 39. 146 Lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK - > Ti neout rej ect 1
46. 19. 86. 146 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
94. 230. 86. 214 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
41.230. 14. 223 Tuni si a 147.237.77.17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
31.154. 14, 43 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
80.178.157. 116 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
157. 55. 39. 224 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 1
5.29.44.234 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 1
69. 40. 184. 98 Lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
149.78.91. 116 | srael 147.237.77. 17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
46. 19. 86. 52 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
109. 253. 222. 126 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 1
217. 132. 240. 250 |l srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
89. 248. 160. 132  |Net her| ands 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
207.46.13. 176 Lhited Sates 147.237.77.17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
37.142.198.214 |Israel 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lInvalid ACK nunber alert 1
81. 65. 166. 149 France 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNFAK retransmt wth different wi ndow scale |nonitor 1
176. 13. 21. 77 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 1




03-06-2016 to 03-07-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address ‘Tar get Address |Ste ‘S gnature . ‘Count
Ceo Action
41.230.14.223 |Tunisia 147.237.77. 17 |nazi .idf . i [Mul ti pl e Uhaut hori zed URL Access from41. 230. 14. 223 B ock 98
46. 19. 86. 69 | srael 147.237.77. 17 |nazi .idf.i [Mil ti pl e Unaut hori zed URL Access from 46. 19. 86. 69 B ock 25
95. 86. 114. 24 | srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 10
217.132.97. 197 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 4
79.181.141.191 |lsrael 147.237.77. 17 |nazi . i df .i |D stri buted PHP Att enpt B ock 2
85.93.91. 84 Cer many 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ robot s. t xt B ock 2
80. 246. 133. 48 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
207. 46.13. 176 Lhi ted 147. 237 77. 17 \nazi i of i Unaut hori zed URL Access to nazi.idf.il/3697-9630-he/igf.aspx 10 xx xex'xZx'x B ock 1
Sates 2010
141. 212.122. 129 g‘;ttees 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to /X B ock 1
66. 249. 66. 184 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 1
41.230.14.223 |Tunisia 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/5551-11516- he/ B ock 1
93.172.168. 193 |Israel 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
87.70. 48. 31 | srael 147.237.77. 17 |mazi . i df . i [Unhaut hori zed UR. Access to mnazi.idf.il/xnrpc. php B ock 1
Lhited - . JUhaut hori zed URL Access to
8.37.71.88 Sates 147.237.77. 17 |nazi . of .| nazi . idf.il/113-8000-he/i gf . aspx&usg=al kj r hhpp7d7zha3pf dnvvoooz! 6f sykua Bl ock !
213.57.32.19 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 1
84.109. 3. 71 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
169. 229.3.91 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i [NLLL Character in Mt hod Bl ock 1
109. 66. 13. 110 | srael 147.237.77. 17 |nazi .idf .i|D stributed PHP At enpt B ock 1
46.117.4. 116 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed UR. Access to nazi.idf.il/14-en/igf.aspx B ock 1
89. 139. 158. 254 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/xnmrpc. php B ock 1
Uhaut hori zed URL Access to
41.230.14.223 |Tunisia 147.237.77. 17 |nazi . i df . i |mazi . i df . i 1/307-0- he/ i gf . aspx&end=f al se& ayout =but t on_count & dt h=90&show f aces |B ock 1
=f al se&acti on=l i ke&col or schene=l i ght & ont =ari al &ei ght =21
5.29. 74. 167 | srael 147.237.77. 17 |nazi . i df .i |D stributed PH? Attenpt B ock 1
87.70.2.90 | srael 147.237.77. 17 |nazi .idf .i|O stributed PHP At enpt B ock 1
84.108. 186. 33 | srael 147.237.77. 17 |nazi .idf .i |0 stributed PHP At enpt B ock 1
207.241. 229. 222 g;:: 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ vodchannel / B ock 1
157.55.39.0 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to igf.idf.il/14-8333-he B ock 1
66. 249. 66. 185 g;:: 147.237.77. 17 |mazi . i df . i jUnaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
41.230.14.223 |Tunisia 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/5579-7562- he/ undef i ned B ock 1
94. 230. 93. 72 I srael 147.237.77. 17 |nazi .idf .i|O stributed PHP At enpt Bl ock 1
89. 138. 106. 196 |l srael 147.237.77. 17 |nazi .idf .i |0 stributed PHP At enpt Bl ock 1
31.154.165. 137 |Israel 147.237.77. 17 |nazi .i df .i [Mil ti pl e Unhaut hori zed URL Access from 31. 154. 165. 137 B ock 1
213.57.149. 169 |Israel 147.237.77. 17 |nazi .idf .i|D stributed PHP At enpt B ock 1
84.109.107.72 |lsrael 147.237.77. 17 |nazi . i df .i |D stri buted PHP At t enpt B ock 1
79.181.141. 191 |lsrael 147.237.77. 17 |nazi .i df . i |D stri but ed Uhaut hori zed URL Access on nazi.idf.il/xnrpc. php B ock 1
197. 35. 225. 175 |Hgypt 147.237.77. 17 |nazi .idf .i|O stributed PHP At enpt Bl ock 1
109. 66. 13. 110 I srael 147.237.77. 17 |nazi .idf . i [Mul ti pl e Uhaut hori zed URL Access from 109. 66. 13. 110 Bl ock 1
66. 249. 66. 46 g;:: 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to igf.idf.il/14-8333-he B ock 1
41.230.14.223 |Tunisia 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/3848-5183- he/ undefi ned B ock 1
89. 248. 160. 132 |Netherl ands |147.237.77. 17 |nazi . i df .i JUnaut hori zed URL Access to 147.237.77. 17/ xm rpc. php Bl ock 1
87.70.2.90 I srael 147.237.77. 17 |nazi .idf . i |DO stri but ed Uhaut hori zed URL Access on nazi.idf.il/xnirpc. php Bl ock 1
5.29. 74. 167 | srael 147.237.77. 17 |nazi .idf .i |D stri buted Uhaut hori zed URL Access on nazi.idf.il/xnirpc. php B ock 1
84.108. 186. 33 | srael 147.237.77. 17 |nazi . i df . i [Mul ti pl e Uhaut hori zed URL Access from 84. 108. 186. 33 B ock 1
213.8.204.24 | srael 147.237.77. 17 |nazi . idf .i |D stri buted PP Att enpt B ock 1
169. 229.3.91 g‘;:ﬁd 147.237.77. 17 |nazi .idf . i jAbnornal | y Long Request net hod B ock 1
66. 249. 66. 188 g;:: 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx B ock 1
94. 230. 93. 72 | srael 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to waww nazi.idf.il/xnirpc. php B ock 1
89. 138. 106. 196 |l srael 147.237.77. 17 |nazi .i df.i |0 stri but ed Uhaut hori zed URL Access on nazi.idf.il/xnirpc. php Bl ock 1
31.154. 165. 137 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed UR. Access to nazi.idf.il/sip storage/files/ 1 Bl ock 1
213.57.149. 169 |Israel 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
84.109. 107. 72 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
79.181.141. 191 |Israel 147.237.77. 17 |nazi .idf.i |Mul ti pl e Uhaut hori zed URL Access from 79.181. 141. 191 B ock 1
197. 35. 225. 175 |Egypt 147.237.77. 17 |nazi .i df . i |D stri but ed Uhaut hori zed URL Access on nazi.idf.il/xnrpc. php B ock 1
136. 243. 48. 86 Ger many 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-5475-he Bl ock 1
66. 249. 66. 182 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx B ock 1
Unhaut hori zed URL Access to
41.230. 14.223 |Tunisia 147.237.77. 17 |mazi . i df . i jmazi . i df . i1/ 5535-0- he/ i gf . aspx&send=f al se& ayout =but t on_count & dt h=90&show f ace |B ock 1
s=f al se&act i on=l i ke&col or schene=l i ght & ont =ari al &ei ght =21
93.172.168. 193 |Israel 147.237.77. 17 |nazi .idf .i DO stributed PHP At enpt B ock 1
87.70. 48. 31 | srael 147.237.77. 17 |nazi .i df . i |[PHP Att enpt B ock 1
Lhi ted .. . JUhauthorized URL Access to
8.37.70.237 Sates 147.237.77. 17 |nazi . i df .| nazi .idf.il/4166-he/i gf . aspx&sg=al kj r hi 91 wdav3czdj ut n8f vsj _ut geg- w Bl ock !
213.8.204.24 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
84.109. 3. 71 | srael 147.237.77. 17 |nazi .idf .i DO stributed PHP At enpt B ock 1
169. 229. 3. 91 ;q;:ees 147.237.77. 17 |nazi .idf.i|l11ega Byte Gode Character in Mthod B ock 1
68. 180. 229. 218 g‘;tt:: 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to wwv nazi.idf.il/14-8330-he B ock 1
46. 19. 86. 69 | srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed UR_ Access to nazi.idf.il/sip storage/fil es/4/2054.)p B ock 1
89. 139. 158. 254 |l srael 147.237.77. 17 |nazi .idf .i|D stributed PHP At enpt B ock 1
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