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Top Attackers

109. 67. 105. 110, | srael

68. 180. 228. 160, Whited Sates
66.249. 75.26, Lhited Sates
106. 38. 241. 106, Chi na

46. 19. 85. 204, |srael
54.72.182.187, Ireland
37.57.0.201, Wkraine
66.249.75.18, Lhited Sates
79.178.63. 86, |srael

1009. 65. 86. 140, |srael




03-04-2016 to 03-05-2016

|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Geo

|gte

| gnature

| Devi ce Action

| P I ocat i on. Locat i on

|Oount

54.72.182. 187 I rel and 147.237.77. 17 nazi.idf.il Bl ock_Udp All _Nets drop Net V- London 9
109. 65. 86. 140 | srael 147.237.77. 17 nazi.idf.il Bl ock_Udp Al _Nets drop BBL.- | srael 3
184. 105. 247. 228 Lhited Sates 147.237.77. 17 nazi.idf.il Bl ock_Ulp Al _Nets drop Net V- London 1
204. 42. 253. 2 Lhited Sates 147.237.77. 17 nazi.idf.il B ock Np Al _Net drop Net V- London 1
213.238.176. 44 Tur key 147.237.77. 17 nazi.idf.il B ock Np Al Net drop Net V- London 1
71.6.167. 142 Lhited Sates 147.237.77. 17 nazi.idf.il ock Wp Al Nets drop Net V- London 1
89. 248. 160. 138 Net her | ands 147.237.77. 17 nazi.idf.il B ock Np Al Net drop Net V- London 1




03-04-2016 to 03-05-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |S gnat ure |mvi ce Action |Oount |
109. 67. 105. 110 | srael 147.237.77. 17 nazi .idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 150
68. 180. 228. 160 Lhited Sates 147.237.77.17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 114
106. 38. 241. 106 Chi na 147.237.77. 17 nazi.idf.il |C1000071: HTTP: User Agent Sogou+web+spi der B ock 19
46. 19. 85. 204 | srael 147.237.77. 17 nazi .idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 15
85. 64. 149. 183 | srael 147.237.77. 17 nazi .idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 2
144.76. 8. 132 Cer many 147.237.77. 17 nazi.idf.il |CLO00074: HITP. najestic bot B ock 2
157.55. 12. 92 Lhited Sates 147.237.77. 17 nazi .idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 2
37.17.177. 214 Kazakst an 147.237.77.17 nazi.idf.il |Cl000138: HITP. prefix 1.0l in the URL B ock 2
79.178. 154. 141 | srael 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 2
136. 243. 103. 92 Ger nany 147.237.77. 17 nazi .idf.il |Cl000074: HITP. najestic bot B ock 2
188. 165. 15. 196 France 147.237.77. 17 nazi.idf.il |Cl000146: HITP. AhrefBot craw er B ock 1
37.57.0. 201 Lkr ai ne 147.237.77.17 nazi.idf.il |CL000016: HITP. adninistrator in R B ock 1




03-04-2016 to 03-05-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count
66. 249. 75. 26 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 68
66. 249. 75. 18 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
128. 199. 41. 249 S ngapor e 147.237.77. 17 nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
82.118. 233. 119 Bul garia 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




03-04-2016 to 03-05-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
31. 168. 16. 60 | srael 147.237.77.17 |mazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 69
46. 19. 86. 92 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 49
46.19. 85. 191 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence |Invalid ACK nunber alert 49
46.19. 85. 191 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 49
192. 243. 55. 130 Doni ni ca 147.237.77.17 |nmazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 21
192. 243. 55. 130 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |SYNtAK retransmt with different w ndow scal e noni t or 21
192. 243. 55. 131 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtACK retransnit with different w ndow scal e noni t or 21
192. 243. 55. 129 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtACK retransnit with different w ndow scal e noni t or 20
181.112. 204. 130 |Ecuador 147.237.77.17 |mazi.idf.il |Bad TCP sequence |SYNtPAK retransmt with different w ndow scal e noni t or 20
192. 243. 55. 129 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 18
181. 112. 204. 130 |Ecuador 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 17
192. 243. 55. 134 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |SYNtAK retransmt with different w ndow scal e noni t or 17
37.26. 148. 207 | srael 147.237.77.17 |mazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 16
46. 19. 86. 92 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 16
192. 243. 55. 138 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |SYNtPAK retransmt with different w ndow scal e noni t or 16
212.125. 69. 106 Uni ted Kingdom |147.237.77.17 |nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> RST rej ect 16
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nmazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 16
192. 243. 55. 135 Doni ni ca 147.237.77.17 |mazi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 15
192. 243. 55. 132 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtACK retransnit with different w ndow scal e noni t or 14
192. 243. 55. 137 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtACK retransnit with different w ndow scal e noni t or 14
192. 243. 55. 135 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |SYNbPAK retransmt with different w ndow scal e noni t or 14
192. 243. 55. 131 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 14
192. 243. 55. 130 Doni ni ca 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
192. 243. 55. 138 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 14
37.142.74. 36 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 13
192. 243. 55. 135 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 12
192. 243. 55. 130 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence noni t or 12
192. 243. 55. 130 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |Invalid ACK nunber aert 12
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nmazi.idf.il |Bad TCP sequence noni t or 12
192. 243. 55. 134 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 11
192. 243. 55. 133 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtACK retransnit with different w ndow scal e noni t or 11
192. 243. 55. 137 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 11
192. 243. 55. 134 Doni ni ca 147.237.77.17 |mazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
192. 243. 55. 129 Doni ni ca 147.237.77.17 |mazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
192. 243. 55. 129 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |lInvalid ACK nunber alert 10
5.29. 165. 192 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 10
87.69.174. 31 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 9
5.29. 165. 192 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence |Invalid ACK nunber alert 9
192. 243. 55. 135 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |Invalid ACK nunber aert 9
192. 243. 55. 137 Doni ni ca 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
192. 243. 55. 129 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence noni t or 8
192. 243. 55. 138 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 8
192. 243. 55. 134 Doni ni ca 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 7
192. 243. 55. 131 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |Invalid ACK nunber alert 7
192. 243. 55. 133 Doni ni ca 147.237.77.17 |mazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243. 55. 131 Doni ni ca 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243. 55. 136 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |SYNtAK retransmt with different w ndow scal e noni t or 7
192. 243. 55. 133 Doni ni ca 147.237.77.17 |mazi.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 7
85. 130. 170. 218 | srael 147.237.77.17 |nmazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 6




03-04-2016 to 03-05-2016

|Top Attackers In V\AF|

Attacker Address |Attacker Geo|Target Address |Ste |9 gnature | Devi ce Action|Count |
79.178. 63. 86 | srael 147.237.77. 17 |nazi .i df .il|Lhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocount er. gif B ock 3
192. 243. 55. 138 |Doni ni ca 147.237.77.17 |nazi .i df.i|Uhaut hori zed URL Access to nazi.idf.il/14-8338-he B ock 1
149. 88. 200. 21 | srael 147.237.77. 17 |nazi . i df .il|Uhaut hori zed URL Access to 147.237.77.17/571- he/i gf . aspx B ock 1
37.57.0.201 Wkrai ne 147.237.77. 17 |nazi .i df .i |PHP Attenpt B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.77.17 |nazi .idf.i [Mil ti pl e Uhaut hori zed URL Access from 192. 243. 55. 130 B ock 1
207.46.13. 94 Lhited Sates|147.237.77. 17 |nazi.idf.illUhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
157. 55. 39. 106 Lhited Sates|147.237.77. 17 |nazi .idf.i |D stributed Waut hori zed URL Access on 147.237.77.17/robot s. t xt B ock 1
37.57.0.201 Lkr ai ne 147.237.77.17 |nazi . i df.i fUhaut hori zed URL Access to nazi.idf.il/wp-1ogin. php B ock 1
192. 243. 55. 135 |Doni ni ca 147.237.77.17 |nazi .i df.i|Uhaut hori zed URL Access to nazi.idf.il/14-8348-he B ock 1
87.69.174. 31 | srael 147.237.77. 17 |nazi . i df . i l|Uhaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
2.54.49. 20 | srael 147.237.77. 17 |nazi .i df . i JUnaut hori zed URL Access to 147.237.77.17/ 4944-he/ i gf . aspx B ock 1
169. 229. 3. 91 Lhited Sates|147.237.77. 17 |nazi.idf.il|Mil tiple |11egal Byte Gode Character in Method from169. 229. 3. 91 B ock 1
66. 249. 75. 18 Lhited Sates|147.237. 77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ |B ock 1
192. 243. 55. 138 |Doni ni ca 147.237.77.17 |nazi .idf.i[Mil ti pl e Uhaut hori zed URL Access from 192. 243. 55. 138 B ock 1
104. 131. 147. 112 |Lhited Sates |147. 237. 77. 17 |nazi . i df . i l|Uhaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx Bl ock 1
37.57.0.201 Lkr ai ne 147.237.77. 17 |nazi .i df.il|Mil ti pl e Uhaut hori zed URL Access from 37.57.0. 201 B ock 1
185. 112. 248. 32 147.237.77. 17 |nazi .i df .i JUnaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 1
68.180.228. 160 |lhited Sates|147.237.77.17 |nazi.idf.il|Uhaut hori zed UR. Access to nazi.idf.il/450-he. aspx B ock 1

03-04-2016 to 03-05-2016




