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Top Attackers 

173.208.136.170, United States

68.180.228.160, United States

37.8.42.151, Palestinian Territory, Occupied

82.81.11.176, Israel

213.57.208.195, Israel

80.230.99.204, Israel

109.64.149.1, Israel

212.143.57.106, Israel

213.8.204.34, Israel

185.106.92.164, null
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

54.72.182.187 Ireland 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop NetV-London 7

109.65.86.140 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 3

64.94.45.59 United States 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop NetV-London 1

64.94.45.69 United States 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop NetV-London 1

85.25.43.94 Germany 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop NetV-London 1

104.245.97.224 147.237.77.17 mazi.idf.il Block_Ntp_All_Net drop NetV-London 1

185.130.5.246 147.237.77.17 mazi.idf.il Block_Ntp_All_Net drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

68.180.228.160 United States 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 103

37.8.42.151 Palestinian Territory, Occupied 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 76

82.81.11.176 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 54

213.57.208.195 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 50

80.230.99.204 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 46

109.64.149.1 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 37

212.143.57.106 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 36

213.8.204.34 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 26

185.106.92.164 147.237.77.17 mazi.idf.il20086: HTTP: Muieblackcat Security Scanner Block 10

106.38.241.106 China 147.237.77.17 mazi.idf.ilC1000071: HTTP: User Agent Sogou+web+spider Block 8

144.76.30.236 Germany 147.237.77.17 mazi.idf.ilC1000074: HTTP: majestic bot Block 2

51.254.97.192 United Kingdom 147.237.77.17 mazi.idf.ilC1000074: HTTP: majestic bot Block 2

149.202.48.176 Germany 147.237.77.17 mazi.idf.ilC1000074: HTTP: majestic bot Block 2

65.55.210.135 United States 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 2

89.139.160.26 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 2

136.243.103.157 Germany 147.237.77.17 mazi.idf.ilC1000074: HTTP: majestic bot Block 2

94.159.180.213 Israel 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 2

37.8.55.152 Palestinian Territory, Occupied 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 2

207.46.13.192 United States 147.237.77.17 mazi.idf.ilC1000138: HTTP: prefix 1.01 in the URL Block 1

185.106.92.164 147.237.77.17 mazi.idf.il20085: HTTP: Muieblackcat Security Scanner Initial Request Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

62.210.25.81 France 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 2048 1

93.113.125.11 Romania 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

98.119.105.221 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -f -sS 1

98.119.105.221 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 3072 1

185.106.92.164 147.237.77.17 mazi.idf.il ET WEB_SERVER Muieblackcat scanner 1

62.210.25.81 France 147.237.77.17 mazi.idf.il ET SCAN NMAP -f -sS 1

62.210.25.81 France 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 4096 1

94.102.48.193 Netherlands 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

98.119.105.221 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 2048 1

180.97.106.162 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 155

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 154

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 153

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 142

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 142

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 135

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 124

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 124

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 121

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 121

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 112

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 109

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 103

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 101

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 98

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 94

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 93

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 92

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 90

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 88

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 87

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 85

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 81

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 76

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 74

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 73

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 72

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 72

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 70

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 69

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 67

192.243.55.132 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 64

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 63

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 62

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 56

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 55

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 54

192.243.55.136 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 54

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 52

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 51

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 49

192.243.55.134 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 48

192.243.55.131 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 48

192.243.55.135 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 45

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 44

192.243.55.130 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 44

192.243.55.133 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 44

192.243.55.129 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 40

46.19.85.190 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 36

192.243.55.137 Dominica 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 36
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

173.208.136.170 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 173.208.136.170 Block 121

173.208.136.170 United States 147.237.77.17 mazi.idf.ilMultiple Admin Blocking from 173.208.136.170 Block 15

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.136 Block 3

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.133 Block 3

192.116.166.238 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.116.166.238 Block 2

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.137 Block 2

192.116.166.238 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5035-he/ Block 2

37.8.42.151
Palestinian
Territory,
Occupied

147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 37.8.42.151 Block 2

87.71.55.110 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 2

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.134 Block 2

192.243.55.129 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/3697-9630-he/igf.aspx 10  2010בנובמבר Block 1

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files Block 1

192.243.55.135 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.135 Block 1

131.253.26.244 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/templates/newslist/undefined Block 1

81.218.241.26 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/7/5807.jpg Block 1

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-he Block 1

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/450-he.aspx Block 1

66.249.75.176 United States 147.237.77.17 mazi.idf.ilParameter Type Violation Back in igf.idf.il/6051-he/igf.aspx Block 1

207.241.229.223 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

37.60.45.228 Israel 147.237.77.17 mazi.idf.il

Unauthorized URL Access to
mazi.idf.il/5551-7467-he/igf.aspx&sa=u&ved=0ahukewjpoqyfkkxlahwfwq4khqvlan
aqqoubccqwba&sig2=bz_cgg4gsgu5bvvsqh148q&usg=afqjcnhbwufq0pdyjjq80af7w
nve5kgvsq

Block 1

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery Block 1

192.243.55.130 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/5551-11516-he/משלבים קהילה.aspx Block 1

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8330-he Block 1

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7707-he Block 1

91.228.248.251 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/ Block 1

79.181.10.66 Israel 147.237.77.17 mazi.idf.ilAllitems Block 1

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8334-he Block 1

66.249.69.10 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8350-he Block 1

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8345-he Block 1

192.243.55.130 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7710-he Block 1

192.243.55.135 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7708-he Block 1

85.93.91.84 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10105-he Block 1

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5676-7827-he/ifg.aspx Block 1

68.180.229.218 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/14-4983-he Block 1

207.241.229.225 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 1

66.249.69.2 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7711-he Block 1

192.243.55.130 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/newsgallery Block 1

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/4070-11595-he/מחלקת תכנון ובקרה.aspx Block 1

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-he Block 1

95.86.86.14 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/4450-he/igf.aspx&sa=u&ved=0ahukewjuuzef4qplahxdjzokhuuxccmqfgg
yma0&usg=afqjcnevz5hduuxes1hq-jtqm06zydwqsa

Block 1

79.181.10.66 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 79.181.10.66 Block 1

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10105-he Block 1

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.132 Block 1

66.249.75.34 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8335-he Block 1

207.46.13.176 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8333-he Block 1

192.243.55.130 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8331-he Block 1

192.243.55.135 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/vodchannel Block 1

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

68.180.229.218 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/14-8334-he Block 1

207.241.229.225 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 207.241.229.225 Block 1

66.249.69.10 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 1

192.243.55.138 Dominica 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
igf.idf.il/templates/newslist/www.idiegogo.com/projects/121440

Block 1

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-4983-he Block 1

192.243.55.129 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8335-he Block 1

192.243.55.136 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-4980-he Block 1

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/3728-11581-he/ללא גבולות.aspx Block 1

95.86.126.10 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/5485-7265-he/igf.aspx&sa=u&ved=0ahukewj856ixkkxlahxd2cwkhrlaajk
qqoubcb4waq&usg=afqjcnhotslor4y3spgo2by_fun5ucn7mq

Block 1

79.181.10.66 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/sites/magal/9228525/n9n/w2p/doclib2/forms/allitems.aspx

Block 1

192.243.55.133 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10106-he Block 1

192.243.55.132 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/vodchannel/ Block 1

66.249.75.160 United States 147.237.77.17 mazi.idf.ilParameter Type Violation TabNum in igf.idf.il/3793-he/igf.aspx Block 1

207.241.229.223 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3848-5222-he/igf.aspx Block 1

37.8.42.151
Palestinian
Territory,
Occupied

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

192.243.55.137 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10104-he Block 1

192.243.55.130 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8347-he Block 1

173.208.136.170 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/acg-nwl/assetmanager/assetmanager.asp Block 1

192.243.55.134 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-10105-he Block 1

91.228.248.251 Israel 147.237.77.17 mazi.idf.ilUnauthorized HTTP Method Block 1

77.75.77.123 Czech Republic 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/9/8699.jpg Block 1

207.241.229.225 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5216-he/igf.aspx Block 1

66.249.69.10 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/3/1613.jpg Block 1

192.243.55.138 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8344-he Block 1

192.243.55.131 Dominica 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-4983-he Block 1
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