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Top Attackers

W 66.249.78. 167, |srael
197.27.33.77, Tunisia

W 95.27.234. 126, Russian Federation
77.125.109. 97, |srael

W 212.76. 115. 225, |srael

B 109.64.17.99, |srael

[ 66.249.78.167, Lhited Sates

W 84.228.27.133, Israel
66.249.93.63, Lhited Sates

H 66.249.78.242, lhited Sates




02-29-2016 to 03-01-2016

|Top Attackers | n DDoS- Def ence |

|Attacker Geo |Target Address

Attacker Address

|Ste

|9 gnature

| Devi ce Action |CP 1 ocation. Locati on

|Count \

66. 249. 78. 167 | srael 147.237.77.17 |mazi.idf.il | TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2729
54.72.182. 187 Irel and 147.237.77.17 |nazi.idf.il [Block Udp All Nets drop Net V- London 4
114. 35. 40. 191 Tai wan 147.237.77.17 |mazi.idf.il ock Wdp Al _Nets drop Net V- London 1
180. 97. 106. 36 Chi na 147.237.77.17 |mazi.idf.il |B ock Np Al _Net drop Net V- London 1
184.105. 139. 114 |lLhited Sates |147.237.77.17 |mazi.idf.il [Bock Np Al _Net dr op Net V- London 1




02-29-2016 to 03-01-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo ’Tar get Address|Ste ’S’ gnature
95.27.234. 126 |SSian 147.237.77.17 nazi .i df .1 |C1000138: HTTP. prefix 1.01 in the URL B ock 82
Federation
77.125.109. 97 | srael 147.237.77. 17 |nazi . i df .1 |C1000138: HITP. prefix 1.01 in the URL B ock 52
66. 249. 78. 167 | srael 147.237.77. 17 |nazi . i df .1 |C1000138: HITP. prefix 1.01 in the URL B ock 8
109. 64. 17. 99 | srael 147.237.77. 17 |nazi . i df . i |C1000138: HITP. prefix 1.01 in the URL B ock 6
66. 249. 93. 63 Lhited Sates 147.237.77. 17 |nazi . i df . i |C1000138: HITP. prefix 1.01 in the URL B ock 4
173.234. 153. 122|lhited Sates 147.237.77. 17 |nazi . i df . i |C1000074: HITP. naj estic bot B ock 2
66. 249. 93. 5 | srael 147.237.77.17 |nazi . i df . i |C1000138: HITP. prefix 1.01 in the URL B ock 2
199. 30. 24. 162 Lhited Sates 147.237.77. 17 |nazi . i df .1 |C1000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 93. 63 | srael 147.237.77. 17 |nazi . i df .1 |C1000138: HITP. prefix 1.01 in the URL B ock 2
203.219.62.28 |Australia 147.237.77. 17 |nazi . i df . i |C1000138: HITP. prefix 1.01 in the URL B ock 2
37.26.146. 185 | srael 147.237.77. 17 |nazi . i df .1 |C1000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 93. 2 | srael 147.237.77. 17 |nazi . i df .1 |C1000138: HITP. prefix 1.01 in the URL B ock 2
40.77.167. 51 Lhited Sates 147.237.77. 17 |nazi . i df . 1 |C1000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 78. 168 | srael 147. 237. 77 17 \azi i of i 12890: TGP Wndows TCP/ | P Deni al - of - Servi ce Mul nerabi lity (Q\LY enabl e when B ock 1
under DoS at t ack)

157.55.39.141 |lhited Sates 147.237.77. 17 |nazi . i df . i |C1000138: HITP. prefix 1.01 in the URL B ock 1
207. 46. 13. 128 Lhited Sates 147.237.77. 17 |nazi . i df .1 |C1000138: HITP. prefix 1.01 in the URL B ock 1




02-29-2016 to 03-01-2016

|Top Attackers In |D|

Atacker Address |Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 66. 181 Lhited Sates 147.237.77.17 |nmazi.idf.il|ET SCAN NVAP -sA (2) 2
66. 249. 78. 167 Lhited Sates 147.237.77.17 |mazi.idf.il|ET SCAN NVAP -sA (2) 2
66. 249. 78. 161 Lhited Sates 147.237.77.17 |nmazi.idf.il|ET SCAN NVAP -sA (2) 1
164. 39. 11. 198 United Kingdom |[147.237.77.17 |mazi.idf.il|ET SCAN Behavioral Lhusual ly fast Terminal Server Traffic, Potential Scan or Infection 1
195. 216. 176. 244 |Latvia 147.237.77.17 |nazi.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
164.39. 11. 198 Uni ted Kingdom |[147.237.77.17 |nazi.idf.il|ET SCAN NVAP -sS wi ndow 1024 1




02-29-2016 to 03-01-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name | gnature | Devi ce Action |Count |
85. 130. 243. 99 | srael 147.237.77. 17 |nazi.idf.il{SYN Attack SYN - > SYN-ACK -> RST rej ect 102
85. 130. 243. 99 | srael 147.237.77.17 |mazi.idf.il|Bad TGP sequence |l nvalid ACK nunber noni t or 99
5.28.186.194 | srael 147.237.77. 17 |nazi.idf.il{SYN Attack SYN - > SYN-ACK -> RST rej ect 69
79.181. 2. 121 | srael 147.237.77. 17 |nazi.idf.il{SYN At tack SYN - > SYN-ACK -> RST rej ect 64
37.142.153. 134 |l srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 52
109. 160. 160. 19 |Israel 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 36
46.19. 85. 117 | srael 147.237.77.17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 32
46. 19. 85. 48 | srael 147.237.77.17 |mazi.idf.il|Bad TGP sequence |l nvalid ACK nunber alert 25
46. 19. 85. 48 | srael 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 25
109. 160. 160. 19 |l srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 16
193. 106. 54. 34 | srael 147.237.77. 17 |nazi.idf.il[SYN At tack SYN - > SYN-ACK -> RST alert 16
193. 106. 54. 34 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 16
46.117. 239. 72 | srael 147.237.77. 17 |nazi.idf.il{SYN At tack SYN - > SYN-ACK -> RST rej ect 9
109. 160. 160. 19 |l srael 147.237.77.17 |mazi.idf.il|Bad TCP sequence |SYNPAK retransmit wth different w ndow scal e noni t or 9
37.46. 38. 250 | srael 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 9
77.125.73. 75 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNretransmit wth different w ndow scal e noni t or 8
194. 90. 131. 82 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 6
37.142.153. 134 |lIsrael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 5
37.142.153. 134 |lIsrael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber alert 4
87.69. 243. 141 | srael 147.237.77. 17 |nazi.idf.il[{SYN Attack SYN - > SYN-ACK -> RST rej ect 4
2.52.35.19 | srael 147.237.77. 17 |nazi.idf.il{SYN Attack SYN - > SYN-ACK -> RST rej ect 4
193. 106. 54. 34 | srael 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 4
46. 19. 85. 49 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber alert 4
93.110. 20. 114 Iran, Islamc Republic of |147.237.77.17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 4
46. 19. 85. 49 | srael 147.237.77.17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 4
93. 110. 20. 114 Iran, |slanmc Republic of |147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 4
89.139. 17. 84 | srael 147.237.77. 17 |nazi.idf.il{SYN Attack SYN - > SYN-ACK -> RST rej ect 4
185. 3. 147. 242 | srael 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 2
37.46. 38. 132 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 2
147. 236. 34. 10 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 2
89. 248. 160. 136 |Net her| ands 147.237.77. 17 |nazi.idf.il{SYN Attack SYN - > SYN-ACK -> RST rej ect 1
213.57. 244. 47 | srael 147.237.77.17 |mazi.idf.il|Bad TGP sequence |l nvalid ACK nunber alert 1
5.22.134.251 | srael 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 1
85. 130. 243. 99 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47. 60 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN ACK -> RST rej ect 1
46.19. 85. 185 | srael 147.237.77. 17 |nazi.idf.il||SYN Attack SYN -> SYN-ACK -> RST rej ect 1
149. 78. 69. 146 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber aert 1
37.164. 8. 66 France 147.237.77.17 |mazi.idf.il|Bad TGP sequence |l nvalid ACK nunber noni t or 1
37.26. 146. 162 | srael 147.237.77. 17 |nazi.idf.il{SYN Attack SYN - > SYN-ACK -> RST rej ect 1
212.37.27.58 Sweden 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 1
84.94. 32. 197 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 1
64. 125. 239. 92 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
180. 97. 106. 161 |Chi na 147.237.77.17 |nazi.idf.il|drop SAMrul e drop 1
141.212.122.76 |lLhited Sates 147.237.77.17 |nazi.idf.il{SYN Attack SYN - > SYN-ACK -> RST rej ect 1
213. 57. 244. 47 | srael 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 1
5.22.135.132 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 1
87.69. 165. 104 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber alert 1
195. 60. 232. 57 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
186. 121. 226. 64 |Bolivia 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |SYNW\AXK retransmit with different w ndow scal e noni t or 1
149. 78. 69. 146 | srael 147.237.77.17 |mazi.idf.il|Bad TGP sequence |l nvalid ACK nunber noni t or 1




02-29-2016 to 03-01-2016

|Top Attackers In V\AF|

Devi ce

‘Ntacker Geo ‘Target Address |Ste ‘S gnature Acti on ‘Count
197.27. 33. 77 Tuni si a 147.237.77. 17 |nazi .idf . i [Mul ti pl e Uhaut hori zed URL Access from 197. 27. 33. 77 Bl ock 96
84.228.27.133 |lsrael 147.237.77. 17 |nazi .idf . i [Mul ti pl e Uhaut hori zed URL Access from 84. 228. 27. 133 Bl ock 4
212.76. 115. 225 |l srael 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unaut hori zed URL Access from 212. 76. 115. 225 B ock 3
212.76.115. 225 |l srael 147.237.77. 17 |nazi .idf .i|D stributed PHP At enpt Bl ock 2
84.109. 5. 111 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed HTTP Met hod B ock 2
162.243.92. 130 |Lhited Sates [147.237.77. 17 |nazi.idf.i|Mil tiple Waut hori zed URL Access from 162. 243. 92. 130 B ock 2
46. 19, 86. 30 | srael 147 237 77. 17 \rnazi i of i Par anet er _Typg Mol ation _Mast er $ucHeader $ucSear chQont r ol $t xt Search in B ock 2
wan nazi . i df . i |/ 6547-he/ i gf . aspx
87.69. 229. 27 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned Bl ock 2
148. 251. 21. 227 |Ger nany 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unhaut hori zed URL Access from 148. 251. 21. 227 B ock 2
66. 249. 78. 3 Lhited Sates |147.237.77. 17 |nazi.idf.i|Paraneter Type Mol ati on PageNumin igf.idf.il/5010-he/i gf. aspx B ock 1
207.46.13.125 |lhited Sates |147.237.77.17|nmazi.idf.i|Uaut horized URL Access to igf.idf.il/14-8335-he Bl ock 1
162. 243.92. 130 |Lhited Sates |147.237.77. 17 |nazi.idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-5475-he Bl ock 1
66.249. 75. 160 |lLhited Sates |[147.237.77.17|nazi.idf.i|Paraneter Type Mol ati on PageNumin igf.idf.il/165 he/idf. aspx B ock 1
66. 249. 66. 40 Lhited Sates |147.237.77. 17 |nazi.idf.i|Paraneter Type Mol ation TabNumin igf.idf.il/4941-he/igf. aspx Bl ock 1
Uhaut hori zed URL Access to
95. 86. 66. 165 I srael 147.237.77. 17 |mazi .i df . i lm mazi . i df . i |1/ 7322- 11795- he/ mazi . aspx&sa=u&ed=0ahukewj gk4d_55z| ahvbwbgkhz |B ock 1
exbeOgf ggwrauusg=af gj cngh9i 08t w3f bb4l gxj m _t dvhcbh7w
79.176.171. 173 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned Bl ock 1
212.76.115. 225 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to www nazi . i df . il /aj ax/ updat est at us. php Bl ock 1
66.249. 78. 242 |lLhited Sates |[147.237.77.17|mazi.idf.i|Waut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
66. 249. 78. 3 Lhited Sates |147.237.77.17 |nazi.idf.i|Paraneter Type Molation Back inigf.idf.il/6051-he/igf.aspx Bl ock 1
66.249.69.41 |Whited Sates |147.237.77.17|nazi.idf.i|Unhaut hori zed URL Access to mnazi.idf.il/7343- 11581- he/ NbDA NOD. aspx B ock 1
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to igf.idf.il/tenpl ates/shared/ usercontrol s/ nensgal | ery/ B ock 1
84.228.27.133 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned Bl ock 1
66.249. 78. 248 |lLhited Sates [147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
66.249. 78. 167 |[lLhited Sates |[147.237.77.17|mazi.idf.i|Paraneter Type M ol ation PageNumin nazi.idf.il/5013-he/i of . aspx B ock 1
208.115.111. 75 |lhited Sates |147.237.77. 17 |mazi .idf.i[Unaut hori zed URL Access to nazi.idf.il/14-8344-he Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.17 |mazi.idf.i|Abnornmal |y Long Request met hod Bl ock 1
66.249. 75. 160 |lLhited Sates |[147.237.77.17|nazi.idf.i|Paraneter Type Miol ation TabNumin igf.idf.il/4941-he/idf. aspx Bl ock 1
66.249. 66. 182 |lhited Sates |147.237.77.17|mazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx Bl ock 1
95. 153. 129. 178 :Z:::{:on 147.237.77. 17 |nazi . i df . i [Paraneter Type Mol ation Forumid in nazi.idf.il/foruns/tenpl ates/foruns/forumaspx Bl ock 1
81.218.241.25 |lsrael 147.237.77. 17 |nazi .idf . i [Mul ti pl e Uhaut hori zed URL Access from 81. 218. 241. 25 Bl ock 1
212.235. 98. 139 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- hel i gf . aspx Bl ock 1
66.249. 78.242 |lhited Sates |147.237.77.17|mazi.idf.i|Uaut hori zed URL Access to 147.237.77. 17/ 4223- he/ i gf . aspx Bl ock 1
66. 249. 78. 3 Lhited Sates |[147.237.77. 17 |nazi.idf.i|Paraneter Type Mol ation Back inigf.idf.il/6053 he/igf.aspx B ock 1
207.46.13.70 Lhited Sates |147.237.77.17 |nazi.idf.i|Wauthorized URL Access to igf.idf.il/14-10106- he Bl ock 1
148. 251. 21. 227 |Ger nany 147.237.77. 17 |nazi . i df . i jUnaut hori zed URL Access to nazi.idf.il/14-4980- he Bl ock 1
66. 249. 75. 18 Lhited Sates |147.237.77.17|mazi.idf.i|Paraneter Type Mol ation PageNumin nazi.idf.il/5013-he/igf.aspx Bl ock 1
87.69. 229. 27 | srael 147.237.77. 17 |nazi .i df .i [Mil ti pl e Uhaut hori zed URL Access from 87. 69. 229. 27 Bl ock 1
) .. . .JUnauthorized URL Access to
40.77.167.33 Wnited Sates  |147.237.77. 17 mazi . i df .| 147.237.77. 17/ tenpl at econtrol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
66. 249. 78.248 |lhited Sates |147.237.77.17|nmazi.idf.i|Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5039- he/ i gf . aspx Bl ock 1
66.249. 78. 167 |lhited Sates |147.237.77.17|nazi.idf.i|Uaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77. 17 |nazi.idf.i|lllegal Byte Gode Character i n Mgt hod Bl ock 1
66.249. 75. 168 |lhited Sates |147.237.77.17|nazi.idf.i|Paraneter Type Mol ation Back inigf.idf.il/6051-he/igdf.aspx Bl ock 1
66.249. 66. 182 |lLhited Sates [147.237.77.17|nazi.idf.i|Uaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
132. 66.134. 6 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif Bl ock 1
Unaut hori zed URL Access to
213.151.61.96 |lsrael 147.237.77. 17 |nazi . i df . i fmazi . i df . i 1/ 4634-5228- he/ i gf . aspx&a=u&ed=0ahukewi 1loualOpzl ahwdubokhqlnbb |B ock 1
aqf ggpnae&usg=af gj cng9oh9wri grl -j r dpk _3vol 3nii ag
66. 249. 78. 242 |lhited Sates |147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx Bl ock 1
66. 249. 78. 3 Lhited Sates |147.237.77.17 |nazi.idf.i|Parameter Type Mol ati on PageNumin igf.idf.il/165 he/igf. aspx Bl ock 1
207. 46. 13. 99 Lhited Sates |147.237.77.17 |mazi.idf.i|Waut horized URL Access to 147.237.77.17/robots. t xt Bl ock 1
66.249. 75. 160 |lLhited Sates |[147.237.77.17|nazi.idf.i|Paraneter Type Molation Back in igf.idf.il/6053 helidf.aspx Bl ock 1
68. 180. 229. 218 [Lhited Sates [147.237.77.17|nazi.idf.i|Waut hori zed URL Access to ww nazi.idf.il/14-8347-he B ock 1
66.249. 78. 167 |lLhited Sates [147.237.77.17|mazi.idf.i|lhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
185. 112. 248. 32 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx Bl ock 1
66.249.75.176 |lhited Sates |147.237.77.17|mazi.idf.i|Paraneter Type Mol ati on PageNumin i gf.idf.il/5010-he/i gf . aspx Bl ock 1
66. 249. 69. 18 Lhited Sates |147.237.77.17 |mazi.idf.i|Waut horized URL Access to 147.237.77.17/ 14-he/i gf . aspx Bl ock 1
66.249.78.242 |lLhited Sates |[147.237.77.17|nazi.idf.i|Waut hori zed UR. Access to 147.237.77.17/raobots. t xt Bl ock 1

02-29-2016 to 03-01-2016




