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02-28-2016 to 02-29-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Geo |Target Address

|Ste

|9 gnature

| Devi ce Action |DP1ocation. Locati on

|Count

148. 251. 21. 227 Cer many 147.237.77.17 |nmazi.idf.il |TCP handshake viol ation, first packet not syn drop Net V- London 65739
54.72.182. 187 Irel and 147.237.77.17 |mazi.idf.il |Block Udp All Nets drop Net V- London 3
61.178.192. 220 Chi na 147.237.77.17 |mazi.idf.il |Invalid TGP H ags drop Net V- London 2
179. 43. 144. 33 Sntzerl and 147.237.77.17 |nazi.idf.il |Block Np Al _Net drop Net V- London 1
184. 105. 139. 88 Lhited Sates |147.237.77.17 |nazi.idf.il [Bock Np Al Net dr op Net V- London 1
205. 209. 185. 11 Lhited Sates |147.237.77.17 |nazi.idf.il |Bock Np All Net drop Net V- London 1
216. 220. 226. 51 Lhited Sates |147.237.77.17 |nazi.idf.il [B ock Udp Al Nets drop Net V- London 1
66. 249. 75. 18 | srael 147.237.77.17 |mazi.idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
81. 218. 56. 125 | srael 147.237.77.17 |mazi.idf.il |Block Udp All Nets drop BB.- | srael 1
170. 161. 102. 40 Lhited Sates |147.237.77.17 |nazi.idf.il |Block Udp Al Nets drop Net V- London 1




02-28-2016 to 02-29-2016

|Top Attackers In IPS|

Attacker Address |Attacker Go |Target Address |Ste |S gnat ure |Davi ce Action |Oount |
85. 64. 2. 84 | srael 147.237.77. 17 |nazi .i df.il|CLO00138: HITP. prefix 1.01 in the UL B ock 84
217.33. 23. 241 Uni ted Ki ngdom |147.237.77.17 |nazi.idf.il|C1000138: HITP. prefix 1.01 in the URL B ock 82
46.19. 85.111 | srael 147.237.77. 17 |nazi .i df.i1|CL000138: HITP. prefix 1.01 in the URL B ock 28
212.25.105. 8 | srael 147.237.77.17 |nazi .i df.ilJC1000138: HITP. prefix 1.01 in the URL B ock 26
66. 249. 78. 167 | srael 147.237.77. 17 |nazi .i df.i1|CL000138: HITP. prefix 1.01 in the URL B ock 18
109. 67. 100. 237 |l srael 147.237.77. 17 |nazi .i df.i1|CL000138: HITP. prefix 1.01 in the UL B ock 10
46. 19. 86. 247 | srael 147.237.77. 17 |nazi .i df.i1|CLO00138: HITP. prefix 1.01 in the UL B ock 10
66. 249. 78. 174 | srael 147.237.77. 17 |nazi . i df.il|C1000138: HITP. prefix 1.01 in the URL B ock 6
66. 249. 78. 181 | srael 147.237.77. 17 |nazi .i df.i1|CL000138: HITP. prefix 1.01 in the URL B ock 3
151. 80. 31. 154 Italy 147.237.77.17 |nazi .i df.il|C1000146: HITP.  Ahref Bot craw er B ock 3
151. 80. 31. 151 Italy 147.237.77. 17 |nazi .i df.i1|CL000146: HITP:. AhrefBot craw er B ock 2
84.228.252.234 |lsrael 147.237.77. 17 |nazi .i df.i1|CL000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 75. 18 | srael 147.237.77. 17 |nazi .i df.i1|CLO00138: HITP. prefix 1.01 in the UL B ock 2
174.34.135.242 |lhited Sates 147.237.77. 17 |nazi .i df.il|CL000074: HITP. najestic bot B ock 2
79.181. 53. 250 | srael 147.237.77. 17 |nazi .i df.i1|CL000138: HITP. prefix 1.01 in the URL B ock 2
89. 139. 61. 242 | srael 147.237.77. 17 |nazi .i df.i1|CL000138: HITP. prefix 1.01 in the URL B ock 2
213. 8.109. 42 | srael 147.237.77. 17 |nazi .i df.i1|CL000138: HITP. prefix 1.01 in the URL B ock 2
84. 108. 185. 15 | srael 147.237.77. 17 |nazi .i df.i1|CL000138: HITP. prefix 1.01 in the URL B ock 2
51. 254. 129. 87 Uni ted Kingdom |147.237.77.17 |mazi.idf.il{CL000074: HITP. naj estic bot B ock 2
173. 234. 153. 122 |Lhited Sates 147.237.77. 17 |nazi .i df.il|CL000074: HITP. najestic bot B ock 2
104. 255. 65. 207 147.237.77. 17 |nazi .i df.i1|0543: HITP. php.cgi Access B ock 1
66. 249. 75. 34 | srael 147.237.77.17 |nazi .i df.ilJC1000138: HITP. prefix 1.01 in the URL B ock 1
172.245.12.146 |lhited Sates 147.237.77.17 |mazi .i df.i1)0543: HITP. php. cgi Access B ock 1
151. 80. 31. 150 Italy 147.237.77. 17 |nazi .i df.i1|CL000146: HITP. AhrefBot craw er B ock 1
89. 216. 115. 6 147.237.77. 17 |nazi .idf.i1|17272: HITP. Suspi ci ous User - Agent (WndowsNI) Wth No Separating Space B ock 1




02-28-2016 to 02-29-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |S gnature | count |
66. 249. 78. 167 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 18

187.58. 224. 213 Brazil 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1

187.58. 224. 213 Brazil 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1

187.58. 224. 213 Brazil 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1




02-28-2016 to 02-29-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

Ste

Nanme

Sgnature

66. 249. 78. 167 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 79
79.183. 62. 23 | srael 147.237.77. 17 |nazi .i df . i|Bad TCP sequence Invalid ACK nunber noni t or 42
66.249. 78. 167 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 39
2.52.5.194 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 26
37.142.153. 134 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 24
37.142.153. 134 |lsrael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval id ACK nunber alert 19
212.76.127.219 |lsrael 147.237.77. 17 |nazi .i df .i|Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 18
109. 65. 99. 4 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 17
85.130.128.51 |lsrael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber noni t or 12
212.76.127.10 | srael 147.237.77. 17 |nazi .i df .i|Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
192.115.83.5 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber noni t or 8
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK - > Ti neout rej ect 6
5. 102. 242. 136 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.5.194 | srael 147.237.77. 17 |nazi .i df . i|Bad TCP sequence Invalid ACK nunber alert 5
5.28.133. 115 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
212.76.127. 44 | srael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 4
5.102.241. 4 | srael 147.237.77. 17 |nazi .idf .i|B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 3
157.55. 39. 68 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
188. 120. 148. 193]l srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 3
203.133. 169. 220" %% FPPIC 1147 937, 77 17| vazi i i {S¥N Attack SYN -> SYN-ACK - > Ti neout rej ect 2
79.182.176. 153 |lsrael 147.237.77. 17 |nazi .idf . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 2
157.55.39.141 |Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
46.19. 85. 111 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 2
192. 115.83.5 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 2
207.46. 13. 99 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
37.46.41. 24 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.145.209  [israel 147.237.77. 17 |nazi .i df .i “Wg aSteir(:/ner Enf or cenent Vb Servers S ow HITP Denial of Service rej ect 2
80. 179. 96. 90 | srael 147.237.77. 17 |nazi .i df . i|Bad TCP sequence Invalid ACK nunber alert 2
157. 55. 39. 89 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
80. 179. 96. 90 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
79.178.196. 73 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber noni t or 2
2.54.38.29 I'sr ael 147.237.77.17 |nazi .i of .| MW; aSteir(:/ner Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 2
37.46. 38. 132 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
185. 106. 92. 164 147.237.77. 17 |nazi . i df . i |SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 1
5.22.135.239 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
66. 249. 78. 174 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNFAK retransnit with different w ndow scal e |nonitor 1
46.121. 81. 184 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
112. 215. 36. 143 |l ndonesi a 147.237.77. 17 |nazi .i df .i|Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 1
104.45.18.178 |lited Sates 147.237.77. 17 |nazi .i of .i [ nstant Messengers 'S‘T?tpa:t messenger pattern found, application: moni t or 1
208.115.113.91 |lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
31.210.187. 106 |lsrael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
84.108. 33. 189 | srael 147.237.77. 17 |nazi .i df . i|Bad TCP sequence Invalid ACK nunber noni t or 1
5.29.243. 118 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
79.180.110. 117 |Israel 147.237.77. 17 |nazi . i df . i |SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 1
176.13.12.198 |lsrael 147.237.77. 17 |nazi .idf .i|B ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 1
2.54.47.129 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval id ACK nunber noni t or 1
66. 249. 75. 18 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
149. 88. 83. 202 | srael 147.237.77. 17 |nazi .i df . i|Bad TCP sequence Invalid ACK nunber noni t or 1
46.120. 154. 134 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 1
109. 66. 7. 21 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1




02-28-2016 to 02-29-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address [Ste Sgnature } Count
Ceo Action
197.27.77. 181 Tuni si a 147.237.77. 17 |nazi .i df .i [Mil ti pl e Uhaut hori zed URL Access from 197.27.77.181 Bl ock 55
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi .i df . i |Mil ti pl e Uhaut hori zed URL Access from 148. 251. 21. 227 Bl ock 9
95. 86. 105. 224 | srael 147.237.77. 17 |nazi . i df.i|Uaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f Bl ock 5
172.245.12. 146 Lshlmt:s 147.237.77. 17 |nazi .idf.i |Mil ti pl e Unaut hori zed URL Access from 172.245.12. 146 Bl ock 3
212.76.104. 98 I srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 2
46.19. 86. 104 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage Bl ock 2
107.77.70. 51 g;:: 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
66. 249. 78. 242 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ robot s. t xt B ock 1
66. 249. 78. 17 g;:: 147.237.77. 17 |nazi .i df . i |Paraneter Type Mol ation Back inigf.idf.il/6053-he/igdf.aspx Bl ock 1
197.27.77.181 |Tunisia 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/5069-he/igf'.aspx Bl ock 1
169. 229. 3. 91 g“'af(f;’ 147.237.77. 17 |nazi .idf .i|ll11 egal Byte Qode Character in URL +i (il Us-w e [#15]] @..0N Bl ock 1
66. 249. 69. 2 Lshlmt:s 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 5479-hel i gf . aspx Bl ock 1
5.102. 242. 38 I srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4637-5227- he/ i gf . aspx Bl ock 1
80.178. 203. 105 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx Bl ock 1
66. 249. 78. 242 g;:: 147.237.77. 17 |nazi .idf.i |D stributed Unaut hori zed URL Access on 147.237.77. 17/ 3849-5035- he/ i gf . aspx Bl ock 1
66. 249. 75. 168 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i [Paraneter Type M ol ati on TabNumin igf.idf.il/4941-he/iof. aspx Bl ock 1
172. 245. 12. 146 g;:: 147.237.77. 17 |n@azi . i df . i {Uhaut hori zed UR. Access to mazi.idf.il/cgi-bin/php Bl ock 1
157. 55. 39. 89 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8334-he Bl ock 1
46. 19. 86. 112 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. | pg B ock 1
107. 167. 97. 208 Lsh'mt:g 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg Bl ock 1
66. 249. 78. 248 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 6057- he/ i gf . aspx Bl ock 1
207.46.13.70 Lshlmt:s 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8347-he Bl ock 1
Lhi ted . . {Unaut hori zed URL Access to
66.249.78.77 Sates 147.237.77. 17 nazi i df .1 v nazi . i df . i | /tenpl at es/ shar ed/ user contr ol s/ newsgal | ery/ B ock !
169. 229. 3. 91 LShIaItss 147.237.77. 17 |nazi . i of .i {Mal formed URL <D« (i Uu-wwéef [ #15] ] @..00N0 Bl ock 1
66.249. 75. 18 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i |Paraneter Type M ol ati on PageNumin nazi.idf.il/5013-he/i of . aspx B ock 1
37.142.153. 134 |Israel 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/general /n Bl ock 1
148.251. 21. 227 |Ger many 147.237.77. 17 |mazi .i df . i |Uhaut hori zed URL Access to igf.idf.il/113-11581-he/ NbA NJD. aspx B ock 1
80 246. 133. 140 |1 srael 147 237. 77. 17 \razi i df i Par anet _er'Typg Mol atlgn Mast er SucHeader $ucSear chCont r ol $t xt Search in B ock 1
W mazi i df . i1/ 14-he/i gf . aspx

66. 249. 78. 242 g;:: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 6107-hel i gf . aspx Bl ock 1
66.249.78. 3 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i |Paraneter Type M ol ati on PageNumin igf.idf.il/165-he/igf.aspx B ock 1
185. 82. 203. 241 147.237.77. 17 |nazi . i df . i |Paraneter Type M ol ati on TabNumin nazi .idf.il/4277-hel i gf . aspx Bl ock 1
169. 229. 3. 91 LShIaItss 147.237.77. 17 |nazi.idf.i|l |l egal Byte Qode Character in Mthod S — Bl ock 1
64. 251. 27. 99 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to /robots. t xt B ock 1
107. 167. 103. 126 Lsh'mt:g 147.237.77. 17 |nazi .idf.i|D stributed Lhauthorized URL Access on 147.237.77.17/si p_storage/fil es/ 1/ 2061.jpg |B ock 1
66. 249. 78. 254 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4152- hel i gf . aspx Bl ock 1
208.115.113.91 Lshlmt:s 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8348-he Bl ock 1
66. 249. 78. 167 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
66. 249. 75. 18 Lsh'mt:g 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/700-he/ bayabashaar chi ve. aspx Bl ock 1
169. 229. 3. 91 g;g: 147.237.77. 17 |nazi .i df . i [Unknown HTTP Request Method Sbj ~ in URL 9 {1} Uu-w e[ [ #15] ] @..00N Bl ock 1
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi . i df .i [Lhaut hori zed UR. Access to igf.idf.il/14-10106-he Bl ock 1
46. 19. 86. 73 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
66. 249. 78. 242 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 6321- he/ i gf . aspx B ock 1
66. 249. 78. 10 g;:: 147.237.77. 17 |nazi . i df . i |[Parangter Type Mol ati on PageNumin igf.idf.il/5010-he/i gf . aspx Bl ock 1
169. 229. 3. 91 g‘;:ﬁd 147.237.77. 17 |nazi .idf .i|l1l egal Byte Gode Character in Query Sring on «e (i Uwed [#15]] @..0N B ock 1
66. 249. 69. 2 g;:: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4142-hel i gf . aspx Bl ock 1
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi .idf.i|D stri buted Lhaut hori zed URL Access on igf.idf.il/14-8334-he Bl ock 1
79.183. 62. 23 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
66. 249. 78. 167 g‘;tt:: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/ [ Bl ock 1
66. 249. 75. 160 g‘;ttees 147.237.77. 17 |nazi .i df . i |Paraneter Type Mol ation Back in igf.idf.il/6051-he/idf.aspx B ock 1
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/4070-11595- he/ mpal [l1DN NpoNn. aspx Bl ock 1
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