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02-27-2016 to 02-28-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
54.72.182. 187 Irel and 147.237.77. 17 nazi.idf.il [Block Wip All Nets drop Net V- London 5
151. 225. 249. 172 Uni ted Ki ngdom 147.237.77. 17 nazi .idf.il B ock_Udp Al Nets drop Net V- London 1
184. 105. 139. 98 Lhited Sates 147.237.77. 17 nazi.idf.il B ock Np Al Net drop Net V- London 1
184. 105. 139. 104 Lhited Sates 147.237.77. 17 nazi.idf.il B ock Np Al _Net drop Net V- London 1
89. 248. 160. 138 Net her | ands 147.237.77. 17 nazi.idf.il B ock Np All _Net dr op Net V- London 1




02-27-2016 to 02-28-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |S gnat ure |Devi ce Action \Ooum \
85. 64. 68. 134 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP: prefix 1.01 in the URL B ock 10
66. 249. 78. 167 | srael 147.237.77. 17 nazi .idf.il C1000138: HITP. prefix 1.01 in the URL B ock 9
66. 249. 78. 174 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
5.9.89.170 CGer nany 147.237.77. 17 nazi.idf.il C1000074: HITP:. naj estic bot B ock 2
66. 249. 64. 2 | srael 147.237.77. 17 nazi .idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 78. 181 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP: prefix 1.01 in the URL B ock 2
66. 249. 64. 124 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP: prefix 1.01 in the URL B ock 2
134. 249. 53. 96 Wkrai ne 147.237.77. 17 nazi.idf.il C1000016: HITP. administrator in R B ock 1
157. 55. 39. 135 Lhited Sates 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
66. 249. 64. 8 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1




02-27-2016 to 02-28-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 93. 63 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 16 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
104. 255. 65. 207 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 106. 92. 142 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
180. 150. 177. 188 Chi na 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 1024 1
223.71.251.11 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




02-27-2016 to 02-28-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo Name

Target Address |Ste

Sgnature

109. 65. 208. 233 |l srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1225
83.170. 93. 32 Uni ted Kingdom |147.237.77.17|nazi.idf.i|Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 54
46.32.170. 122  |Azerbai j an 147.237.77. 17 |nazi . i df.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 48
46.19. 85. 189 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 16
46.19. 85. 189 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16
5. 102. 254. 60 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 10
37.46.39. 112 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 9
88.212.40.229 |9 ovakia 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 9
195. 239. 16. 40 :32::1”' on 147.237.77. 17 |nazi .i df .i|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or
195. 239. 16. 53 :ZZ:; o 147.237.77.17 |nazi .idf . [Bl ock HTTP Non Gonpl i ant |Failed to handie comnection data moni t or 9
46.120.151.41 |Israel 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber alert 4
203. 133. 168. 83 ?rea’ Republic 147 537 77. 17 |mazi i o . i [SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 120. 151. 41 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
79.181. 199. 208 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
185. 3.147. 237 |l srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber noni t or 4
79.183.117. 151 |Israel 147.237.77. 17 |nazi . i df . i [SYN ALt ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 86. 31 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
37.26.146.188 |lsrael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 2
2.54.134.78 I'sr ael 147.237.77. 17 |nazi .i of .| \Awg asteir(:/ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
185. 3. 147. 131 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
109. 253. 201. 151|l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
80. 178. 163. 239 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNFAK retransnmit with different w ndow scal e noni t or 1
192.116. 175. 162|I srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
169.229.3.91 |Wited Sates  |147.237.77.17|nazi .iof .i{Bl ock HTTP Non Conpliant | |'€98l header fornat detected: Miforned HITP mnitor |1
format in request
5.29. 238. 106 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
2.52.157.5 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 1
79.178. 25. 254 | srael 147.237.77. 17 |nazi .i df .i|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
46.19. 86. 174 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
46. 19. 85. 116 | srael 147.237.77. 17 |nazi .i df . i |SYN At tack SYN -> SYN ACK -> RST rej ect 1
37.26. 147. 243 | srael 147.237.77. 17 |nazi .i df .i|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
109. 253. 223. 104 |l srael 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
5.22.131.81 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
83.170. 93. 32 Uni ted Kingdom |147.237.77. 17 |nazi.idf.i|SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 1
41.224.80.140 |Tunisia 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
184. 105. 139. 88 |Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
5. 39. 93. 143 France 147.237.77. 17 |nazi .i df .i|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
94. 230. 86. 236 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
2.52.157.5 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 86. 174 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
216.243.31.2 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 85. 175 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence SYNretransmt wth different w ndow scal e alert 1
37.26.149. 194 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
114.112.90.54 [China 147.237.77. 17 |nazi . i df .i|drop SAMrul e drop 1
5.28. 130. 233 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
64.125.239.228 |lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK - > Ti neout rej ect 1
46.19. 86. 31 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
46. 19. 85. 45 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber alert 1
184. 105. 139. 106{Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At ack SYN -> SYN-ACK -> RST rej ect 1
2.54.133.127 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 175 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 1




02-27-2016 to 02-28-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo [Target Address|Ste ‘S gnature Action ‘Count
41.224.80.140 |Tunisia 147.237.77. 17 |nazi .i df .i [Mil ti pl e Uhaut hori zed URL Access from 41. 224. 80. 140 B ock 34
217. 132, 144. 2281 srael 147 237. 77. 17 \razi i df i Par_angt er_Type Mol ation Mast er $ucHeader $ucSear chCont rol $t xt Search in B ock 3
nazi . idf.il/5221-6393-he/i gf . aspx
66.249. 78.242 |lhited Sates |147.237. 77. 17 |nazi .idf.i {Unaut hori zed URL Access to 147.237.77.17/ 14- he/i gf . aspx B ock 2
83.170. 93. 32 E?Ir:;gom 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 2
66.249.78.242 |lhited Sates |147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 5479- he/ i gf . aspx B ock 1
217.132. 144, 228|I srael 147.237.77. 17 |nazi i of i (P @TeLer Type Mol ation Mast er Suckbader SucSear chQont r ol $txt Sear ch in B ock 1
nazi .idf.il/5374-heli gf . aspx
66.249. 64. 175 |lhited Sates |147.237. 77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
46.19. 85. 175 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77. 17 |nazi.i df .i |[Uhknown HTTP Request Met hod [[#2]] E[ [ #24] ] #012 B ock 1
134.249.53.96 |kraine 147.237.77. 17 |nazi . i df . i |PHP At t enpt B ock 1
66.249. 78. 254 |lhited Sates |147.237. 77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 6054- he/i gf . aspx B ock 1
66. 249. 69. 18 Lhited Sates |147.237.77. 17 |nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/ 6050- he/i gf . aspx B ock 1
Unaut hori zed URL Access to
212.76.119.192 |lsrael 147.237.77. 17 |nazi .idf.i|mazi .idf.il/3539-he/i gf . aspx&a=u&ved=0ahukewj di 5gg3pj | ahxdOr gkhxr zd8yqf ggf nag |B ock 1
&usg=af qj cneedavkv| guvf unk50j i f vawpj ddq
66.249.64.175 |lhited Sates |147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 14- he/i gf . aspx B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.17|mazi.idf.i|l1legal Byte Gode Character in Mthod [[#2]]H [#24]]#012 B ock 1
89. 42. 216. 25 Romani a 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to nazi.idf.il/wordpress/ wp-adm n/ B ock 1
66.249. 78.242 |lhited Sates |147.237. 77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 5528-he/i gf . aspx B ock 1
; .. . .{Unauthori zed URL Access to
66.249.64.180  |United Sates |147.237. 77 17 |nazi i df i 147.237.77. 17/ t enpl at econt r ol s/ pi ct urei nf o/ pi ct ur ei nf 0. aspx Bl ock !
46.32.170. 122  |Azerbai j an 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx B ock 1
185. 82. 200. 91 147.237.77. 17 |nazi .i df . i |Unhaut hori zed Met hod HEAD for 147.237.77.17/ B ock 1
134.249.53.96 |lkraine 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/wp-Iogin. php B ock 1
66.249. 78.254 |lhited Sates |147.237.77. 17 nazi .i df . i |Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66.249. 78.242 |lhited Sates |147.237. 77. 17 |nazi .i df.i|Unaut hori zed URL Access to 147.237.77.17/113- he/i gf . aspx B ock 1
213.151.41. 61 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66.249.64.175 |lhited Sates |147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to 147.237.77. 17/ 582- he/ i gf . aspx B ock 1
] .. {lllegal Byte Code Character in URL ™f[[#5]] 0avNndeds,6] [ ) '#23[ [1]1#2-]] 4#] [ ~xenbZ] ]
169. 229.3.91 Lhited Sates |147.237. 77. 17 |nazi .i df.i A [#26]] [ [#4] |Vt 't i { [ [#24]] @[ [ #7]] a=in9] [ #2]] - ol [ #14] ] k B ock 1
46. 19. 85. 35 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
89. 107. 186. 233 |Ger many 147.237.77. 17 |nazi .idf.i|{Uhaut hori zed URL Access to nazi.idf.il/ol d/ wp-adnmn/ B ock 1
66. 249. 78.242 |lhited Sates |147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to 147.237.77.17/5536- he/i gf . aspx B ock 1
66. 249. 69. 2 Lhited Sates |[147.237.77. 17 |nazi . i df .i {Unaut hori zed URL Access to 147.237.77.17/ 4169- he/ i gf . aspx B ock 1
64.71.32. 29 Lhited Sates |147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to nazi.idf.il/test/wp-admn/ B ock 1
198.105.221.6 |lhited Sates |147.237.77. 17 |nazi .idf .i|Unaut hori zed URL Access to nazi.idf.il /bl og/ wp- adm n/ B ock 1
139.162.10. 19 |Netherlands |147.237.77. 17 |nazi.idf.i|Unaut hori zed URL Access to nazi.idf.il/wp/ wp-admn/ B ock 1
77.237.138. 202 g;i(t:)n c 147.237.77. 17 |nazi . i df . i {Unhaut hori zed Met hod HEAD for / B ock 1
66.249.64.175 |lhited Sates |147.237. 77. 17 |nazi .idf . i |Unaut hori zed URL Access to 147.237.77.17/ 62- heli gf . aspx B ock 1
46. 19. 85. 70 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/si p storage/fil es/ 1/ 1351. j pg B ock 1
! o IMal formed URL ™F[[#5]] 0Avnn%dB,6] [ ) '#23[ [1]#2t OW] 1 4#{[1]162#] [ 1-]] 4#] [ ~xenbZ] ]’
169. 229. 3. 91 Lhited Sates |147.237.77. 17 |nazi .idf . i tzi{ [[#24]] @' s[[#7]]1q=in9[[#2]]- o@ [#14]]k B ock 1
98. 130. 0. 152 Lhited Sates |147.237.77. 17 |nazi .i df.i |Uhaut hori zed URL Access to nazi.idf.il/wp-admn/ B ock 1
66.249. 78. 254 |lhited Sates |147.237. 77. 17 |nazi .idf . i |Unaut hori zed URL Access to 147.237.77.17/ 120- he/i gf . aspx B ock 1
66. 249. 69. 10 Lhited Sates |147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 4166- hel i gf . aspx B ock 1
65. 55. 218. 32 Lhited Sates |147.237.77. 17 |nazi.idf.i|D stributed Uhauthori zed LRL Access on nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 1
207.46.13.183 |lhited Sates |147.237. 77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
157.55.39.135 [Lhited Sates [147.237. 77. 17 |nazi . i df .i |Unaut hori zed URL Access to www nazi.idf.il/113-11516- he/ n"Y'Np DAOWN. aspx B ock 1
37.142.68. 77 | srael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 3848- 5222- he/ i gf . aspx B ock 1
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