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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo

| Target Address

|gte

| gnature

| Devi ce Action

| P I ocat i on. Locat i on

|Oount

82.145. 218. 138 Eur ope 147.237.77. 17 nazi.idf.il Bl ock | p Vb In drop Net V- London 13
54.72.182. 187 Irel and 147.237.77. 17 nazi.idf.il Bl ock_Udp Al _Nets drop Net V- London 3
64.94.179. 60 Lhited Sates 147.237.77. 17 nazi.idf.il Bl ock_Ulp Al _Nets drop Net V- London 1
123. 203. 72. 247 Hong Kong 147.237.77. 17 nazi.idf.il ock Wp Al _Nets drop Net V- London 1
184.105. 139. 110 Lhited Sates 147.237.77. 17 nazi.idf.il B ock Np Al Net drop Net V- London 1




02-26-2016 to 02-27-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |S gnat ure |mvi ce Action |Oount |
79.176. 15. 234 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.01 in the UL B ock 170
85. 65. 116. 234 | srael 147.237.77.17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 50
106. 38. 241. 106 Chi na 147.237.77. 17 nazi.idf.il |C1000071: HTTP: User Agent Sogou+web+spi der B ock 16
66. 249. 78. 167 | srael 147.237.77. 17 nazi.idf.il |ClO00138: HITP: prefix 1.0l in the URL B ock 5
66. 249. 64. 124 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.0l in the URL B ock 5
66. 249. 64. 2 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 3
62. 210. 107. 201 France 147.237.77. 17 nazi.idf.il |CLO00074: HITP. najestic bot B ock 2
69. 30. 215. 130 Lhited Sates 147.237.77.17 nazi.idf.il |ClLO00074: HITP. naj estic bot B ock 2
66. 249. 78. 174 | srael 147.237.77. 17 nazi.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 1
66. 249. 64. 8 | srael 147.237.77. 17 nazi.idf.il |ClO00138: HITP: prefix 1.0l in the URL B ock 1




02-26-2016 to 02-27-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste | gnature | count |
66. 249. 64. 16 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 21 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
93. 174. 93. 144 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
40.113. 118. 99 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 2 Russi an Federation 147.237.77.17 nazi.idf.il ET SCAN Potential SSH Scan 1
40.113.118. 99 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
40.113. 118. 99 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1




02-26-2016 to 02-27-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo

Target Address [Ste

Sgnature

46.32.170. 122  |Azerbai j an 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 82
77.126.167. 182 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 10
212.76.127.219 |lsrael 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or

195. 239. 16. 40 gs:;;”i on 147.237.77.17 nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |9
61. 216. 2. 14 Tai van 147.237. 77. 17 \vazi i of i Sreaning Engine: TCP Segrnent Linit |[TCP segnent out of maxi mum al | oned drop 9

Enf or cenent sequence. Packet dropped.

109. 67.223. 62 |l srael 147.237.77. 17 |nazi .i df.i|SYN Att ack SYN -> SYN- ACK - > RST rej ect 9
195. 239. 16. 53 RJSf;;”i o 147. 237.77. 17 |nazi .i f .i [Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data monitor |9
106. 38. 241. 106 [Chi na 147.237.77. 17 |nazi .i df . i |drop SAMrul e drop 7
192. 243.55. 136 |Domi ni ca 147.237.77. 17 |nazi .i df . i |Bad TCP sequence scal (':CK retransmt with different w ndow noni t or 7
192. 243.55. 131 |Domi ni ca 147.237.77. 17 |nazi .i of .i |Bad TCP sequence Ssca:em( retransmt wth different wndow | o g
192. 243. 55. 136 |Domi ni ca 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 5
46. 120. 74. 223 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber aert 4
46. 120. 74. 223 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
192. 243. 55. 136 |Doni ni ca 147.237.77. 17 |nazi . i df.i|{Bad TCP sequence noni t or 4
192. 243. 55. 132 |Doni ni ca 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence noni t or 4
37. 26. 148. 222 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
109. 253. 158. 191l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
87.69. 231. 58 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
192. 243. 55. 136 |Donini ca 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 3
192. 243. 55. 136 |Doni ni ca 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN - > SYN- ACK - > Ti neout rej ect 3
61.216.2. 14 Tai wan 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 2
192. 243.55. 129 |[Doni ni ca 147.237.77. 17 |nazi .idf .i|Bad TCP sequence scal eA(K retransmt wth different w ndow noni t or 2
192. 243.55. 137 |Doni ni ca 147.237.77. 17 |nazi .i of .i |Bad TCP sequence Ssca::m retransmt with different wndow o o
192. 243.55. 131 |Doni ni ca 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
192. 243. 55. 138 |Domi ni ca 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
192. 243. 55. 131 |Dom ni ca 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 2
192. 243. 55. 132 |Doni ni ca 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 1
37.46.41.183 | srael 147.237.77. 17 |nazi . i df.i|{Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122.190|lhited Sates 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
198.54.90.200 |lhited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 1
2.52.175.6 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
66. 249. 81. 219 | srael 147.237.77. 17 |nazi .idf.i|Drectory Traversal directory traversal overflow noni t or 1
192. 243.55. 134 |Domi ni ca 147.237.77. 17 |nazi .i of .i |Bad TCP sequence fgg‘fm retransmt with different wndow o |g
46. 121. 57. 149 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46.19. 85. 181 | srael 147.237.77. 17 |nazi . i df.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 126|Lhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.243.31.2 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.22.135.174 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval id ACK nunber noni t or 1
109. 253. 208. 185|l srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber alert 1
192. 243. 55. 138 |[Doni ni ca 147.237.77. 17 |nazi .idf.i|Bad TCP sequence ig*-:c( retransmt wth different w ndow noni t or 1
87.69. 235. 203 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
61.216.2. 14 Tai wan 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Response out of state noni t or 1
192. 243. 55. 132 |Doni ni ca 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
192. 243. 55. 130 |[Domini ca 147.237.77. 17 |nazi .idf.i|Bad TCP sequence ig*-:c( retransmt wth different w ndow noni t or 1
37.142.142.136 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 1
149.78. 219. 2 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1
2.52.175.6 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d sequence nunber noni t or 1
106. 38. 241. 106 |Chi na 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
192. 243. 55. 138 |Domi ni ca 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 1
192. 243.55. 135 |Domi ni ca 147.237.77. 17 |nazi .i of .i |Bad TCP sequence sscall(,:‘x retransmt with different wndow 0o |g
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66.249.64.175 |lhited Sates |147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 14-hel i of . aspx B ock 2
79.180. 14. 116 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
46. 19. 85. 191 | srael 147.237.77. 17 |nazi.idf.i |l |1 egal HITP Versi on push_tine_start=1456478814875 B ock 1
66.249. 78.242 |lhited Sates |147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 6051- he/i gf . aspx B ock 1
66.249. 64.180 |lhited Sates [147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/599- he/i gf . aspx B ock 1
] .. . IUnaut hori zed URL Access to
157.55.39.178  |United Sates  |147.287.77. 17 nazi . idf. i 147.237.77. 17/ t enpl at econtr ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
66.249.64.175 |lhited Sates [147.237.77.17 |nazi.idf.i|Uauthori zed URL Access to 147.237.77.17/5039- he/i gf . aspx B ock 1
61.216.2. 14 Tai wan 147.237.77. 17 |nazi .idf.i[Mil tiple ||l egal Byte Gode Character in Method from61l. 216. 2. 14 B ock 1
109. 64. 48. 94 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/i gf . aspx B ock 1
5. 39. 222. 159 Net her | ands 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/rom0 B ock 1
66.249.81.219 |lhited Sates |[147.237.77.17|nazi.idf.i|JURL is Above Root Orectory mnazi.idf.il/../inages/ body.|pg B ock 1
66.249.64.185 |lhited Sates |147.237.77.17|nazi.idf.i|Unaut horized URL Access to 147.237.77.17/ 96-hel i gf . aspx B ock 1
66.249.64.175 |lhited Sates |147.237.77.17|nazi.idf.i|Uaut hori zed UR. Access to 147.237.77.17/ 671- hel i gf . aspx B ock 1
66.249.64.175 |lhited Sates |147.237.77.17|nazi.idf.i|Unauthorized URL Access to 147.237.77.17/ 41-heli gf . aspx B ock 1
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unhaut hori zed URL Access from 148. 251. 21. 227 B ock 1
91. 196. 50. 33 Pol and 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to testp2. czar. bi el ana. pl / t est proxy. php B ock 1
46.19. 85. 191 | srael 147.237.77. 17 |nazi .i df . i [Mal forned URL Kk visit=2; B ock 1
66.249. 78.248 |lhited Sates |147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77. 17/ 6056- hel i gf . aspx B ock 1
66.249.64.180 |lhited Sates [147.237.77.17|nazi.idf.i|Uauthorized UR. Access to 147.237.77.17/ 707- hel i gf . aspx B ock 1
157.55.39.179 |lhited Sates |147.237.77.17|nazi.idf.i|Uaut hori zed URL Access to 147.237.77.17/ 6216- he/i gf . aspx B ock 1
66.249. 64.175 |lhited Sates [147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/ 5478- he/i gf . aspx B ock 1
66.249. 64.175 |lhited Sates [147.237.77. 17 |nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/ 101- he/i gf . aspx B ock 1
109. 253. 158. 191|l srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to 147.237.77.17/favi con.i co B ock 1
68.180. 228. 160 |Lhited Sates |[147.237.77.17|nazi.idf.i|Unhaut horized URL Access to nazi.idf.il/5676-7827-he/ifg. aspx B ock 1
40.77. 167. 46 Lhited Sates |147.237.77.17|nazi.idf.i|Wauthorized URL Access to 147.237.77.17/robots. t xt B ock 1
66.249.64. 185 |lhited Sates |147.237.77.17|nazi.idf.i|Uauthorized URL Access to 147.237.77.17/robots. t xt B ock 1
66.249.64.175 |lhited Sates [147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/ 70- heli gf . aspx B ock 1
66.249.64.175 |lhited Sates [147.237.77. 17 |nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/ 4275- he/i gf . aspx B ock 1
148. 251. 21. 227 |Ger many 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ [B ock 1
94.199. 151. 22 z";ggom 147.237.77. 17 |nazi .i of .i {Unaut hori zed URL Access to mazi. i df.il/5676- 7827-hel i f g. aspx Bl ock 1
46. 19. 85. 191 | srael 147.237.77. 17 |nazi . i df . i [Unknown HTTP Request Met hod 6478784862; in URL k_visit=2 B ock 1
66.249. 78. 254 |lhited Sates [147.237.77. 17 |nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/ 4275- he/i gf . aspx B ock 1
66.249.64.185 |lhited Sates |[147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/5374-hel i gf . aspx B ock 1
208. 115.111. 75 |lhited Sates [147.237.77. 17 |nazi.idf.i|Unhaut horized URL Access to waww nazi.idf.il/14-5475-he B ock 1
66.249.64.175 |lhited Sates [147.237.77.17 |nazi.idf.i|Uaut hori zed URL Access to 147.237.77.17/ 55- heli gf . aspx B ock 1
113.76.90.196 |China 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx B ock 1
77.126.167. 182 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
46.19. 85. 191 | srael 147.237.77. 17 |nazi . i df .i |D stri buted Abnornal |y Long Request B ock 1
66.249. 78.242 |lhited Sates |147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 14-heli of . aspx B ock 1
66.249.64.180 |lhited Sates |[147.237.77.17|nazi.idf.i|Unaut horized URL Access to 147.237.77.17/ 4419-heli gf . aspx B ock 1
157.55. 39. 68 Lhited Sates |147.237.77.17|nazi.idf.i|Wauthorized UR. Access to nazi.idf.il/4085-he/ B ock 1
66.249.64.175 |lhited Sates |[147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/5013-he/i gf . aspx B ock 1
107.178.38.31 |lLhited Sates |147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx B ock 1
46.32.170. 122  |Azerbai j an 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4637-5227- he/ i gf . aspx B ock 1
2.54.42. 66 | srael 147.237.77. 17 |nazi . i df . i jUnaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
66.249. 78. 254 |lhited Sates [147.237.77. 17 |nazi.idf.i|lnhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66.249.64.185 |lhited Sates [147.237.77. 17 |nazi.idf.i|Uauthori zed URL Access to 147.237.77.17/5551- he/i gf . aspx B ock 1
66.249.64.175 |lhited Sates |147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 6216-hel i gf . aspx B ock 1
66.249.64.175 |lhited Sates [147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/ 3433- he/i gf . aspx B ock 1
141.212.122.177|\lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
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