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66. 249. 78. 167, |srael

66. 249. 64. 124, | srael

106. 38. 241. 106, Chi na

136. 243. 48. 86, Ger nany
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02-25-2016 to 02-26-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | Devi ce Action | P 1 ocati on. Locat i on | Count
54.72.182. 187 Irel and 147.237.77. 17 nazi.idf.il |Bock Wp All Nets drop Net V- London 4
79. 180. 206. 91 | srael 147.237.77. 17 nazi.idf.il |Block Udp ALl Nets drop BBL- | srael 3
136. 243. 48. 86 CGer many 147.237.77. 17 nazi.idf.il [JLMPurple Gon Limt Htp drop Net V- London 3
82.81. 37. 46 | srael 147.237.77. 17 nazi.idf.il |Bock Ulp Al Nets drop BBL- | srael 2
136. 243. 48. 86 Ger many 147.237.77. 17 nazi.idf.il |JLM Under Attack Con Htp drop Net V- London 2
184. 105. 139. 76 Lhited Sates 147.237.77. 17 nazi.idf.il |Bock Np Al Net drop Net V- London 1
184. 105. 139. 98 Lhited Sates 147.237.77. 17 nazi.idf.il |Block Np Al Net drop Net V- London 1
198. 23. 190. 39 Lhited Sates 147.237.77. 17 nazi.idf.il |Block Np Al Net drop Net V- London 1




02-25-2016 to 02-26-2016

|Top Attackers In IPS|

Attacker Address |Ntacker Go |Target Addr ess |Ste \Sgnat ure |Davi ce Action |Count |
77.125. 159. 35 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL Bl ock 18
66. 249. 78. 167 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 9
66. 249. 64. 124 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 9
106. 38. 241. 106 Chi na 147.237.77. 17 nazi.idf.il |CLO00071: HTTP: User Agent Sogou+web+spi der B ock 7
69. 30. 213. 18 Lhited Sates 147.237.77. 17 nazi.idf.il |ClLO00074: HITP. naj estic bot B ock 4
66. 249. 64. 2 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 3
66. 249. 75. 18 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL Bl ock 2
176. 9. 131. 69 Ger many 147.237.77. 17 nazi.idf.il |ClLO00074: HITP. naj estic bot B ock 2
2.54.128.221 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 64. 8 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 2
10.0.0.9 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 2
51. 255. 162. 167 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il |Cl000074: HITP. naj estic bot B ock 2
66. 249. 78. 181 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL Bl ock 1
66. 249. 75. 34 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 1
188. 165. 15. 87 France 147.237.77.17 nazi.idf.il |Cl000146: HITP.  AhrefBot craw er B ock 1
66. 249. 78. 174 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 1




02-25-2016 to 02-26-2016

|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | count |
93. 174. 93. 144 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 Lhited Sates 147.237.77. 17 nazi.idf.il ET DROP Bshiel d B ock Listed Source 1




02-25-2016 to 02-26-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Ste

dgnature

‘ Target Address

212.76.127.10 | srael 147.237.77. 17 |nazi .i df .1 |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 45
31. 168. 150. 133 |l srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 36
201. 131. 148. 28 |Panana 147.237.77. 17 |nazi .i df . i [SYN At tack SYN -> SYN ACK -> RST rej ect 36
84. 94. 205. 233 | srael 147.237.77. 17 |nazi . i df . i |[SYN At ack SYN -> SYN-ACK -> RST rej ect 25
46. 19. 86. 50 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 16
46. 19. 85. 22 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence I nval i d ACK nunber alert 16
46. 19. 85. 22 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 16
213.57.164. 147 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 16
37.26.148.142 |lsrael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 16
106. 38. 241. 106 |Chi na 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 15
195. 160. 242. 40 |[Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 13
195. 239. 16. 40 :ZZ:; o 147.237.77.17 |nazi .i df i {Bl ock HTTP Non Gonpl i ant Failed to handl e connection data moni t or 9
212.76.127.111 |lsrael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
109. 66. 210. 200 |l srael 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 9
195. 239. 16. 53 gz:;;r: on 147.237.77. 17 |nazi . i df .1 |Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 9
212.76.127.219 |lsrael 147.237.77. 17 |nazi .i df .i|Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
212.76.127.44 |lsrael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
5. 102. 195. 35 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 176 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 4
87.69. 165. 104 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber alert 4
203. 133. 169. 220|Korea, Republic of |147.237.77. 17 |nazi.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
80.179.9.7 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence ?Z'al\”:o< retransmt with different w ndow noni t or 4
46.19. 85. 176 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
87.69. 165. 104 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber noni t or 4
85. 65. 81. 99 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 4
195. 160. 242. 40 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 4
84.109. 36.217 |lsrael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
85. 65. 81. 99 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
5.22.135.181 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
203. 133. 169. 220|Korea, Republic of |147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 4
157.55.39. 147 |lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.1.50 | srael 147.237.77. 17 |nazi .idf . i \AWSI aSteirc:/ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
157. 55. 39. 162 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
208. 115.113.91 |lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
37.26.148.142 |israel 147.237.77.17 |nazi .i df . i [Bad TGP sequence ig‘fm retransmt with different window oy o 1
5. 39. 93. 143 France 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
84.94.32.197 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
185. 89. 217. 233 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 1
64.125.239.47 |lLhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
176. 13. 9. 154 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
213.57.192. 167 |lsrael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber alert 1
89.248.174. 4 Net her | ands 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
84.109. 160. 210 |lIsrael 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
193. 105. 134. 220|Sweden 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
185. 3. 147. 22 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 120. 36. 24 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
157.55.39. 227 |lhited Sates 147.237.77. 17 |nazi .i df . i [SYN At tack SYN -> SYN- ACK -> Ti neout rej ect 1
213.57.164. 147 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At ack SYN -> SYN-ACK -> Ti neout aert 1
208.115.113.91 |lhited Sates 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
37.26.149.195 |lIsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1




02-25-2016 to 02-26-2016

|Top Attackers In V\AF|

Attacker Address |Attacker Geo|Target Address |Ste

| gnature

| Devi ce Action|Count |

85. 65. 81. 99 | srael 147.237.77. 17 |nazi . i df .i|Uhaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 78. 254 Lhited Sates|147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ robots. t xt B ock 1
66. 249. 69. 10 Lhited Sates|147.237.77. 17 |nazi . i df . i JUhaut hori zed URL Access to 147.237.77.17/ 4150- he/ i gf . aspx B ock 1
157. 55. 39. 180 Lhited Sates|147.237. 77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
66. 249. 64. 175 Lhited Sates|147.237. 77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/ 425- hel i gf . aspx B ock 1
104.131. 147. 112 |Lhited Sates|147.237. 77. 17 |nazi . i df . i l|Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx B ock 1
80. 246. 133. 248 |l srael 147.237.77. 17 |nazi . i df.il|Lhaut hori zed URL Access to 147.237.77.17/sip storage/files/ 1/ 1351. pg B ock 1
66. 249. 78. 242 Lhited Sates|147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/55-he/i gf . aspx B ock 1
185. 3. 147. 37 | srael 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
66. 249. 69. 2 Lhited Sates|147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/ 3433- he/ i gf . aspx B ock 1
65. 55. 218. 54 Lhited Sates|147.237.77. 17 |nazi .idf.il|D stributed Whaut hori zed URL Access on nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 1
157.55.39.162 |Uited Sates|147.237. 77. 17 |mazi . i df . i l|Unaut hori zed URL Access to mazi.idf.il/113-11581-he/ nbiaa xOD. aspx Bl ock 1
89. 38. 148. 64 Ronani a 147.237.77. 17 |nazi . i df . i ||Lhaut hori zed UR. Access to nazi.idf.il/4419-he/nailto:igf @df.gov.il B ock 1
68. 180.228. 160 |Lhited Sates|147.237.77. 17 |nazi.idf.illLhaut hori zed URL Access to nazi.idf.il/tenpl ates/general / n B ock 1
66. 249. 69. 10 Lhited Sates|147.237. 77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 607- he/ i gf . aspx B ock 1
157. 55. 39. 181 Lhited Sates|147.237. 77. 17 |nmazi .i df . i |lUhaut hori zed URL Access to 147.237.77.17/ 6321- he/i gf . aspx B ock 1
66. 249. 64. 175 Lhited Sates|147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ robot s. t xt B ock 1
141. 255. 44. 84 G eece 147.237.77. 17 |n@zi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl atecontrol s/ B ock 1
84.108. 148. 199 |[lIsrael 147.237.77. 17 |nazi . i df . i jUhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsli st/ undefi ned B ock 1
66. 249. 78. 242 Lhited Sates|147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 96- heli gf . aspx B ock 1
66. 249. 69. 2 Lhited Sates|147.237. 77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 647-he/ i gf . aspx B ock 1
157. 55. 39. 178 Lhited Sates|147.237.77. 17 |nmazi . i df . i [lUnaut hori zed URL Access to 147.237.77.17/ 6578-9974-hel i gf . aspx B ock 1
66. 249. 64. 175 Lhited Sates|147.237.77. 17 |nazi .idf.i |[Mil ti pl e Uhaut hori zed URL Access from 66. 249. 64. 175 B ock 1
89. 138. 89. 160 | srael 147.237.77. 17 |n@zi . i df . i fUnaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
77.125.9.161 | srael 147.237.77. 17 |nazi . i df . i jUhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 1
66. 249. 78. 167 Lhited Sates|147.237.77. 17 |nazi .i df . i |[Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ shared/ user control s/ vodchannel / |B ock 1
173.234.162. 74 |lhited Sates|147.237.77. 17 |nazi.idf.il|Paraneter Type Mol ation catid in nazi.idf.il/tenpl ates/ honepage/j oi nnai |l i nglist.aspx |B ock 1
66. 249. 64. 180 Lhited Sates|147.237. 77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/ 4278- hel i gf . aspx B ock 1
157. 55. 39. 147 Lhited Sates|147. 237. 77. 17 |nazi .| df . i ||Lhaut hori zed URL Access to nazi.idf.il/4316-he/ B ock 1
84.109. 160. 210 |[lsrael 147.237.77. 17 |n@zi . i df . i fUhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 78. 248 Lhited Sates|147.237. 77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 5477-he/i gf . aspx B ock 1
66. 249. 69. 2 Lhited Sates|147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 700- he/i gf . aspx B ock 1
157. 55. 39. 179 Lhited Sates|147.237.77. 17 |nazi . i df.i |Di stri but ed Unaut hori zed URL Access on 147.237.77.17/robot s. t xt B ock 1
66. 249. 64. 175 Lhited Sates|147.237. 77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/ 4150- he/ i gf . aspx B ock 1
94. 230. 88. 211 | srael 147.237.77. 17 |nazi . i df . i ||Lhaut hori zed UR_ Access to nazi.idf.il/sip storagel/fil es/7/6117. not B ock 1
79. 180. 206. 91 | srael 147.237.77. 17 |n@zi . i df . i jUnaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
66. 249. 78. 242 Lhited Sates|147. 237. 77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/ 113- he/i gf . aspx B ock 1
176. 13. 20. 18 | srael 147.237.77. 17 |nazi . i df . i jUhaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
66. 249. 69. 2 Lhited Sates|147.237. 77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 1
157. 55. 39. 147 Lhited Sates|147.237. 77. 17 |nazi .i df . i [Uhaut hori zed URL Access to waw nazi . idf.il/14-8347-he B ock 1
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