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Top Attackers 

106.38.241.106, China

66.249.66.181, Israel

194.114.146.227, Israel

162.219.4.147, United States

66.249.66.187, Israel

66.249.66.181, United States

66.249.78.167, Israel

66.249.66.184, Israel

87.69.244.58, Israel

54.72.182.187, Ireland
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

54.72.182.187 Ireland 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop NetV-London 4

107.150.33.58 United States 147.237.77.17 mazi.idf.il block-sp-traf1 drop NetV-London 1

173.208.206.202 United States 147.237.77.17 mazi.idf.il block-sp-traf1 drop NetV-London 1

184.105.139.118 United States 147.237.77.17 mazi.idf.il Block_Ntp_All_Net drop NetV-London 1

193.242.218.6 Switzerland 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop NetV-London 1

5.1.77.77 Germany 147.237.77.17 mazi.idf.il L4 Source or Dest Port Zero drop NetV-London 1

51.254.88.177 United Kingdom 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop NetV-London 1

71.6.167.142 United States 147.237.77.17 mazi.idf.il Block_Ntp_All_Net drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

106.38.241.106 China 147.237.77.17 mazi.idf.il C1000071: HTTP: User Agent Sogou+web+spider Block 24

66.249.66.181 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 20

194.114.146.227 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 8

66.249.66.187 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 6

66.249.78.167 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 5

66.249.66.184 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 4

144.76.29.162 Germany 147.237.77.17 mazi.idf.il C1000074: HTTP: majestic bot Block 2

2.54.7.81 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 2

66.249.78.174 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 2

212.235.49.116 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 2

136.243.103.157 Germany 147.237.77.17 mazi.idf.il C1000074: HTTP: majestic bot Block 2

157.55.39.227 United States 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 2

144.76.7.107 Germany 147.237.77.17 mazi.idf.il C1000074: HTTP: majestic bot Block 2

87.68.69.88 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 2

157.55.39.2 United States 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 1

46.120.204.172 Israel 147.237.77.17 mazi.idf.il C1000008: HTTP: Xenu UserAgent Block 1

66.249.75.18 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 1

66.249.78.181 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 1

66.249.75.34 Israel 147.237.77.17 mazi.idf.il C1000138: HTTP: prefix 1.01 in the URL Block 1

162.219.4.147 United States 147.237.77.17 mazi.idf.il C1000016: HTTP: administrator in URI Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.66.181 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 4

220.231.195.122 China 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 4096 1

162.219.4.147 United States 147.237.77.17 mazi.idf.il SERVER-WEBAPP admin.php access 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

2.52.40.37 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 92

46.19.85.2 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 64

46.19.85.2 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 64

2.52.40.37 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 57

2.52.40.37 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 54

2.52.40.37 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 54

46.19.85.226 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 49

46.19.85.226 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 49

2.52.40.37 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 42

2.52.40.37 Israel 147.237.77.17 mazi.idf.ilSYN Attack reject 36

37.73.244.27 Ukraine 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 32

62.90.111.148 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 21

37.73.244.27 Ukraine 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 16

46.19.85.114 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 16

31.154.14.43 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 16

46.19.85.114 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 16

37.73.244.27 Ukraine 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 9

195.239.16.53
Russian
Federation

147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 9

37.73.244.27 Ukraine 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

195.239.16.40
Russian
Federation

147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 9

95.24.48.14
Russian
Federation

147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 5

31.154.14.43 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 5

46.19.85.83 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

212.76.127.111 Israel 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 4

5.102.241.4 Israel 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 4

5.102.242.66 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

209.19.33.104 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

37.46.41.37 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.83 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

5.164.83.138
Russian
Federation

147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

79.176.31.120 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

106.38.241.106 China 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 3

46.121.103.245 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

2.52.1.186 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

2.54.42.184 Israel 147.237.77.17 mazi.idf.il
Web Server Enforcement
Violation

Web Servers Slow HTTP Denial of Service reject 2

87.69.244.58 Israel 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 2

82.166.140.117 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 2

2.54.149.181 Israel 147.237.77.17 mazi.idf.il
Web Server Enforcement
Violation

Web Servers Slow HTTP Denial of Service reject 2

212.76.127.4 Israel 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 2

37.142.190.203 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

104.255.65.207 147.237.77.17 mazi.idf.ildrop SAM rule drop 1

82.166.140.117 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

213.57.189.32 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

5.39.93.143 France 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 1

65.55.218.35 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.178 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

184.105.247.212 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

149.88.39.240 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

213.151.35.220 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

79.179.110.63 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

87.69.244.58 Israel 147.237.77.17 mazi.idf.ilUnauthorized HTTP Method Block 2

162.219.4.147 United States 147.237.77.17 mazi.idf.ilPHP Attempt Block 2

84.108.92.104 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/resource/userfollowresource/create/ Block 2

95.86.73.33 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 2

185.82.203.241 147.237.77.17 mazi.idf.ilParameter Type Violation TabNum in mazi.idf.il/4277-he/igf.aspx Block 1

66.249.66.43 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/14-8330-he Block 1

139.130.176.241 Australia 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5580-7562-he/igf.asp Block 1

212.76.122.75 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 212.76.122.75 Block 1

66.249.66.182 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4146-he/igf.aspx Block 1

162.219.4.147 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 162.219.4.147 Block 1

95.134.200.64 Ukraine 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/2/6092.jpg Block 1

82.81.251.229 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ajax/updatestatus.php Block 1

66.249.93.103 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

188.138.1.218 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

66.249.66.46 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to www.mazi.idf.il/4070-11595-he/מחלקת תכנון ובקרה
.aspx

Block 1

157.55.39.159 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

87.69.244.58 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/9/ Block 1

79.181.167.153 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

212.76.122.75 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/3803-he/igf.aspx&sa=u&ved=0ahukewib3k77pphlahuc0xqkhvx4dw8qfgg
wmaw&usg=afqjcnenb1vtj9h63tfthifuhf2jxal-fw

Block 1

66.249.66.184 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/templates/newslist/www.idiegogo.com/projects/121440

Block 1

95.135.28.176 Ukraine 147.237.77.17 mazi.idf.ilParameter Type Violation PageNum in mazi.idf.il/5551-he/igf.aspx Block 1

66.249.93.111 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

208.115.113.82 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-10105-he Block 1

66.249.66.181 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files Block 1

157.55.39.207 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

89.138.89.160 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4944-he/igf.aspx Block 1

82.81.251.229 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 82.81.251.229 Block 1

217.69.133.224
Russian
Federation

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5676-7827-he/ifg.aspx Block 1

66.249.66.185 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/images/trans.gif Block 1

162.219.4.147 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/wp-login.php Block 1

109.66.228.106 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

87.69.244.58 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 87.69.244.58 Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 68.180.228.160 Block 1

212.76.118.40 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/113-10405-he/igf.aspx&sa=u&ved=0ahukewiejjmcozhlahwefjokhyvqa_oqf
ggkmae&usg=afqjcngxszubidgopbsfl2tva83frk2mha

Block 1

66.249.66.182 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 1

162.219.4.147 United States 147.237.77.17 mazi.idf.ilAdmin Blocking Block 1

82.81.251.229 Israel 147.237.77.17 mazi.idf.ilPHP Attempt Block 1

66.249.66.188 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1
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