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02-24-2016 to 02-25-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | Count
54.72.182. 187 Irel and 147.237.77. 17 nazi.idf.il |Bock Wp All Nets drop Net V- London 4
107. 150. 33. 58 Lhited Sates 147.237.77. 17 nazi .idf.il |bl ock-sp-trafl drop Net V- London 1
173. 208. 206. 202 Lhited Sates 147.237.77. 17 nazi.idf.il |bl ock-sp-trafl drop Net V- London 1
184.105. 139. 118 Lhited Sates 147.237.77. 17 nazi.idf.il |Block Np All Net drop Net V- London 1
193. 242.218.6 Sntzerland 147.237.77. 17 nazi.idf.il |Bock Udp All Nets dr op Net V- London 1
5.1.77.77 Ger nany 147.237.77. 17 nazi.idf.il |L4 Source or Dest Port Zero drop Net V- London 1
51.254.88. 177 Uni ted Ki ngdom 147.237.77.17 nazi.idf.il |Bock Udp All Nets dr op Net V- London 1
71.6.167. 142 Lhited Sates 147.237.77. 17 nazi.idf.il |Block Np All _Net drop Net V- London 1




02-24-2016 to 02-25-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address \S 1] |S gnat ure | Devi ce Action |Oount |
106. 38. 241. 106 Chi na 147.237.77. 17 nazi.idf.il |CLOO0071: HITP: User Agent Sogou+web+spi der B ock 24
66. 249. 66. 181 | srael 147.237.77.17 nazi.idf.il |Cl000138: HITP:. prefix 1.01 in the URL B ock 20
194. 114. 146. 227 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.01 in the URL B ock 8
66. 249. 66. 187 | srael 147.237.77. 17 nazi .idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 6
66. 249. 78. 167 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 5
66. 249. 66. 184 | srael 147.237.77. 17 nazi .idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 4
144. 76. 29. 162 Ger many 147.237.77. 17 nazi.idf.il |CLOO0O074: HITP. naj estic bot B ock 2
2.54.7.81 | srael 147.237.77.17 nazi.idf.il |Cl000138: HITP:. prefix 1.01 in the URL B ock 2
66. 249. 78. 174 | srael 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.01 in the URL B ock 2
212.235.49.116 | srael 147.237.77. 17 nazi .idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 2
136. 243. 103. 157 Ger nany 147.237.77. 17 nazi .idf.il |Cl000074: HITP: naj estic bot B ock 2
157. 55. 39. 227 Lhited Sates 147.237.77. 17 nazi .idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 2
144.76. 7. 107 Ger many 147.237.77. 17 nazi.idf.il |CLOO0O074: HITP. naj estic bot B ock 2
87. 68. 69. 88 | srael 147.237.77.17 nazi.idf.il |Cl000138: HITP:. prefix 1.01 in the URL B ock 2
157.55. 39. 2 Lhited Sates 147.237.77. 17 nazi.idf.il |CLO00138: HITP. prefix 1.01 in the URL B ock 1
46. 120. 204. 172 | srael 147.237.77. 17 nazi .idf.il |Cl000008: HTTP: Xenu User Agent B ock 1
66. 249. 75. 18 | srael 147.237.77. 17 nazi.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 1
66. 249. 78. 181 | srael 147.237.77. 17 nazi .idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 1
66. 249. 75. 34 | srael 147.237.77. 17 nazi .idf.il |Cl000138: HITP: prefix 1.01 in the URL B ock 1
162. 219. 4. 147 Lhited Sates 147.237.77. 17 nazi .idf.il |CLO00016: HITP. administrator in R B ock 1




02-24-2016 to 02-25-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |ste |9 gnature | count |
66. 249. 66. 181 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4
220.231. 195. 122 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
162. 219. 4. 147 Lhited Sates 147.237.77. 17 nazi.idf.il SERVER- WEBAPP adni n. php access 1




02-24-2016 to 02-25-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Ste

dgnature

‘ Target Address

2.52.40. 37 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 92
46. 19. 85. 2 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 64
46. 19. 85. 2 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 64
2.52. 40. 37 | srael 147.237.77. 17 |nazi . i df . i |[SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 57
2.52.40. 37 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 54
2.52.40. 37 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence I nval i d ACK nunber alert 54
46. 19. 85. 226 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 49
46. 19. 85. 226 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 49
2.52.40. 37 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 42
2.52. 40. 37 | srael 147.237.77. 17 |nazi . i df . i |[SYN At tack rej ect 36
37.73.244.27 kr ai ne 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 32
62.90. 111. 148 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 21
37.73.244.27  |Wraine 147.237.77.17 |nazi .i of . i [Bad TGP sequence ig‘fm retransmt with different window oy o 16
46.19. 85. 114 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 16
31.154. 14. 43 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 16
46.19. 85. 114 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber noni t or 16
37.73.244. 27 Lkrai ne 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 9
195. 239. 16. 53 g;z:;nl on 147.237.77. 17 |nazi .idf.i|Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
37.73.244.27 Lkrai ne 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 9
195. 239. 16. 40 RJSIS;;ni o 147. 237.77. 17 |nazi .i of .i [Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 9
Russi an C ) .
95. 24. 48. 14 . 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
Feder ati on
31.154. 14. 43 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber alert 5
46. 19. 85. 83 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
212.76.127. 111 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 4
5.102.241. 4 | srael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
5. 102. 242. 66 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
209.19. 33.104 |lhited Sates 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
37.46. 41. 37 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber noni t or 4
46. 19. 85. 83 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 4
5.164.83.138 |5 147.237.77. 17 |nazi .i f .i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
Feder ati on
79.176.31.120 |lIsrael 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
106. 38. 241. 106 [Chi na 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
46.121. 103. 245 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.52.1.186 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.42.184 | srael 147.237.77. 17 |nazi .idf .1 YA%E:I aSIeirc\)/ner Enf or cenrent Veéb Servers S ow HITP Denial of Service rej ect 2
87.69. 244. 58 | srael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 2
82.166. 140. 117 |l srael 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
2.54.149.181 | srael 147.237.77. 17 |nazi .idf . i \AWSI aSteirc:/ner Enf or cenent Veéb Servers S ow HITP Denial of Service rej ect 2
212.76.127. 4 | srael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 2
37.142.190. 203 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
104. 255. 65. 207 147.237.77. 17 |nazi .i df . i |dr op SAMrul e drop 1
82. 166. 140. 117 |Israel 147. 237.77. 17 |nazi . i df .i |Bad TGP sequence Snacretransmt wth different wndow o or 1
213.57.189. 32 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
5. 39. 93. 143 France 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 1
65. 55. 218. 35 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 86. 178 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 212|Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149. 88. 39. 240 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
213.151. 35. 220 |lsrael 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
79.179. 110. 63 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence I nval i d ACK nunber noni t or 1




02-24-2016 to 02-25-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |Target Address |Ste ‘S gnature Action ‘Count
87. 69. 244. 58 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed HTTP Met hod B ock 2
162.219.4.147 |[lhited Sates [147.237.77. 17 |nazi.idf.i |PHP Attenpt B ock 2
84.108.92.104 |lsrael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/resourcel userfol | ow esourcel creat e/ B ock 2
95. 86. 73. 33 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter.gif B ock 2
185. 82. 203. 241 147.237.77. 17 |nazi . i df . i |Paranet er Type Mol ati on TabNumin nazi.idf.il/4277-he/i gf . aspx B ock 1
66. 249. 66. 43 Lhited Sates [147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to waw mazi.idf.il/14-8330-he B ock 1
139. 130. 176. 241|Australia 147.237.77. 17 |nazi . i df . i JUnhaut hori zed URL Access to 147.237.77.17/sip_storage/ fil es/ 1/ 2061. j pg B ock 1
68. 180. 228. 160 |lhited Sates |147.237.77.17 |nazi.idf.i|Uhaut hori zed URL Access to nazi.idf.il/5580-7562- he/i gf . asp B ock 1
212.76.122.75 |lsrael 147.237.77. 17 |nazi .i df .i [Mil ti pl e Uhaut hori zed UR. Access from 212. 76. 122. 75 B ock 1
66.249.66.182 |lLhited Sates |147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 4146-hel i gf . aspx B ock 1
162.219.4. 147 |lhited Sates [147.237.77.17|nazi.idf.i|Miltiple Unauthori zed URL Access from 162. 219. 4. 147 B ock 1
95. 134. 200. 64  |krai ne 147.237.77. 17 |nazi . i df . i [Lhaut hori zed UR. Access to nazi.idf.il/sip storage/fil es/2/6092.] pg B ock 1
82. 81. 251. 229 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/aj ax/ updat est at us. php B ock 1
66.249.93.103 |lhited Sates |147.237.77.17|nmazi.idf.i|D stributed Unaut hori zed URL Access on 147.237.77.17/sip _storagel/ fil es/ 1/ 2061. j pg |B ock 1
188.138.1.218 |Ger many 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 66. 46 Uited Sates  |147.237. 77 17 vmzi i of i Lgsg)t( horized URL Access to www nazi.idf.il/4070-11595-he/ mpal >N Npdnn B ock 1
157.55.39.159 |lhited Sates |147.237.77.17 |nazi.idf.il|lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ shared/ usercontrol s/ newsgal | ery/ B ock 1
87. 69. 244. 58 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/sip storage/fil es/9/ B ock 1
79.181. 167. 153 |l srael 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77.17/571- he/i gf . aspx B ock 1
Unaut hori zed URL Access to
212.76.122.75 | srael 147.237.77. 17 |nazi . i df . i jnazi . i df . i | / 3803- he/ i gf . aspx&a=u&ved=0ahukew b3k77pphl ahucOxgkhvx4dw8qf gg |B ock 1
wrawsusg=af gj cnenblvt j 9h63t f t hi f uhf 2j xal -fw
: .. . .JUnauthorized URL Access to
66.249.66.184  [United Sates |147.237.77. 17 |nazi i df .| nazi . idf.il/tenpl ates/ newslist/ww i di egogo. con proj ect s/ 121440 Bl ock !
95.135.28.176  |lkrai ne 147.237.77. 17 |nazi . i df . i |Paraneter Type M ol ati on PageNumin nazi.idf.il/5551-he/i gf . aspx B ock 1
66.249.93.111 |lhited Sates |147.237.77.17 |nazi.idf.i|Unhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 2061. j pg B ock 1
208.115.113.82 |lhited Sates |147.237.77.17 |nazi.idf.i|Uhaut horized URL Access to igf.idf.il/14-10105-he B ock 1
66.249.66.181 |lhited Sates |147.237.77.17 |nazi.idf.i|Uhaut hori zed UR. Access to nazi.idf.il/sip storage/files B ock 1
157.55.39.207 |Lhited Sates |147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
89. 138. 89. 160 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 4944- hel i gf . aspx B ock 1
82. 81. 251. 229 | srael 147.237.77. 17 |nazi . i df .i [MIl ti pl e Uhaut hori zed URL Access from 82. 81. 251. 229 B ock 1
217.69. 133. 224 :ZZ::FI on 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to nazi.idf.il/5676-7827-helifg. aspx B ock 1
66.249.66.185 |lLhited Sates |147.237.77.17|nazi.idf.i|Unauthorized URL Access to 147.237.77.17/i mages/trans. gi f B ock 1
162.219.4.147 |lhited Sates |147.237.77.17 |nazi.idf.i|Uauthorized URL Access to nazi.idf.il/wp-10gin. php B ock 1
109. 66. 228. 106 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
87. 69. 244. 58 | srael 147.237.77. 17 |nazi .idf.i [Mul ti pl e Uhaut hori zed URL Access from 87. 69. 244. 58 B ock 1
68.180.228. 160 |Lhited Sates |147.237.77.17|nmazi.idf.i{Miltiple Wauthorized UR Access from 68. 180. 228. 160 B ock 1
Unaut hori zed URL Access to
212.76.118. 40 | srael 147.237.77. 17 |nazi . i df . i nazi . i df . i1/113- 10405- he/ i gf . aspx&a=u&ed=0ahukewi €] j ntozhl ahwef j okhyvga_oqgf |B ock 1
ggkmae&usg=af gj cngxszubi dgopbsf | 2t va83f r k2nha
66. 249. 66. 182 |lhited Sates |147.237.77.17 |nazi.idf.i|Unauthorized URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
162.219.4. 147 |Whited Sates |[147.237.77.17|nazi.idf.i |Adm n B ocki ng B ock 1
82. 81. 251. 229 | srael 147.237.77. 17 |nazi .i dof . i |[PHP At t enpt B ock 1
66.249. 66. 188 |lhited Sates |147.237.77. 17 |nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
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